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Asbru Web Content 
Management System 

Easily & Inexpensively 

Create, Publish & Manage Your Websites 

Introduction 

This document is the installation guide for the Asbru Web Content Management System. The 

installation guide describes how you, the system administrator and website administrator, 

install and configure the Asbru Web Content Management System to create, publish and 

manage your websites. 

Installing and configuring the Asbru Web Content Management system is easy and should 

take no more than a few minutes if you are familiar with web servers and database servers. 

 

This installation guide is divided into eight main parts: 

 

Section 1 describes the system requirements and what you need to do and know before you 

install the Asbru Web Content Management system. 

 

Section 2 describes how to download and install the Asbru Web Content Management system 

program files. 

  

Section 3 describes the initial minimal quickstart configuration of the Asbru Web Content 

Management system to get it running on your website with your database. 

 

Section 4 describes how to proceed when the Asbru Web Content Management system has 

been installed and configured. 

 

Section 5 describes how to upgrade the Asbru Web Content Management system program 

files and database to a newer version. 

 

Section 6 describes how to translate the Asbru Web Content Management system to other 

languages than the included default languages and how to use alternative languages. 

 

Section 7 describes how to install and configure custom and third-party add-on  modules and 

extensions as well as programming API scripts. 
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1 System Requirements 

The Asbru Web Content Management system is very flexible and unparalleled in that it runs 

on most major website platforms: operating systems, web servers, programming/scripting 

languages and database servers. No matter which platform your website runs on it is likely to 

be supported. 

 

If you need to switch from one platform - such as the combination of Microsoft Windows, 

Internet Information Server, .NET and Access - to another platform - such as the combination 

of Unix, Apache, Java Server Pages and Oracle – you can simply move everything and 

continue to use the Asbru Web Content Management system without purchasing a new web 

content management system, redeveloping your website and retraining your website 

administrators. 

 

The Asbru Web Content Management system runs on the following website platforms: 

 

  Website Platform Component Supported Products 

Operating System Microsoft Windows 
Unix/Linux 

Web Server Microsoft Internet Information Server 
Apache 
(+ any other standard compliant web server) 

Programming / Scripting Language .NET (2.0 or newer) 
JSP (with Java 8 or newer) 
PHP (5.5 or newer with PHP PEAR MDB2) 

Database Server Microsoft SQL Server 
Oracle Database Server 
IBM DB2 Universal Database Server 
MySQL Database Server 
PostgreSQL Database Server 

Web Browser 

(website administrators) 

Microsoft Windows Internet Explorer (v8.0 or newer) 
Mozilla Firefox (v3.0 or newer) 
Safari (v2.0.1 or newer) 
Google Chrome (v2.0 or newer) 
Older web browser versions and other web browsers may also 
work fully or partially. 

Web Browser 

(website users/visitors) 

Any standard compliant web browser 

 

Please note that only recent versions of the website platform software are supported by the 

Asbru Web Content Management system. You should always make sure to keep your website 

platform software updated to the latest or at least a recent version to avoid functionality and 

security problems. 

 

Before installing the Asbru Web Content Management system you should make sure that: 

 

• Your operating system, web server, programming/scripting language, database server, 

database drivers and web browser are installed and working correctly. 

 

• You have access and permissions to copy files to your web server and your website 

directory/folder through FTP (File Transfer Protocol) or Microsoft Networking or 
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similar. 

 

• The Asbru Web Content Management system web server process/user has file create and 

write permissions for the website files and folders: 

o / 

o /defaults.aspx /defaults.jsp /defaults.php 

o /ini.aspx /ini.jsp /ini.php 

o /file/ 

o /image/ 

o /upload/ 

 

• An empty database instance is created on your database server with permissions to 

connect, create/drop tables and create/delete records.  

 

• You have the database instance name, username, password and permissions to connect to 

your database from your website. 
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2 Download and Installation 

The Asbru Web Content Management system is available for download from the Asbru 

website (www.asbrusoft.com). The software is available in a variety of packages and formats. 

Please check the website for details. 

 

The downloaded package is a compressed file archive, which you must uncompress and 

extract for installation on a web server; or the compressed file archive can be deployed to a 

cloud web hosting service. The package includes a large number of folders and files. 

Depending on the downloaded package the root folders and files could be: 

 

  Root Folders and Files Example 

App_Code/ 
bin/ 
bizcard/ 
file/ 
image/ 
password/ 
personal/ 
rest/ 
upload/ 
webadmin/ 
WEB-INF/ 
atom.aspx 
atom.jsp 
atom.php 
config.aspx 
config.jsp 
config.php 
config.static.aspx 
config.static.jsp 
config.static.php 
contact.aspx 
contact.jsp 
contact.php 
contentitem.aspx 
contentitem.jsp 
contentitem.php 
data.aspx 
data.jsp 

data.php 
default.gif 
element.aspx 
element.jsp 
element.php 
file.aspx 
file.jsp 
file.php 
image.aspx 
image.jsp 
image.php 
index.aspx 
index.jsp 
index.php 
link.aspx 
link.jsp 
link.php 
login.aspx 
login.jsp 
login.php 
login_post.aspx 
login_post.jsp 
login_post.php 
logout.aspx 
logout.jsp 
logout.php 
page.aspx 
page.jsp 

page.php 
page.original.aspx 
page.original.jsp 
page.original.php 
post.aspx 
post.jsp 
post.php 
product.aspx 
product.jsp 
product.php 
product.original.aspx 
product.original.jsp 
product.original.php 
register.aspx 
register.jsp 
register.php 
rss.aspx 
rss.jsp 
rss.php 
script.aspx 
script.jsp 
script.php 
script.original.aspx 
script.original.jsp 
script.original.php 
search.aspx 
search.jsp 
search.php 

shopcart.aspx 
shopcart.jsp 
shopcart.php 
stylesheet.aspx 
stylesheet.jsp 
stylesheet.php 
stylesheet.original.aspx 
stylesheet.original.jsp 
stylesheet.original.php 
subscribe.aspx 
subscribe.jsp 
subscribe.php 
template.aspx 
template.jsp 
template.php 
unavailable.aspx 
unavailable.jsp 
unavailable.php 
unsubscribe.aspx 
unsubscribe.jsp 
unsubscribe.php 
webadmin.aspx 
webadmin.jsp 
webadmin.php 
xml.aspx 
xml.jsp 
xml.php 

 

Please note that some of the Asbru Web Content Management system files may be named 

identically to some of your existing website files in which case your existing files will be 

overwritten. Please make sure to backup all your existing website files before installing the 

Asbru Web Content Management system. 

 

To install the Asbru Web Content Management system you must copy all the files and folders 

including all their files and sub-folders etc. to your website root/home folder on your web 

server – except for the .NET software package where you should only copy all the files and 

folders including all their files and sub-folders etc. from the “Content\Default Web Site” 

folder to your website root/home folder on your web server (the folders and files outside of 

this are only used for cloud deployment). Your website root/home folder is where your main 

homepage file is located. 
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2.1 .NET Installation and Server Configuration 
The .NET version of the Asbru Web Content Management system also includes a minimal 

“web.config” web server configuration file and a “global.asax” program file. If you have an 

existing “web.config” web server configuration file or an existing “global.asax” program file 

you may need to merge these with the Asbru Web Content Management system “web.config” 

web server configuration file and “global.asax” program file. 

 

As default the .NET version of the Asbru Web Content Management system is configured to 

run on a web server with .NET 2.0-3.5. If you are using .NET 4.0 you will need to edit the 

“web.config” web server configuration file and uncomment (delete the “<!—“ and “-->” 

before and after) the “<httpRuntime requestValidationMode="2.0" />” configuration setting 

or the web content management system may not work correctly failing to save content which 

contains special characters etc. 

2.2 JSP Installation and Server Configuration 
The JSP version of the Asbru Web Content Management system also includes a minimal 

“/WEB-INF/web.xml” web/application server configuration file and a number of “/WEB-

INF/lib/” jar program files. If you have an existing “/WEB-INF/web.xml” web/application 

server configuration file you may need to merge these with the Asbru Web Content 

Management system “/WEB-INF/web.xml” web/application server configuration file. If your 

web/application server already includes some of the “/WEB-INF/lib/” jar program files you 

may need or want to ignore the copies of these files included with the Asbru Web Content 

Management system and use your existing copies of these files. Your web/application server 

may also already include some of the “/WEB-INF/lib/” jar program files in other locations on 

the server in which case you may need to delete the “/WEB-INF/lib/” jar program files to 

avoid conflicts – for example the common “activation.jar” and “mail.jar” program files may 

already me included in the web/application server, and additional copies of these files in the 

“/WEB-INF/lib/” folder may cause the Asbru Web Content Management system email 

functionality to not work. 

2.2.1 Cache 
As default the Asbru Web Content Management system uses the Apache Java Caching 

System for local memory caching of configuration settings and content etc. 

Optionally, the Apache Java Caching System can be configured with different cache sizes and 

times and to use disk caching or distributed caching for multi-server installations. 

Please see the “/WEB-INF/classes/cache.ccf” web/application server configuration file for 

details. 

2.2.2 Logs 
As default the Asbru Web Content Management system logs debug and audit data to the 

console standard output logfile. 

Optionally, users and usage data can also be logged to logfiles or third-party services/systems 

such as for example Apache Kafka for Big Data website usage analysis (Enterprise 

Edition/Suite only). 

Please see the “/WEB-INF/classes/log4j.properties” web/application server configuration file 

for details. 
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2.3 Spell Checking 
The Asbru Web Content Management system supports integrated spell checking of web 

content through the Aspell (aspell.net) spell checking application. 

To enable the spell checking functionality you must download and install the Aspell 

application and dictionaries on your web server. Aspell is free and can be downloaded from 

aspell.net. Please see the Aspell documentation for details on how to install Aspell. 

When Aspell has been installed on your web server you must configure the Asbru Web 

Content Management system and specify where Aspell is installed on your web server and 

which dictionaries to use. These are configured in the “config.asp”, “config.jsp” and 

“config.php” files in the “webadmin/webeditor” folder. 

You must configure the following variables in the configuration file(s): 

spellcheckCommand The full path and file name of your installed 

copy of Aspell as well as the Aspell 

command line parameters to use for spell 

checking. 

As default this should be: 

   “C:\Progra~1\Aspell\bin\aspell.exe -a –H” 

for Microsoft Windows and: 

   “/usr/bin/aspell –a –H” 

or 

   “/usr/local/bin/aspell –a –H” 

for Linux, Macintosh and Unix. 

Set this to blank (“”) to disable access to 

spell checking. 

spellcheckDictionary Aspell command line parameter to use to 

specify which dictionary to use for spell 

checking. 

As default this should be: 

   “-d” 

spellcheckDictionaries The dictionaries to be made available to users 

for spell checking. 

These must be specified as HTML SELECT 

OPTION tags. The OPTION values should 

be Aspell dictionary names such as “en”, 

“en_GB” and “en_US” language/country 

codes or “english”, “british” and “american” 

language names. Please see the Aspell 

dictionaries documentation for details. 
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2.4 Amazon Web Services (AWS) Cloud Deployment 
The Asbru Web Content Management system supports easy deployment through the 

“serverless” Amazon AWS Elastic Beanstalk cloud hosting services simply by choosing the 

operating system, database server, number and size of servers to use as well as various other 

configuration settings, and uploading the Asbru Web Content Management software package. 

2.4.1 Asbru WCMS software licenses 
Note: A software license for the Asbru Web Content Management System software is 

required for each started web/application server instance (or a Corporate software license for 

an unlimited number of instances is required). 

You are not permitted to start more Asbru Web Content Management System software 

web/application server instances than you have Asbru Web Content Management System 

software licenses – except for short-term temporary test and development purposes, for 

example, to upgrade to a new Asbru Web Content Management System software version. 

2.4.2 Platform Architecture / Planning 
Before deploying the Asbru Web Content Management System software you should consider 

the required cloud platform architecture and plan the deployment. 

As minimum cloud deployment of the Asbru Web Content Management System software 

requires 3 cloud service components: 

- Media Storage 

for permanent storage of your website media files such as images. 

- Database Server 

for permanent storage of your website content and user data etc. 

- Web/Application Server 

for running the Asbru Web Content Management System software and your website. 

Optionally, you may also need/want 2 additional cloud service components: 

- Cache Server 

for temporary storage of your website content data etc. for improved website response 

times and reduced database server use and load. 

- Session Manager 

for temporary storage of website visitor and web content management system 

administrator logins and other user data. 

Also, all your cloud service components should be able to communicate with each other 

through the use of 2 underlying cloud service components: 

- Virtual Private Cloud 

for network access between your cloud service components. 

- Security Group 

for authorised access between your cloud service components. 
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2.4.2.1 Media Storage 
As default cloud deployed web/application servers do not have persistent storage. When a 

web/application server is terminated, all data on the web/application server is lost. So it is 

essential that website media files such as images uploaded to the web content management 

system and/or the website is stored on persistant storage that is not lost when web/application 

servers are terminated. 

Also, with deployment of multiple web/application servers for the same website they must all 

have access to and share all website media files. 

Persistent media storage is supported by the web content management system through the 

Amazon AWS S3 storage service. 

Note: Alternatively, web/application servers could be deployed with shared network storage 

(transparent to the web content management system). Please general documentation on your 

operating system and Amazon AWS services. 

2.4.2.2 Database Server 
All website content and other data used by the website and the web content management 

system is stored in a database server. 

The web content management system supports all the Relational Database Servers currently 

provided by Amazon AWS. 

2.4.2.2.1 MySQL, Amazon Aurora MySQL and MariaDB 
These database server variants are all compatible and supported by the Asbru Web Content 

Mananagement System. They should all be configured as MySQL database servers for/in the 

web content management system. 

2.4.2.2.2 Oracle Standard and Enterprise Editions 
These database server variants are all compatible and supported by the Asbru Web Content 

Mananagement System. They should all be configured as Oracle database servers for/in the 

web content management system. 

2.4.2.2.2.1 PHP 

Note: Currently, Oracle is not supported by Amazon AWS Elastic Beanstalk PHP 

environments. To use Oracle with the PHP version of the Asbru Web Content Mananagement 

System, the PHP oci8 extension or an Oracle ODBC driver must be installed. Please see 

general Amazon AWS, Oracle and PHP documentation for details. 

2.4.2.2.2.2 .NET 

Note: Currently, Oracle is not supported for “session manager” storage for the .NET 

programming language version of the web content management system. 

2.4.2.2.3 Microsoft SQL Server Express, Web, Standard and Enterprise Editions 
These database server variants are all compatible and supported by the Asbru Web Content 

Mananagement System. They should all be configured as Microsoft SQL Server database 

servers for/in the web content management system. 
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2.4.2.2.3.1 PHP 

Note: Currently, Microsoft SQL Server is not supported by Amazon AWS Elastic Beanstalk 

PHP environments. To use Microsoft SQL Server with the PHP version of the Asbru Web 

Content Mananagement System, the PHP mssql extension or a Microsoft SQL Server ODBC 

driver must be installed. Please see general Amazon AWS, Microsoft SQL Server and PHP 

documentation for details. 

2.4.2.2.4 IBM DB2 
Note: Currently, IBM DB2 is not supported by Amazon AWS. To use IBM DB2 an IBM DB2 

database server instance must be deployed, manually. 

2.4.2.2.4.1 PHP 

Note: Currently, IBM DB2 is not supported by Amazon AWS Elastic Beanstalk PHP 

environments. To use IBM DB2 with the PHP version of the Asbru Web Content 

Mananagement System, the PHP ibm_db2 extension or an IBM DB2 ODBC driver must be 

installed. Please see general Amazon AWS, IBM DB2 and PHP documentation for details. 

2.4.2.2.4.2 .NET 

Note: Currently, IBM DB2 is not supported for “session manager” storage for the .NET 

programming language version of the web content management system. 

2.4.2.2.5 Availability and Capacity 
The web content management system supports all the Relational Database Server 

deployments currently provided by Amazon AWS. 

2.4.2.2.5.1 Single-server instance 

All the supported database servers can be deployed as a single-server instance. This is the 

cheapest option and may be sufficient for smaller, non-mission critical websites. 

If the database server should become unavailable for example due to general network and 

server issues and database server upgrades or backups, the website and the web content 

management system will also become unavailable. 

If increased database server capacity should become needed, the database server instance can 

be redeployed to a larger server instance. During such upgrades, the database server as well as 

the website and web content management system may become unavailable for a period of 

time. 

2.4.2.2.5.2 Replicated standby server instance 

The MySQL(/Aurora/MariaDB), PostgreSQL(/Aurora) and Oracle database servers can be 

deployed with automatically replicated standby database server instances with automatic fail-

over to the standby in case of planned or unplanned outage of the primary database server for 

uninterrupted/increased availability of the website and web content management system. 

If increased database server capacity should become needed, the database server instances can 

be redeployed to larger server instances. During such upgrades, the website and web content 

management system should remain available if the database server instances are upgraded one 

at a time. 
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2.4.2.2.5.3 Writer / reader(s) server instances 

The Amazon Aurora MySQL and PostgreSQL database servers can be deployed with one 

primary writer database server instance and one or more secondary reader database server 

instances. 

If increased database server capacity should become needed, additional reader database server 

instances can be added (and can be removed if the needed database capacity should decrease). 

Also, if increased database server capacity should become needed, the database server 

instances can be redeployed to larger server instances. During such upgrades, the website and 

web content management system should remain available if the database server instances are 

upgraded one at a time. 

2.4.2.2.5.4 Serverless 

The Amazon Aurora MySQL database server can be deployed as “serverless” with a specified 

minimum and maximum database server capacity for automatic scaling of the number of 

database server instances depending on the required capacity for uninterrupted/increased 

availability of the website and web content management system during peak periods and 

reduced costs during non-peak periods. 

2.4.2.2.5.5 Global 

The Amazon Aurora MySQL database server can be deployed as a “global” database with 

replicated clusters of writer and reader database server instances in multiple regions around 

the world. 

Matching deployment of multiple environments running the Asbru Web Content Management 

System in multiple regions can provide fast local/regional website access from a single global 

database server. 

The Amazon Aurora MySQL Global database servers can be deployed with one primary 

writer database server instance and one or more secondary reader database server instances 

for each region. 

If increased database server capacity should become needed, additional reader database server 

instances can be added (and can be removed if the needed database capacity should decrease). 

Also, if increased database server capacity should become needed, the database server 

instances can be redeployed to larger server instances. During such upgrades, the website and 

web content management system should remain available if the database server instances are 

upgraded one at a time. 

2.4.2.2.6 Backup 
Note: The web content management system does not automatically backup your data. You 

should ensure to make manual or automated backups regularly. 

Media storage files on the Amazon AWS S3 storage service should periodically be backed up 

to separate “buckets” and/or to other online or offline storage (for daily operations). 

Database data in the Amazon AWS RDS database server should periodically be backed up to 

Amazon AWS S3 storage and/or to other online or offline storage using the Amazon AWS 

RDS backup/snapshot functionality (for daily operations). 
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Web content management system database and website media files backups should also be 

made periodically using the web content management system’s built-in database backup and 

export functionality (for emergency backup and migration).  

2.4.2.3 Web/Application Server 
The Asbru Web Content Management System is available in both JSP, .NET and PHP 

programming language versions. All programming language versions can be deployed on the 

Amazon AWS Elastic Beanstalk service as web server environments. 

2.4.2.3.1 Platform 
A number of different platforms, platform branches and platform versions are supported by 

Amazon AWS. Typically, the web content management system should be deployed on the 

latest, supported platform. 

If you have no preference for the programming language version of the Asbru Web Content 

Management system, the JSP programming language version is the recommended version. 

At the time of writing the web content management system has been tested for deployment on 

the following platforms: 

- JSP 

o Java 

Java 8 running on 64bit Amazon Linux 

2.10.9 

- .NET 

o .NET on Windows Server 

IIS 10.0 running on 64bit Windows Server 2019 

2.5.7 

- PHP 

o PHP 

PHP 7.4 running on 64bit Amazon Linux 2 

3.0.3 

Deployment on and upgrades to newer major version platforms should be tested before 

deployment/upgrade of a production website environment. Unfortunately, some major version 

platform upgrades of the programming language, web/application server, operating system 

and Amazon AWS deployment may not be backwards compatible. 

2.4.2.3.2 Availability and Capacity 
The web content management system supports deployment of both a single-server 

web/application server instance and multiple web/application server instances. 

2.4.2.3.2.1 Single-server instance 

All the supported programming language versions of the web content management system can 

be deployed as a single-server instance. This is the cheapest option and may be sufficient for 

smaller, non-mission critical websites. 



. . . . . . .. . . 
 

Asbru Web Content 
Management System 

 
Installation Guide 

 
 
 
 

 Page 22 of 206 

If the web/application server should become unavailable for example due to general network 

and server issues and web/application server upgrades or backups, the website and the web 

content management system will also become unavailable. 

If increased web/application server capacity should become needed, the web/application 

server instance can be redeployed to a larger server instance. During such upgrades, the 

web/application server as well as the website and web content management system may 

become unavailable for a period of time. 

2.4.2.3.2.2 Multiple server instances - serverless 

All the supported programming language versions of the web content management system can 

be deployed as multiple instances for high availability. This is recommended for larger, 

mission critical websites. 

If increased web/application server capacity should become needed, additional 

web/application server instances can be added (and can be removed if the needed 

web/application server capacity should decrease). 

Also, if increased web/application server capacity should become needed, the web/application 

server instances can be redeployed to larger server instances. During such upgrades, the 

website and web content management system should remain available if the web/application 

server instances are upgraded one at a time. 

The web/application server environment can be deployed with a specified minimum and 

maximum number of web/application server instances for automatic scaling of the number of 

web/application server instances depending on the required capacity for 

uninterrupted/increased availability of the website and web content management system 

during peak periods and reduced costs during non-peak periods. 

2.4.2.3.2.2.1 Load balancer 

For deployment on multiple web/application server instances a Load Balancer service is 

required and automatically deployed to manage website users’ access to the different 

web/application server instances. 

Amazon AWS Elastic Beanstalk supports a number of different load balancers. Typically, the 

default option is recommended. 

2.4.2.3.2.2.1.1 Encrypted HTTPS and SSL 

As default the load balancer is configured to handle unencrypted HTTP website traffic 

(http://yourwebsite.com). To add support for encrypted HTTPS website traffic 

(https://yourwebsite.com) you need to configure HTTPS and your SSL certificate for the load 

balancer. Please see the Amazon AWS documentation for details. 

2.4.2.3.2.2.1.2 Sticky sessions 

The load balancer may or may not use “sticky session cookies” to direct website users to the 

same or different web/application server instances. Typically, the default option is 

recommended. Please see the Amazon AWS documentation for details. 

If sticky sessions are used then you may not need a “session manager”. If sticky sessions are 

not used then you need a “session manager”. 
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2.4.2.4 Session Manager 
For deployment on multiple web/application server instances each website user may be 

directed to different web/application server instances. For website login functionality as well 

as web content management system administration login functionality etc. login details and 

other data need to be shared between the web/application server instances. 

If load balancer sticky sessions are used then you may not need a “session manager”. If load 

balancer sticky sessions are not used then you need a “session manager”. 

Session data can be shared between web/application server instances through the web content 

management system database server or through a separate cache server. 

Use of the web content management system database server is “free”, but use of the database 

server for session management increases the load on the database server and is slower than 

using a separate cache server. 

Use of a separate cache server is faster, but at additional cost. (The session manager cache 

server can be the same as the website content cache server – see below). 

2.4.2.4.1 JSP 
The JSP programming language version of the web content management system supports use 

of all the supported database servers for session management as well as use of Amazon AWS 

ElastiCache Redis and Amazon AWS ElastiCache Memcached. 

2.4.2.4.2 .NET 
The .NET programming language version of the web content management system supports 

use of MySQL(/Aurora/MariaDB), PostgreSQL(/Aurora) and Microsoft SQL Server database 

servers for session management as well as use of Amazon AWS ElastiCache Redis. 

2.4.2.4.3 PHP 
The PHP programming language version of the web content management system supports use 

of MySQL(/Aurora/MariaDB), PostgreSQL(/Aurora) and Microsoft SQL Server database 

servers for session management as well as use of Amazon AWS ElastiCache Redis and 

Amazon AWS ElastiCache Memcached. 

2.4.2.5 Cache Server 
For increased performance web/application server instances cache some website content and 

other data locally on the web/application server. For deployment on multiple web/application 

server instances website content changes and other data changes may need to be propagated to 

all web/application server instances. This is done using a cache server. 

As default the web/application server instances expire locally cached data after 5 minutes. If 

your website content and other data is not time-critical and it is acceptable for website content 

and other data changes to take up to 5 minutes to propagate to all web/application server 

instances then use of a cache server may not be needed. (Note: This applies to both website 

content and the web content management system administration). 

Alternatively, a separate cache server shared between all the web/application server instances 

should be used. 
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The web content management system supports supports use of Amazon AWS ElastiCache 

Redis and Amazon AWS ElastiCache Memcached. 

Use of a separate cache server propagates website content and other data changes faster, but at 

additional cost. (The session manager cache server can be the same as the website content 

cache server – see above). 

2.4.2.6 Website Domain Name 
Deployed Amazon AWS services are given a chosen or automatic “internal” host domain 

names such as for example “xyz-env.eba-7bwdxirv.eu-west-2.elasticbeanstalk.com”. 

To use your own website domain name, you can use the Amazon AWS Route 53 domain 

name service. Please see the Amazon AWS Route 53 documentation for details. 

Alternatively, you can configure your own/third-party domain name service with a “CNAME” 

to direct your own website domain name to the given Amazon AWS host domain name. For 

example: 

yourwebsite.com   CNAME   xyz-env.eba-7bwdxirv.eu-west-2.elasticbeanstalk.com 

www.yourwebsite.com   CNAME   xyz-env.eba-7bwdxirv.eu-west-2.elasticbeanstalk.com 

*.yourwebsite.com   CNAME   xyz-env.eba-7bwdxirv.eu-west-2.elasticbeanstalk.com 

2.4.2.7 SSL Certificate 
Deployed web/application servers use unencrypted HTTP communication as default. It is 

strongly recommended to also support encrypted HTTPS communication. Use of HTTPS 

requires a Secure Socket Layer (SSL) certificate for your website domain. 

A certificate should be issued for both your base domain name as well as wildcard 

subdomains for it to work with the web content management system subdomain “micro-

websites” functionality. 

For example: 

yourwebsite.com 

*.yourwebsite.com 

2.4.3 Deployment Checklist & Notes 
To deploy the Asbru Web Content Management System on Amazon AWS, you will need to 

deploy and configure a number of different, connected services. As you configure each 

service you should note some basic details, which may be needed later. 
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AMAZON AWS DEPLOYMENT CHECKLIST & NOTES 
AMAZON AWS CONSOLE 

Username  KEEP SECRET 

Password  KEEP SECRET 

VIRTUAL PRIVATE CLOUD, NETWORK & SECURITY 

Virtual 

Private 

Cloud 

(VPC) id 

  

Security 

Group id 

  

Key pair 

name 

 Save key pair to .pem/.ppk 

file and KEEP SECRET 

MEDIA STORAGE 

Bucket id  fx. wcm-media 

Region id  fx. eu-west-2 

Address  fx. https://BUCKET.s3. 

REGION.amazonaws.com 

Access Key 

ID 

 KEEP SECRET 

Secret 

Access Key 

 KEEP SECRET 

DATABASE SERVER 

Type  mysql pgsql oracle mssql 

db2 

Address  fx. wcm.c4w3zpvzpgax.eu-

west-2.rds.amazonaws.com 

Port  3306 5432 1521 1433 50000 

Database 

name 

 fx. wcm 

Username  KEEP SECRET 

Password  KEEP SECRET 
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SESSION MANAGER 

Type  redis memcached mysql 

pgsql oracle mssql db2 

Address  fx. wcm-redis.g1eosl.0001. 

euw2.cache.amazonaws.com 

CACHE SERVER 

Type  redis memcached 

Address  fx. wcm-redis.g1eosl.0001. 

euw2.cache.amazonaws.com 

Port  6379 11211 

Password  KEEP SECRET 

WEB/APPLICATION SERVER 

Address  .elasticbeanstalk.com 

WEBSITE 

Address  fx. www.yourwebsite.com 

ASBRU WEB CONTENT MANAGEMENT SYSTEM 

Superadmin 

username 

 KEEP SECRET 

Superadmin 

password 

 KEEP SECRET 

Superadmin 

email 

  

Number of 

software 

licenses 

 = maximum number of 

deployed web/application 

server instances 

Software 

license keys 

 

 

 

 

 

 

KEEP SECRET 
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2.4.4 Amazon AWS Management Console 
The Asbru Web Content Management System can be deployed through the Amazon AWS 

Management Console website (https://console.aws.amazon.com/) as described in there 

following sections. 

Alternatively, for deployment using the Amazon AWS CLI tools and other tools, please see 

the general Amazon AWS documentation. 

 

2.4.5 Virtual Private Cloud (VPC) 
All your website server components, web server, database server and cache server (if used), 

should be located in the same Virtual Private Cloud (VPC) for access to communicate with 

each other. 

A VPC should have been created as default for your AWS account. If not, a VPC should be 

created. This can be done separately through https://console.aws.amazon.com/vpc/ 

(recommended) or during setup of the database server. 
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If you are running multiple, independent websites each with their own web server, database 

server and cache server, you may want to use a separate VPC for each website for security 

reasons to prevent direct cross-access between the website server components if 

compromised. 

A VPC is essentially just a network name and a group of associated IP-addresses. When you 

deploy Amazon AWS services, you assign them to a VPC. All related services should be 

assigned to the same VPC. 

The following sections will assume setup of the website server components in the default 

VPC. 

The VPC id should be noted (see 2.4.3 Deployment Checklist & Notes) as it will be needed to 

configure the different server instances, later. 

 

2.4.6 Security Group 
The different database server, web/application server and optional cache server instances need 

to communicate with each other and to be partially accessible from the Internet. This is done 

using an Amazon AWS Security Group. 

If you have multiple, independent websites each with their own database server(s) and 

web/application server(s) they should each be their own Amazon AWS Security Group for 

security reasons. 

An Amazon AWS Security Group essentially works as a sort of firewall/router for a Virtual 

Private Cloud. When you deploy Amazon AWS services, you assign them to a Security 

Group. All related services should be assigned to the same Security Group. 
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The Security Group id should be noted (see 2.4.3 Deployment Checklist & Notes) as it will be 

needed to configure the different server instances, later. 

 

As default the Security Group should permit all traffic between server instances within the 

Security Group. 

As default deployed Amazon AWS server instances should not be accessed directly. 

Optionally, you may also want to add inbound permission for SSH and/or RDP (Windows 

Remote Desktop) access to access your web/application server instances directly for testing 

and debugging. Similarly, for direct access to the database server and/or the cache server. 

Note: Deployed web/application server instances should only be accessed for testing and 

debugging. Deployed instances should not be modified manually. All modifications will be 

lost on manual or automatic redeployment or termination of the web/application server 

instances. 

Note: Permitting direct access to server instances is a security risk and may give anybody 

access to (attempt) direct login to server instances. Access should be restricted as much as 

possible – only to required services, at required times, from required “Source” Internet IP-

addresses. (“Source: 0.0.0.0/0” means unrestricted access from any Internet IP-address). 
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2.4.7 Network & Security Key Pairs 
As default deployed Amazon AWS server instances should not be accessed directly. 

Note: Deployed web/application server instances should only be accessed for testing and 

debugging. Deployed instances should not be modified manually. All modifications will be 

lost on manual or automatic redeployment or termination of the web/application server 

instances. 

To access deployed Amazon AWS server instances directly through SSH and Windows 

Remote Desktop etc. you need to create a public/private key pair for authentication. When 

you deploy Amazon AWS services, you can assign such a public/private key pair to the 

deployed service and then use the public/private key with SSH and Windows Remote Desktop 

client software to access the deployed services. 

Note: You may also need to grant external access to the deployed services for your Security 

Group to access the deployed services. 
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2.4.8 SSL Certificate 
As default deployed web/application servers use unencrypted HTTP communication. It is 

strongly recommended to also support encrypted HTTPS communication. Use of HTTPS 

requires a Secure Socket Layer (SSL) certificate for your website domain. A SSL certificate 

can be issued or imported through the Amazon AWS Certificate Manager 

(https://console.aws.amazon.com/acm/). 

A certificate should be issued for both your base domain name as well as wildcard 

subdomains for it to work with the web content management system subdomain “micro-

websites” functionality - for example: 

yourwebsite.com 

*.yourwebsite.com 

 



. . . . . . .. . . 
 

Asbru Web Content 
Management System 

 
Installation Guide 

 
 
 
 

 Page 32 of 206 

2.4.9 Cloud Storage 
As default cloud deployed web/application servers do not have persistent storage. When a 

web/application server is terminated, all data on the web/application server is lost. So it is 

essential that website media files such as images uploaded to the web content management 

system and/or the website is stored on persistant storage that is not lost when web/application 

servers are terminated. 

Also, with deployment of multiple web/application servers for the same website they must all 

have access to and share all website media files. 

Persistent media storage is supported by the web content management system through the 

Amazon AWS S3 storage service (https://s3.console.aws.amazon.com/). 

Note: Alternatively, web/application servers could be deployed with shared network storage 

(transparent to the web content management system). Please see general documentation on 

your operating system and Amazon AWS services. 

 

2.4.9.1 Storage Bucket 
A separate “bucket” (folder) should be created for the web content management system media 

files storage 

When creating the bucket, the “Bucket name” and the “Region” should be noted as they will 

be needed to configure the web content management system, later. 

 

The web content management system supports content delivery of website media files 

indirectly through content delivery program scripts (/image.aspx|jsp|php and 

/file.aspx|jsp|php) as well as directly by redirecting website users to the media storage. 

To use direct content delivery of website media files, the bucket needs to be configured to 

allow all public access (“Block all public access” should be unchecked. 



. . . . . . .. . . 
 

Asbru Web Content 
Management System 

 
Installation Guide 

 
 
 
 

 Page 33 of 206 

 

Please see the general Amazon AWS documentation for details and other available settings. 

 

When the bucket has been created, it should be selected to configure the specific access 

permissions by creating a “Bucket Policy” like this where “XXXXX” is the bucket name. 

Replace “XXXXX” with your chosen bucket name: 

{ 

    "Version": "2012-10-17", 

    "Id": "Policy1590154188457", 

    "Statement": [ 

        { 

            "Sid": "Stmt1590154183234", 

            "Effect": "Allow", 

            "Principal": "*", 

            "Action": "s3:GetObject", 
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            "Resource": "arn:aws:s3:::XXXXX/*" 

        } 

    ] 

} 

 

 

2.4.9.2 Storage Address 
You will need the website address of your media files bucket to configure the web content 

management system, later. The website address is automatically generated from your chosen 

bucket name and region. The website address format varies slightly depending on the chosen 

region. 

To get the specific website address as well as to test the configured access permissions, you 

can upload a test file to the bucket. 
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If the configured access permissions work correctly with public view permissions, the 

uploaded image/file should be displayed if you try to open the uploaded file’s “Object URL” 

in a new web browser window. 

The “Object URL” website address should be noted (see 2.4.3 Deployment Checklist & 

Notes) as it will be needed to configure the web content management system, later – for 

example: 

https://asbru-wcm.s3.eu-west-2.amazonaws.com 

Optionally, you may want to configure your Domain Name Service (DNS) with an alias 

(CNAME) for this website address, so that you can use your own domain for your media 

instead of the automatically generated Amazon AWS S3 website address – for example: 

https://media.yourwebsite.com 

2.4.9.3 Security Credentials 
A set of Amazon AWS Security Credentials is required for the web content management 

system to be able access the created bucket to store media files. This is done through the 

Amazon AWS Identity and Access Management (https://console.aws.amazon.com/iam/). 

A user account with “programmatic access” should be created and the user account should 

have full access permissions for the created bucket for media files. 

Note: Selecting the default “AmazonS3FullAccess” policy gives the user account full access 

permissions for all your Amazon AWS S3 storage. You may want to modify the policy to 

only grant full access permissions for the specific bucket created for the web content 

management system media files. 

https://console.aws.amazon.com/iam/
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The automatically generated “Access key id” and “Secret access key” should be noted (see 

2.4.3 Deployment Checklist & Notes) as they will be needed to configure the web content 

management system, later. 

For example: 

Access Key ID: AKIATMQGHDIMG2OKWOZO 

Secret Access Key: H+NjIBU0uAovR6fDloYHhxoLnIW+kfhh9EeBlGoc 

2.4.10 Database Server 
All website content and other data used by the website and the web content management 

system is stored in a database server. 

The web content management system supports all the Relational Database Servers currently 

provided by Amazon AWS RDS (https://console.aws.amazon.com/rds/). 

Note: Amazon AWS Elastic Beanstalk supports deployment of a database server as part of the 

deployment of a web application/environment. Use of this functionality is not recommended 

and is not described in the following. Such a deployed, linked database server will be 

terminated when the web/application servers are terminated and all data will be lost if not 

backed up. 
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2.4.10.1 MySQL 
All current versions of MySQL are supported by the web content management system. 
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Both production, dev/test and free tier deployments are supported by the web content 

management system. 

For the free tier template a single database server instance is deployed, 

Use the production template for an optional replicated standby database server instance. 

 

 

2.4.10.1.1 Settings 
The database server instance must be given a unique identifier. This identifier is only used for 

the Amazon AWS administration – it is not used by the web content management system. 

A master username and password must also be configured for the database server. 

For example: 

- DB instance identifier: 

wcm-mysql 

- Master username: 

admin 

- Master password: 

secretsecret 

- Confirm password: 

secretsecret 

The database master username and password should be noted (see 2.4.3 Deployment 

Checklist & Notes) as they will be needed to configure the web content management system, 

later. 
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2.4.10.1.1.1 DB instance size 

All database instance classes are supported by the web content management system. A micro 

class database instance may be sufficient for a small website. For larger websites, a larger 

class may be required. Please see general Amazon AWS RDS documentation for details. 

 

 

2.4.10.1.2 Replicated standby server instance 
Optionally, a replicated standby database server instance can be deployed for high availability 

(see 2.4.2.2.5.2 Replicated standby server instance). 
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2.4.10.1.3 Connectivity 
The database server should be assigned to the same Virtual Private Cloud  as the 

web/application server and optional cache server – as created and noted previously. 

The database port number should be left as the default value. 

 

2.4.10.1.4 Database name 
An initial database should be created for the web content management system through the 

“Additional configuration” option. 

Note: If no initial database name is given then no default database will be created and the web 

content management system may not work (unless you manually create a database on the 

database server). 

Note: If you use the “Easy Create” option (not recommended) then the default initial database 

name is: ebdb 
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The initial database name should be noted (see 2.4.3 Deployment Checklist & Notes) as it will 

be needed to configure the web content management system, later. 

 

2.4.10.1.5 Additional configuration 
A number of other configuration options are available such as automatic backups and 

monitoring. Please see the Amazon AWS documentation for details. 

 

2.4.10.1.6 Create Database 
Creating the database server may take some minutes to complete. 
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2.4.10.1.7 Database address 
The created database server is automatically assigned an endpoint address. The automatically 

assigned “Endpoint” address and “Port” number should be noted (see 2.4.3 Deployment 

Checklist & Notes) as they will be needed to configure the web content management system, 

later. 

For example: 

- Endpoint: 

wcm-mysql.c4w3zpvzpgax.eu-west-2.rds.amazonaws.com 

- Port: 

3306 

You may also want to check that the database server has been assigned to the intended VPC 

and VPC security group. 

 

2.4.10.2 MariaDB 
MariaDB is a MySQL-compatible database server, which can also be used for the Asbru Web 

Content Management System. A MariaDB database should simply be configured as if it is a 

MySQL database (see 2.4.10.1 MySQL). 
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2.4.10.3 PostgreSQL 
All current versions of PostgreSQL are supported by the web content management system. 

 

Both production, dev/test and free tier deployments are supported by the web content 

management system. 
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For the free tier template a single database server instance is deployed, 

Use the production template for an optional replicated standby database server instance. 

 

 

2.4.10.3.1 Settings 
The database server instance must be given a unique identifier. This identifier is only used for 

the Amazon AWS administration – it is not used by the web content management system. 

A master username and password must also be configured for the database server. 

The database master username and password should be noted (see 2.4.3 Deployment 

Checklist & Notes) as they will be needed to configure the web content management system, 

later. 

For example: 

- DB instance identifier: 

wcm-pgsql 

- Master username: 

postgres 

- Master password: 

secretsecret 

- Confirm password: 

secretsecret 

The database master username and password should be noted (see 2.4.3 Deployment 

Checklist & Notes) as they will be needed to configure the web content management system, 

later. 
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2.4.10.3.1.1 DB instance size 

All database instance classes are supported by the web content management system. A micro 

class database instance may be sufficient for a small website. For larger websites, a larger 

class may be required. Please see general Amazon AWS RDS documentation for details. 

 

 

2.4.10.3.2 Replicated standby server instance 
Optionally, a replicated standby database server instance can be deployed for high availability 

(see 2.4.2.2.5.2 Replicated standby server instance). 
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2.4.10.3.3 Connectivity 
The database server should be assigned to the same Virtual Private Cloud as the 

web/application server and optional cache server – as created and noted previously. 

The database port number should be left as the default value. 

 

2.4.10.3.4 Database name 
An initial database should be created for the web content management system through the 

“Additional configuration” option. 

Note: If no initial database name is given then no default database will be created and the web 

content management system may not work (unless you manually create a database on the 

database server). 

Note: If you use the “Easy Create” option (not recommended) then the default initial database 

name is: ebdb 

The initial database name should be noted (see 2.4.3 Deployment Checklist & Notes) as it will 

be needed to configure the web content management system, later. 
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2.4.10.3.5 Additional configuration 
A number of other configuration options are available such as automatic backups and 

monitoring. Please see the Amazon AWS documentation for details. 

 

2.4.10.3.6 Create database 
Creating the database server may take some minutes to complete. 
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2.4.10.3.7 Database address 
The created database server is automatically assigned an endpoint address. The automatically 

assigned “Endpoint” address and “Port” number should be noted (see 2.4.3 Deployment 

Checklist & Notes) as they will be needed to configure the web content management system, 

later. 

For example: 

- Endpoint: 

wcm-pgsql.c4w3zpvzpgax.eu-west-2.rds.amazonaws.com 

- Port: 

5432 

You may also want to check that the database server has been assigned to the intended VPC 

and VPC security group. 

 

2.4.10.4 Oracle 
All current editions and versions of Oracle are supported by the web content management 

system. 
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Both production, dev/test and free tier deployments are supported by the web content 

management system. 

For the free tier template a single database server instance is deployed, 

Use the production template for an optional replicated standby database server instance. 
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2.4.10.4.1 Settings 
The database server instance must be given a unique identifier. This identifier is only used for 

the Amazon AWS administration – it is not used by the web content management system. 

A master username and password must also be configured for the database server. 

For example: 

- DB instance identifier: 

wcm-oracle 

- Master username: 

admin 

- Master password: 

secretsecret 

- Confirm password: 

secretsecret 

The database master username and password should be noted (see 2.4.3 Deployment 

Checklist & Notes) as they will be needed to configure the web content management system, 

later. 
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2.4.10.4.1.1 DB instance size 

All database instance classes are supported by the web content management system. A micro 

class database instance may be sufficient for a small website. For larger websites, a larger 

class may be required. Please see general Amazon AWS RDS documentation for details. 

 

 

2.4.10.4.2 Replicated standby server instance 
Optionally, a replicated standby database server instance can be deployed for high availability 

(see 2.4.2.2.5.2 Replicated standby server instance). 

 

 

2.4.10.4.3 Connectivity 
The database server should be assigned to the same Virtual Private Cloud  as the 

web/application server and optional cache server – as created and noted previously. 

The database port number should be left as the default value. 
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2.4.10.4.4 Database name 
An initial database should be created for the web content management system through the 

“Additional configuration” option. 

Note: If no initial database name is given then no default database will be created and the web 

content management system may not work (unless you manually create a database on the 

database server). 

Note: If you use the “Easy Create” option (not recommended) then the default initial database 

name is: ebdb 

The initial database name should be noted (see 2.4.3 Deployment Checklist & Notes) as it will 

be needed to configure the web content management system, later. 

 

2.4.10.4.5 Additional configuration 
A number of other configuration options are available such as automatic backups and 

monitoring. Please see the Amazon AWS documentation for details. 
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2.4.10.4.6 Create database 
Creating the database server may take some minutes to complete. 

 

 

2.4.10.4.7 Database address 
The created database server is automatically assigned an endpoint address. The automatically 

assigned “Endpoint” address and “Port” number should be noted (see 2.4.3 Deployment 

Checklist & Notes) as they will be needed to configure the web content management system, 

later. 

For example: 

- Endpoint: 

wcm-oracle.c4w3zpvzpgax.eu-west-2.rds.amazonaws.com 
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- Port: 

1521 

You may also want to check that the database server has been assigned to the intended VPC 

and VPC security group. 

 

2.4.10.5 Microsoft SQL Server 
All current editions and versions of Microsoft SQL Server are supported by the web content 

management system. 



. . . . . . .. . . 
 

Asbru Web Content 
Management System 

 
Installation Guide 

 
 
 
 

 Page 56 of 206 

 

Both production, dev/test and free tier deployments are supported by the web content 

management system. 

For the free tier template a single database server instance is deployed, 

Use the production template for an optional replicated standby database server instance (see 

2.4.2.2.5.2 Replicated standby server instance). 
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2.4.10.5.1 Settings 
The database server instance must be given a unique identifier. This identifier is only used for 

the Amazon AWS administration – it is not used by the web content management system. 

A master username and password must also be configured for the database server. 

The database master username and password should be noted (see 2.4.3 Deployment 

Checklist & Notes) as they will be needed to configure the web content management system, 

later. 

For example: 

- DB instance identifier: 

wcm-mssql 

- Master username: 

admin 

- Master password: 

secretsecret 

- Confirm password: 

secretsecret 

The database master username and password should be noted (see 2.4.3 Deployment 

Checklist & Notes) as they will be needed to configure the web content management system, 

later. 

 

2.4.10.5.1.1 DB instance size 

All database instance classes are supported by the web content management system. A micro 

class database instance may be sufficient for a small website. For larger websites, a larger 

class may be required. Please see general Amazon AWS RDS documentation for details. 
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2.4.10.5.2 Connectivity 
The database server should be assigned to the same Virtual Private Cloud as the 

web/application server and optional cache server – as created and noted previously. 

The database port number should be left as the default value. 
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2.4.10.5.3 Database name 
Currently, Amazon AWS RDS does not support creating an initial database for Microsoft 

SQL Server. 

No initial database name is configured and created for Microsoft SQL Server during 

deployment of the database server. Instead, the initial database name is created by the web 

content management system as and when the Software Environment Properties 

RDS_DB_NAME is configured for the Web/Application Server, later. 

An initial database name should be chosen and noted (see 2.4.3 Deployment Checklist & 

Notes) as it will be needed to configure the web content management system, later. 

 

2.4.10.5.4 Additional configuration 
A number of other configuration options are available such as automatic backups and 

monitoring. Please see the Amazon AWS documentation for details. 

 

2.4.10.5.5 Create database 
Creating the database server may take some minutes to complete. 
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2.4.10.5.6 Database address 
The created database server is automatically assigned an endpoint address. The automatically 

assigned “Endpoint” address and “Port” number should be noted (see 2.4.3 Deployment 

Checklist & Notes) as they will be needed to configure the web content management system, 

later. 

For example: 

- Endpoint: 

wcm-mssql.c4w3zpvzpgax.eu-west-2.rds.amazonaws.com 

- Port: 

1433 

You may also want to check that the database server has been assigned to the intended VPC 

and VPC security group. 
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2.4.10.6 Amazon Aurora MySQL 
Amazon Aurora MySQL is a MySQL-compatible database server, which can also be used for 

the Asbru Web Content Management System. An Amazon Aurora MySQL database should 

simply be configured as if it is a MySQL database – except for database server configurations 

with separate “writer” and “reader” endpoints: 

- Amazon Aurora MySQL Serverless 

Uses a single Endpoint for the database server cluster as if it is a single database server 

instance. No special configuration is required. 

- Amazon Aurora MySQL One writer and multiple readers 

Uses separate “Writer” and “Reader” Endpoints for the database server cluster. Both the 

“Writer” and “Reader” Endpoints for the database server cluster must be configured for 

the Asbru Web Content Management System. 

- Amazon Aurora MySQL Global 

Uses separate “Writer” and “Reader” Endpoints for the database server cluster. Both the 

“Writer” and “Reader” Endpoints for the database server cluster must be configured for 

the Asbru Web Content Management System. 
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2.4.10.6.1 Settings 
The database server instance must be given a unique identifier. This identifier is only used for 

the Amazon AWS administration – it is not used by the web content management system. 

A master username and password must also be configured for the database server. 

The database master username and password should be noted (see 2.4.3 Deployment 

Checklist & Notes) as they will be needed to configure the web content management system, 

later. 

For example: 

- DB cluster identifier / Global database identifier: 

wcm-aurora-mysql 

- Master username: 

admin 

- Master password: 

secretsecret 

- Confirm password: 

secretsecret 

The database master username and password should be noted (see 2.4.3 Deployment 

Checklist & Notes) as they will be needed to configure the web content management system, 

later. 
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2.4.10.6.1.1 Serverless 

 

2.4.10.6.1.1.1 Capacity settings 

For the serverless database server instance option the minimum and maximum capacity is 

given for automatic scaling depending on the required capacity. Please see the Amazon AWS 

RDS documentation for details on the capacity and scaling options. 
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2.4.10.6.1.2 One writer and multiple readers 

 

2.4.10.6.1.2.1 DB instance size 

All database instance classes are supported by the web content management system. A small 

class database instance may be sufficient for a small website. For larger websites, a larger 

class may be required. Please see general Amazon AWS RDS documentation for details. 

 

2.4.10.6.1.2.2 Single-server instance 

As default a replicated reader node database server instance is deployed for high availability 

and increased capacity and performance. 

Optionally, the replicated reader node can de disabled. (Eventually, adding a replicated reader 

node, later, if and when it should be required). 
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2.4.10.6.1.3 Global 

 

2.4.10.6.1.3.1 DB instance size 

All database instance classes are supported by the web content management system. A small 

class database instance may be sufficient for a small website. For larger websites, a larger 

class may be required. Please see general Amazon AWS RDS documentation for details. 

 

2.4.10.6.1.3.2 Single-server instance 

As default a replicated reader node database server instance is deployed for high availability 

and increased capacity and performance. 

Optionally, the replicated reader node can de disabled. (Eventually, adding a replicated reader 

node, later, if and when it should be required). 
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2.4.10.6.2 Connectivity 
The database server should be assigned to the same Virtual Private Cloud  as the 

web/application server and optional cache server – as created and noted previously. 

The database port number should be left as the default value. 

 

2.4.10.6.3 Database name 
An initial database should be created for the web content management system through the 

“Additional configuration” option. 

Note: If no initial database name is given then no default database will be created and the web 

content management system may not work (unless you manually create a database on the 

database server). 

Note: If you use the “Easy Create” option (not recommended) then the default initial database 

name is: ebdb 

The initial database name should be noted (see 2.4.3 Deployment Checklist & Notes) as it will 

be needed to configure the web content management system, later. 

2.4.10.6.3.1 Serverless 

 

2.4.10.6.3.2 One write and multiple readers 
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2.4.10.6.3.3 Global 

Note: Currently, the “Global” database configuration option does not support configuration of 

an “Initial database name”. 

When you configure the database server configuration settings for the Elastic Beanstalk 

Software Environment Properties for the Asbru Web Content Management System, you 

should simply configure a database name (for example “wcm”) as the “RDS_DB_NAME” 

and “RDS2_DB_NAME”. The Asbru Web Content Management System will then attempt to 

create the database on first access to the web content management system administration. 

Alternatively, you can access the database server and create a database, manually. 

 

2.4.10.6.4 Additional configuration 
A number of other configuration options are available such as automatic backups and 

monitoring. Please see the Amazon AWS documentation for details. 

 

2.4.10.6.5 Create Database 
Creating the database server may take some minutes to complete. 
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2.4.10.6.5.1 Serverless 

 

 

2.4.10.6.5.2 One writer and multiple readers 
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2.4.10.6.5.3 Global 
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2.4.10.6.6 Database address 

2.4.10.6.6.1 Serverless 

The created database server is automatically assigned an endpoint address. The automatically 

assigned “Endpoint” address(es) and “Port” number should be noted (see 2.4.3 Deployment 

Checklist & Notes) as they will be needed to configure the web content management system, 

later. 

For example: 

- Endpoint: 

wcm-aurora-mysql.cluster-c4w3zpvzpgax.eu-west-2.rds.amazonaws.com 

- Port: 

3306 

You may also want to check that the database server has been assigned to the intended VPC 

and VPC security group. 

 

2.4.10.6.6.2 One writer and multiple readers 

The created database server is automatically assigned two endpoint addresses – “writer” and 

“reader”. The automatically assigned “Endpoint” addresses and “Port” number should be 

noted (see 2.4.3 Deployment Checklist & Notes) as they will be needed to configure the web 

content management system, later. 

For example: 
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- Endpoint - Writer: 

wcm-aurora-mysql.cluster-c4w3zpvzpgax.eu-west-2.rds.amazonaws.com 

- Endpoint - Reader: 

wcm-aurora-mysql.cluster-ro-c4w3zpvzpgax.eu-west-2.rds.amazonaws.com 

- Port: 

3306 

You may also want to check that the database server has been assigned to the intended VPC 

and VPC security group. 

 

2.4.10.6.6.2.1 Add additional readers 

Additional replicated reader database server instances can be added through “Actions – Add 

reader”. 

Additional reader database instances will share the existing Reader Endpoint and will 

automatically become available to the Asbru Web Content Management System. 
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2.4.10.6.6.3 Global 

The created database server is automatically assigned two endpoint addresses – “writer” and 

“reader”. The automatically assigned “Endpoint” addresses and “Port” number should be 

noted (see 2.4.3 Deployment Checklist & Notes) as they will be needed to configure the web 

content management system, later. 

For example: 

- Endpoint - Writer: 

wcm-aurora-mysql-cluster-1.cluster-c4w3zpvzpgax.eu-west-2.rds.amazonaws.com 

- Endpoint - Reader: 

wcm-aurora-mysql-cluster-1.cluster-ro-c4w3zpvzpgax.eu-west-2.rds.amazonaws.com 

- Port: 

3306 

You may also want to check that the database server has been assigned to the intended VPC 

and VPC security group. 
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2.4.10.6.6.3.1 Add additional readers 

Additional replicated reader database server instances can be added through “Actions – Add 

reader”. 

Additional reader database instances will share the existing Reader Endpoint and will 

automatically become available to the Asbru Web Content Management System. 
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2.4.10.6.6.3.2 Add region 

Additional regions with replicated reader database server instances can be added through 

“Actions – Add region”. 

Additional reader database instances will be assigned their own new Writer and Reader 

Endpoints which will not automatically become available to the Asbru Web Content 

Management System. 

The use of the Global database server deployed to multiple regions each with its own Writer 

and Reader Endpoints, should have a matching deployment of multiple environments of the 

Asbru Web Content Management System in the same regions as the Global database server 

regions, where each deployed web content management system environment is configured to 

use the Global database server’s endpoints for that region. 
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2.4.10.7 Amazon Aurora PostgreSQL 
Amazon Aurora PostgreSQL is a PostgreSQL-compatible database server, which can also be 

used for the Asbru Web Content Management System. An Amazon Aurora PostgreSQL 

database should simply be configured as if it is a PostgreSQL database – except for database 

server configurations with separate “writer” and “reader” endpoints: 

- Amazon Aurora PostgreSQL One writer and multiple readers 

Uses separate “Writer” and “Reader” Endpoints for the database server cluster. Both the 

“Writer” and “Reader” Endpoints for the database server cluster must be configured for 

the Asbru Web Content Management System. 
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Both production and dev/test deployments are supported by the web content management 

system. 

Use the production template for an optional replicated standby database server instance. 

 

2.4.10.7.1 Settings 
The database server instance must be given a unique identifier. This identifier is only used for 

the Amazon AWS administration – it is not used by the web content management system. 

A master username and password must also be configured for the database server. 

The database master username and password should be noted (see 2.4.3 Deployment 

Checklist & Notes) as they will be needed to configure the web content management system, 

later. 

For example: 

- DB instance identifier: 

wcm-aurora-pgsql 
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- Master username: 

postgres 

- Master password: 

secretsecret 

- Confirm password: 

secretsecret 

The database master username and password should be noted (see 2.4.3 Deployment 

Checklist & Notes) as they will be needed to configure the web content management system, 

later. 

 

2.4.10.7.1.1 DB instance size 

All database instance classes are supported by the web content management system. A 

medium class database instance may be sufficient for a small website. For larger websites, a 

larger class may be required. Please see general Amazon AWS RDS documentation for 

details. 

 

2.4.10.7.1.2 Single-server instance 

As default a replicated reader node database server instance is deployed for high availability 

and increased capacity and performance. 

Optionally, the replicated reader node can de disabled. (Eventually, adding a replicated reader 

node, later, if and when it should be required). 
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2.4.10.7.2 Connectivity 
The database server should be assigned to the same Virtual Private Cloud as the 

web/application server and optional cache server – as created and noted previously. 

The database port number should be left as the default value. 

 

2.4.10.7.3 Database name 
An initial database should be created for the web content management system through the 

“Additional configuration” option. 

Note: If no initial database name is given then no default database will be created and the web 

content management system may not work (unless you manually create a database on the 

database server). 

Note: If you use the “Easy Create” option (not recommended) then the default initial database 

name is: ebdb 

The initial database name should be noted (see 2.4.3 Deployment Checklist & Notes) as it will 

be needed to configure the web content management system, later. 

 

2.4.10.7.4 Additional configuration 
A number of other configuration options are available such as automatic backups and 

monitoring. Please see the Amazon AWS documentation for details. 
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2.4.10.7.5 Create Database 
Creating the database server may take some minutes to complete. 

 

 

2.4.10.7.6 Database address 
The created database server is automatically assigned two endpoint addresses – “writer” and 

“reader”. The automatically assigned “Endpoint” addresses and “Port” number should be 

noted (see 2.4.3 Deployment Checklist & Notes) as they will be needed to configure the web 

content management system, later. 

For example: 

- Endpoint - Writer: 

wcm-aurora-pgsql.cluster-c4w3zpvzpgax.eu-west-2.rds.amazonaws.com 
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- Endpoint - Reader: 

wcm-aurora-pgsql.cluster-ro-c4w3zpvzpgax.eu-west-2.rds.amazonaws.com 

- Port: 

5432 

You may also want to check that the database server has been assigned to the intended VPC 

and VPC security group. 

 

2.4.10.7.6.1 Add additional readers 

Additional replicated reader database server instances can be added through “Actions – Add 

reader”. 

Additional reader database instances will share the existing Reader Endpoint and will 

automatically become available to the Asbru Web Content Management System. 
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2.4.11 Cache Server 
Optionally, a Cache Server may be deployed for co-ordinated caching of website content and 

other data and/or for session manager storage. 

The web content management system supports both Amazon AWS ElastiCache Memcached 

and Redis cache servers (https://console.aws.amazon.com/elasticache/). 
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2.4.11.1 ElastiCache Redis 
The cache server instance must be given a unique name. This name is only used for the 

Amazon AWS administration – it is not used by the web content management system. 

The port number should be left as the default value. 

Any node type (instance size) is supported by the web content management system. 
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The cache server should be assigned to the same Virtual Private Cloud and Security Group as 

the database server and web/application server – as created and noted previously. 

 

2.4.11.1.1 Cache server address 
Creating the cache server may take some minutes to complete. 

The created cache server is automatically assigned an endpoint address. The automatically 

assigned “Endpoint” address and “Port” number should be noted (see 2.4.3 Deployment 

Checklist & Notes) as they will be needed to configure the web content management system, 

later. 

For example: 

- Endpoint: 

wcm-redis.g1eosl.0001.euw2.cache.amazonaws.com 

- Port: 

6379 
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2.4.11.2 ElastiCache Memcached 
The cache server instance must be given a unique name. This name is only used for the 

Amazon AWS administration – it is not used by the web content management system. 

The port number should be left as the default value. 

Any node type (instance size) is supported by the web content management system. 

 

The cache server should be assigned to the same Virtual Private Cloud and Security Group as 

the database server and web/application server – as created and noted previously. 
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2.4.11.2.1 Cache server address 
Creating the cache server may take some minutes to complete. 

The created cache server is automatically assigned an endpoint address. The automatically 

assigned “Endpoint” address and “Port” number should be noted (see 2.4.3 Deployment 

Checklist & Notes) as they will be needed to configure the web content management system, 

later. 

For example: 

- Endpoint: 

wcm-memcached.g1eosl.0001.euw2.cache.amazonaws.com 

- Port: 

11211 

 

2.4.12 Web/Application Server 
All programming language versions of the Asbru Web Content Management System support 

deployment on Amazon AWS Elastic Beanstalk 

(https://console.aws.amazon.com/elasticbeanstalk/). 

Note: Amazon AWS Elastic Beanstalk supports deployment of a database server as part of the 

deployment of a web application/environment. Use of this functionality is not recommended 

and is not described in the following. Such a deployed, linked database server will be 

terminated when the web/application servers are terminated and all data will be lost if not 

backed up. 

The cloud storage and database server and optional cache server for the web content 

management system should be deployed before the web content management system is 

deployed as the details of those services need to be configured for the web content 

management system. 
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2.4.12.1 Elastic Beanstalk 
The web content management system can be deployed as a web server environment. 

 

 

2.4.12.1.1 Application name 
The application and environment must be given a unique name. This name is only used for the 

Amazon AWS administration – it is not used by the web content management system. Though, 

the given name will be used as part of the automatically generated Amazon AWS domain 

name for your website, so use of a descriptive name such as for example your organisation 

name is recommended. 
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2.4.12.1.2 Platform 
Depending on your preferred programming language version of the Asbru Web Content 

Management System, the appropriate platform must be selected. 

If you have no programming language version preference, the JSP programming language 

version is recommended. 

2.4.12.1.2.1 JSP, Tomcat, Java 

The JSP version of the Asbru Web Content Management System is developed and tested for 

the Java 8 and Tomcat 8.5 standard reference implementations of the Java 8 and the Java JSP 

2.3 and Servlet 3.1 specifications, which is the recommended environment. 

The Asbru Web Content Management System should also work with Java 8 compatible newer 

versions and alternative implementations of Java. 

The Asbru Web Content Management System should also work with Tomcat 8.5 compatible 

newer versions and alternative implementations of the Java JSP 2.3 and Servlet 3.1 

specifications. However, please note that the optional “Memcached/Redis session manager” 

software includes a Tomcat 8.5 version specific component (memcached-session-manager-

tc8-x.x.x.jar), which may need to be replaced with another version for use with other Java/JSP 

application servers than Tomcat 8.5). 
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2.4.12.1.2.2 .NET, IIS, Windows Server 

The .NET version of the Asbru Web Content Management System is developed and tested for 

the .NET Framework 4.6.2 and newer, compatible versions of .NET, IIS and Windows Server. 

 

2.4.12.1.2.3 PHP 

The PHP version of the Asbru Web Content Management System is developed and tested for 

PHP 5.5 or newer. PHP 7.4 is the recommended environment. 

 

2.4.12.1.3 Asbru WCMS software package 
To deploy the web content management system, the relevant AsbruWCM .zip software 

package should be uploaded. Uploading the software package may take a few minutes 

depending on your Internet connection speed. 
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2.4.12.1.4 Configuration Options 
Before the environment is created, a number of options should be configured through 

“Configure more options”. 

2.4.12.1.4.1 Presets 

The web content management system can be deployed on a single web/application server 

instance or on two or more web/application server instances for high availability and 

increased capacity. 

The web content management system can be deployed on a single instance, initially, and 

additional instances can be deployed, later. Further details need to be configured after the 

initial deployment and deployed instances may need to be rebuilt. 
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2.4.12.1.4.2 Security Group 

The web/application server environment should be assigned to the same Security Group as the 

database server and optional cache server – as created and noted previously. This is done 

through “Instances – Edit”. 

 

 

 

2.4.12.1.4.3 Capacity 

The number and type of web/application server instances the web content management 

system is deployed on is configured through “Capacity – Edit”. 

The initial capacity settings can be changed, later. A “single instance” deployment can be 

changed to “high availability” / “load balanced” multi-instance deployment, later. 

For a “load balanced” environment the min. and max. number of deployed web/application 

server instances must be configured. 
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All web/application server instance types are supported by the web content management 

system. A micro instance type may be sufficient for a small website. For larger websites, a 

larger instance type may be required. Please see general Amazon AWS Elastic Beanstalk and 

EC2 documentation for details. 
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2.4.12.1.4.3.1 Automatic capacity scaling 

For a “load balanced” deployment with multiple web/application server instances a number of 

parameters for when additional web/application server instances are deployed and when 

unneeded web/application server instances are terminated. 

The initial scaling triggers can be changed and more options are available, later. 
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2.4.12.1.4.4 Load balancer 

For web/application server deployments with more than one server instance a load balancer 

service is also deployed. 

As default the load balancer is configured as an Application Load Balancer with unencrypted 

HTTP website access only. 

To also support encrypted HTTPS website access a HTTPS listener should be configured: 

- Port: 

443 

- Protocol: 

HTTPS 

- SSL certificate: 

Any SSL certificate issued for your website domain created/imported into the Amazon 

AWS Certificate Manager. 
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2.4.12.1.4.5 Security Key Pair 

Optionally, you may want to configure an EC2 key pair (as created earlier) for direct access to 

the deployed web/application server instances through SSH or Windows Remote Desktop. 

This is configured through “Security – Edit”. 



. . . . . . .. . . 
 

Asbru Web Content 
Management System 

 
Installation Guide 

 
 
 
 

 Page 96 of 206 

Note: Deployed web/application server instances should only be accessed for testing and 

debugging. Deployed instances should not be modified manually. All modifications will be 

lost on manual or automatic redeployment or termination of the web/application server 

instances. 

 

 

 

2.4.12.1.4.6 Network 

The web/application server environment should be assigned to the same Virtual Private Cloud 

as the database server and optional cache server – as created and noted previously. This is 

done through “Network – Edit”. 

The web/application server environment should also be assigned a public IP address for 

access to the website and the web content management system. 
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2.4.12.1.4.7 Database 

Note: The database should not be edited/created here as it has already been created separately 

earlier. The database should be created separately, as a database created as part of Elastic 

Beanstalk environment may be deleted if/when Elastic Beanstalk environment is terminated 

and all database data may be lost. Also, all database options may not be available through the 

Elastic Beanstalk environment configuration. 

 

2.4.12.1.5 Create Environment 
Creating the web/application server environment may take some minutes to complete. 
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2.4.12.1.6 Website address 
The created web/application server environment is automatically assigned an endpoint 

address. The automatically assigned “Endpoint” address should be noted (see 2.4.3 

Deployment Checklist & Notes) as it will be needed to access the website and the web content 

management system, and configure the DNS domain name for the website, later. 

For example: 

- wcm-env.eba-ctjjkkus.eu-west-2.elasticbeanstalk.com 

Note: The website should not be accessed, yet. First, the cloud storage, database server and 

optional cache server should be configured for the web content management system. 

 

2.4.12.1.7 Website Domain Name 
The automatically assigned website address can be used to access the website, but for 

production use you will probably want to use your own website domain name address. 

A new website domain name can be registered through the Amazon AWS Route 53 domain 

name registration or an existing website domain name can be transferred to the Amazon 

Route 53 Domain Name Service (DNS). Please see the Amazon AWS Route 53 

documentation for details. 
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Alternatively, you may want to register a new website domain name or use an existing 

website domain name with a third-party domain name registration service and DNS. To use 

an existing website domain name for your deployed web/application server environment, you 

can configure a CNAME alias through your DNS provider - for example: 

yourwebsite.com CNAME wcm-env.eba-ctjjkkus.eu-west-2.elasticbeanstalk.com 

*.yourwebsite.com CNAME wcm-env.eba-ctjjkkus.eu-west-2.elasticbeanstalk.com 

to direct yourwebsite.com and www.yourwebsite.com etc. to your deployed web/application 

server environment. 

Optionally, you may also want to configure your own website subdomain name for your cloud 

storage – for example: 

media.yourwebsite.com CNAME asbru-wcm.s3.eu-west-2.amazonaws.com 

2.4.12.1.8 Configuration 
After the initial web/application server environment has been deployed, a number of software 

environment properties for the web content management system and the cloud storage, 

database base server and optional cache server need to be configured. 

Also, most other web/application server environment settings can be reconfigured when and if 

needed. 

Note: When first configuring the software environment properties for the web content 

management system, the changes should first be applied which will “update” the web content 

management system environment; and then the web content management system environment 

should be “redeployed” to ensure that required driver software packages etc. for the 

configured components are installed and configured (see 2.4.12.1.9 Apply and Redeploy 

Environment/Application Configuration Changes). 

2.4.12.1.8.1 Software Environment Properties 

The cloud storage, database server and optional cache server must be configured for the web 

content management system through the web/application server environment’s 

“Configuration – Software – Edit”. 
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2.4.12.1.8.1.1 Media Storage 

The cloud storage details for the created media storage as noted previously (see 2.4.3 

Deployment Checklist & Notes) must be configured for the web content management system 

to access it. 

- AWS_ACCESS_KEY_ID 

 

The media storage access key id – fx: 

 

AKIATMQGHDIMG2OKWOZO 

- AWS_SECRET_KEY 

 

The media storage secret access key – fx: 
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H+NjIBU0uAovR6fDloYHhxoLnIW+kfhh9EeBlGoc 

- AWS_S3_BUCKET 

 

The media storage bucket id – fx: 

 

wcm-media 

- AWS_S3_REGION 

 

The media storage region id – fx: 

 

eu-west-2 

- AWS_S3_URL 

 

The media storage address – fx: 

 

https://wcm-media.s3.eu-west-2.amazonaws.com 

 

2.4.12.1.8.1.2 Database Connection 

The database server details for the deployed database server instance as noted previously  (see 

2.4.3 Deployment Checklist & Notes) must be configured for the web content management 

system to access it. 

- RDS_HOSTNAME 

 

The database server address – fx: 

 

wcm-db.c4w3zpvzpgax.eu-west-2.rds.amazonaws.com 

 

Note: For database server deployments with both “Writer” and “Reader” database server 

instances, this should be the address of the “Writer” database server instance. 

- RDS_PORT 

 

The database server port – fx: 

 

3306 

- RDS_DB_NAME 

 

The database name – fx: 
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wcm 

 

Note: For Microsoft SQL Server and Amazon Aurora MySQL Global database server 

deployments, no initial database was created during deployment of the database server. In 

that case, a database name should simply be given here – fx: wcm 

- RDS_USERNAME 

 

The database server username – fx: 

 

admin 

- RDS_PASSWORD 

 

The database server password – fx: 

 

secretsecret 

- RDS_DRIVER 

 

Optionally, the database driver name to use. ODBC database driver name for .NET. 

JDBC database driver class name for JSP. Extension library name for PHP. If left blank, 

the web content management will use a default database driver name. Fx: 

o .NET: 

 

ODBC Driver 17 for SQL Server 

Microsoft ODBC for Oracle 

MySQL ODBC 8.0 Unicode Driver 

PostgreSQL Unicode 

o JSP: 

 

com.microsoft.sqlserver.jdbc.SQLServerDriver 

oracle.jdbc.driver.OracleDriver 

com.mysql.jdbc.Driver 

org.postgresql.Driver 

o PHP: 

 

mssql 

oci8 

mysqli 

pgsql 
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For database server deployments with both “Writer” and “Reader” database server instances, 

these additional database server properties should also be configured. For database server 

deployments without both “Writer” and “Reader” database server instances, these additional 

database server properties should be left blank. 

- RDS2_HOSTNAME 

 

The database server “Reader” address – fx: 

 

wcm-db-ro.c4w3zpvzpgax.eu-west-2.rds.amazonaws.com 

 

Note: For database server deployments with both “Writer” and “Reader” database server 

instances, this should be the address of the “Reader” database server instance. 

- RDS2_PORT 

 

The database server port – fx: 

 

3306 

- RDS2_DB_NAME 

 

The database name – fx: 

 

wcm 

 

Note: For Microsoft SQL Server and Amazon Aurora MySQL Global database server 

deployments, no initial database was created during deployment of the database server. In 

that case, a database name should simply be given here – fx: wcm. This should be the 

same as the “RDS_DB_NAME” above. 

- RDS2_USERNAME 

 

The database server username – fx: 

 

admin 

- RDS2_PASSWORD 

 

The database server password – fx: 

 

secretsecret 
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- RDS2_DRIVER 

 

Optionally, the database driver name to use. ODBC database driver name for .NET. 

JDBC database driver class name for JSP. Extension library name for PHP. If left blank, 

the web content management will use a default database driver name. Fx: 

o .NET: 

 

ODBC Driver 17 for SQL Server 

Microsoft ODBC for Oracle 

MySQL ODBC 8.0 Unicode Driver 

PostgreSQL Unicode 

o JSP: 

 

com.microsoft.sqlserver.jdbc.SQLServerDriver 

oracle.jdbc.driver.OracleDriver 

com.mysql.jdbc.Driver 

org.postgresql.Driver 

o PHP: 

 

mssql 

oci8 

mysqli 

pgsql 

 

2.4.12.1.8.1.2.1 Custom database connection string 

As default, the web content management system will use the configured RDS_XXXXX (and 

RDS2_XXXXX) properties to connect to the database. 

Optionally, if you need to use a specific database driver or special database connection string 

parameters then a custom database connection string can be configured. 

- JDBC_CONNECTION_STRING 

 

Custom database connection string as used by the web content management system – fx: 

 

mysql:com.mysql.jdbc.Driver:admin:secretsecret@jdbc:mysql://wcm-

mysql.c4w3zpvzpgax.eu-west-2.rds.amazonaws.com:3306/wcm?useSSL=false 

For database server deployments with both “Writer” and “Reader” database server instances, 

this additional database server property should also be configured. For database server 
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deployments without both “Writer” and “Reader” database server instances, this additional 

database server property should be left blank. 

- JDBC2_CONNECTION_STRING 

 

Custom database connection string as used by the web content management system – fx: 

 

mysql:com.mysql.jdbc.Driver:admin:secretsecret@jdbc:mysql://wcm-mysql-

reader.c4w3zpvzpgax.eu-west-2.rds.amazonaws.com:3306/wcm?useSSL=false 

Note: The RDS_XXXXX (and RDS2_XXXXX) properties should still be configured even if 

a custom database connection string is configured. 

 

2.4.12.1.8.1.3 Session Manager 

For optional use of shared session manager storage the “SESSION_MANAGER” and 

“SESSION_MANAGER_HOST” environment properties must be configured. 

Note: If no shared session manager storage is configured, each web/application server 

instance will manage its own session data and session data will not be shared between 

multiple web/application server instances. In which case website login and web content 

management system administration login etc. will only work correctly for single-instance 

deployments and for load balanced multi-instance deployments configured with “sticky” 

sessions. 

2.4.12.1.8.1.3.1 Database 

For use of the web content management system database for shared session manager storage 

the “SESSION_MANAGER” environment property value should be the database server type 

and the “SESSION_MANAGER_HOST” should be left blank (The database connection 

software environment properties RDS_HOSTNAME, RDS_PORT, RDS_DB_NAME, 

RDS_USERNAME and RDS_PASSWORD will be used, instead). 

- SESSION_MANAGER 

 

The database server type – fx: 

 

mysql 

pgsql 

oracle 

mssql 

db2 

- SESSION_MANAGER_HOST 

 

Should be left blank. 
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2.4.12.1.8.1.3.2 ElastiCache 

For use of a cache server for shared session manager storage the “SESSION_MANAGER” 

environment property value should be the cache server type and the 

“SESSION_MANAGER_HOST” and “SESSION_MANAGER_PORT” should be the cache 

server address and port. If authentication is required the 

“SESSION_MANAGER_PASSWORD” environment property value should be the cache 

server authentication key/password. 

- SESSION_MANAGER 

 

The cache server type – fx: 

 

memcached 

redis 

- SESSION_MANAGER_HOST 

 

The cache server address – fx: 

 

wcm-memcached.g1eosl.0001.euw2.cache.amazonaws.com 

wcm-redis-001.g1eosl.0001.euw2.cache.amazonaws.com 

- SESSION_MANAGER_PORT 

 

The cache server port – fx: 

 

11211 

6379 

- SESSION_MANAGER_PASSWORD 

 

The cache server authentication key/password (if any) – fx: 

 

2CeKWHfz20RYZj5M8UdqcvgIMlmFKQTKvRwbmuzhoeo= 

Note: The same ElastiCache service can be used as both session manager and cache server. 

 

2.4.12.1.8.1.3.3 Other session manager custom configuration 

Optionally, you can provide your own custom session manager configuration. 

2.4.12.1.8.1.3.3.1 JSP 

If you create your own “.ebextensions/jsp-session-manager/context.xml” Tomcat server 

configuration file in the deployed web content management system software package then 

that will be used instead of the automatically generated context.xml Tomcat server 

configuration file. 
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If you add your own “.ebextensions/jsp-session-manager/*.jar” Java program files then they 

will be copied to the Tomcat server program library folder. 

2.4.12.1.8.1.4 Cache Server 

For optional use of shared cache server storage the “CACHE_SERVER” environment 

property must be configured. 

Note: If no shared cache server storage is configured, each web/application server instance 

will manage its own memory cache data and cached data will not be shared between multiple 

web/application server instances. Added/updated website content may not propagate to all 

web/application server instances until their local cached data expires. As default local 

memory cache data is configured to expire after 5 minutes, so it may take up to 5 minutes for 

added/updated website content to be displayed by all web/application server instances). 

- CACHE_SERVER 

 

The cache server type:address:port – fx: 

 

memcached:wcm-memcached.g1eosl.0001.euw2.cache.amazonaws.com:11211 

 

redis:wcm-redis-001.g1eosl.0001.euw2.cache.amazonaws.com:6379 

 

If the cache server requires password authentication – fx: 

 

memcached:password@wcm-

memcached.g1eosl.0001.euw2.cache.amazonaws.com:11211 

 

redis:password@wcm-redis-001.g1eosl.0001.euw2.cache.amazonaws.com:6379 

 

If the cache server requires username/password authentication – fx: 

 

memcached:username:password@wcm-

memcached.g1eosl.0001.euw2.cache.amazonaws.com:11211 

 

redis:username:password@wcm-redis-

001.g1eosl.0001.euw2.cache.amazonaws.com:6379 

Note: The same ElastiCache service can be used as both session manager and cache server. 

 

2.4.12.1.8.1.4.1 JSP Memcached 

Optionally, a number of configuration parameters can be provided for the cache server: 

- CACHE_SERVER 

 

memcached:username:password@host:port?expiry=EXPIRY&suspend=SUSPEND&tim

eout=TIMEOUT&threshold=THRESHOLD 

Where the parameters are: 
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- EXPIRY 

The number of seconds before cached data expires and is re-read from the database server. 

As default the expiry time is 300 seconds (5 minutes). 

- SUSPEND 

The number of seconds for which caching is suspended if connection to the configured 

cache server fails. (Failure to connect to the configured cache server may slow down 

website response times significantly, so attempts to connect to the cache server are 

suspended for a period of time for the cache server to eventually recover). 

As default the suspend time is 300 seconds (5 minutes). 

- TIMEOUT 

The operation timeout in milliseconds. 

As default the timeout time is 2500 milliseconds. 

- THRESHOLD 

The maximum timeout exception threshold in milliseconds. 

As default the threshold time is 1000 milliseconds. 

For details on the parameters, please see the general documentation on the SpyMemcache 

Java client library. 

2.4.12.1.8.1.4.2 JSP Redis 

Optionally, a number of configuration parameters can be provided for the cache server: 

- CACHE_SERVER 

 

redis:username:password@host:port?expiry=EXPIRY&suspend=SUSPEND&timeout=T

IMEOUT&connectTimeout=CONNECTTIMEOUT&database=DATABASE&connectio

nPoolSize=POOLSIZE&connectionMinimumIdleSize=IDLESIZE&retryAttempts=RET

RYATTEMPTS&retryInterval=RETRYINTERVAL 

Where the parameters are: 

- EXPIRY 

The number of seconds before cached data expires and is re-read from the database server. 

As default the expiry time is 300 seconds (5 minutes). 

- SUSPEND 

The number of seconds for which caching is suspended if connection to the configured 

cache server fails. (Failure to connect to the configured cache server may slow down 

website response times significantly, so attempts to connect to the cache server are 

suspended for a period of time for the cache server to eventually recover). 

As default the suspend time is 300 seconds (5 minutes). 

- TIMEOUT 

The response timeout in milliseconds. 

As default the timeout time is 2500 milliseconds. 
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- CONNECTTIMEOUT 

The connect timeout in milliseconds. 

As default the timeout time is 10000 milliseconds. 

- DATABASE 

The database index number to be used. 

As default the database index number is 0. 

- POOLSIZE 

The connection pool size. 

As default the connection pool size is 64. 

- IDLESIZE 

The minimum idle connection pool size. 

As default the idle connection pool size is 24. 

- RETRYATTEMPTS 

The number of failed connection retry attempts. 

As default the retry attempts is 3. 

- RETRYINTERVAL 

The time interval between failed connection retry attempts in milliseconds. 

As default the retry interval is 1500. 

For details on the parameters, please see the general documentation on the Redisson Java 

client library. 

2.4.12.1.8.1.4.3 .NET Memcached 

Optionally, a number of configuration parameters can be provided for the cache server: 

- CACHE_SERVER 

 

memcached:username:password@host:port?expiry=EXPIRY&suspend=SUSPEND&con

nectionTimeout=CONNECTTIMEOUT&deadTimeout=DEADTIMEOUT&minPoolSize

=MINPOOLSIZE&maxPoolSize=MAXPOOLSIZE 

Where the parameters are: 

o EXPIRY 

The number of seconds before cached data expires and is re-read from the 

database server. 

As default the expiry time is 300 seconds (5 minutes). 

o SUSPEND 

The number of seconds for which caching is suspended if connection to the 

configured cache server fails. (Failure to connect to the configured cache server 

may slow down website response times significantly, so attempts to connect to 

the cache server are suspended for a period of time for the cache server to 

eventually recover). 

As default the suspend time is 300 seconds (5 minutes). 
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o CONNECTTIMEOUT 

The connection timeout in seconds. 

o DEADTIMEOUT 

The unresponsive node timeout in seconds. 

o MINPOOLSIZE 

The minimum number of connections to the cache server. 

As default the minimum pool size is 10. 

o MAXPOOLSIZE 

The maximum number of connections to the cache server. 

As default the maximum poolsize is 20. 

For details on the parameters, please see the general documentation on the Enyim 

Memcached .NET client library. 

2.4.12.1.8.1.4.4 .NET Redis 

Optionally, a number of configuration parameters can be provided for the cache server: 

- CACHE_SERVER 

 

redis:username:password@host:port?expiry=EXPIRY&suspend=SUSPEND&ConnectTi

meout=CONNECTTIMEOUT&SyncTimeout=SYNCTIMEOUT&PoolSize=POOLSIZE

&database=DATABASE 

Where the parameters are: 

o EXPIRY 

The number of seconds before cached data expires and is re-read from the 

database server. 

As default the expiry time is 300 seconds (5 minutes). 

o SUSPEND 

The number of seconds for which caching is suspended if connection to the 

configured cache server fails. (Failure to connect to the configured cache server 

may slow down website response times significantly, so attempts to connect to 

the cache server are suspended for a period of time for the cache server to 

eventually recover). 

As default the suspend time is 300 seconds (5 minutes). 

o CONNECTTIMEOUT 

The connection timeout in seconds. 

o SYNCTIMEOUT 

The synchronous operations timeout in seconds. 

o POOLSIZE 

The number of connections to the cache server. 
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o DATABASE 

The cache server database index number. 

As default the database is 0. 

For details on the parameters, please see the general documentation on the 

StackExchange.Redis.Extensions .NET client library. 

2.4.12.1.8.1.4.5 PHP Memcached 

Optionally, a number of configuration parameters can be provided for the cache server: 

- CACHE_SERVER 

 

memcached:username:password@host:port?expiry=EXPIRY&suspend=SUSPEND 

Where the parameters are: 

o EXPIRY 

The number of seconds before cached data expires and is re-read from the 

database server. 

As default the expiry time is 300 seconds (5 minutes). 

o SUSPEND 

The number of seconds for which caching is suspended if connection to the 

configured cache server fails. (Failure to connect to the configured cache server 

may slow down website response times significantly, so attempts to connect to 

the cache server are suspended for a period of time for the cache server to 

eventually recover). 

As default the suspend time is 300 seconds (5 minutes). 

For details on the parameters, please see the general documentation on the Memcached PHP 

Session Manager functionality. 

2.4.12.1.8.1.4.6 PHP Redis 

Optionally, a number of configuration parameters can be provided for the cache server: 

- CACHE_SERVER 

 

redis:username:password@host:port?expiry=EXPIRY&suspend=SUSPEND 

Where the parameters are: 

o EXPIRY 

The number of seconds before cached data expires and is re-read from the 

database server. 

As default the expiry time is 300 seconds (5 minutes). 

o SUSPEND 

The number of seconds for which caching is suspended if connection to the 

configured cache server fails. (Failure to connect to the configured cache server 

may slow down website response times significantly, so attempts to connect to 

the cache server are suspended for a period of time for the cache server to 
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eventually recover). 

As default the suspend time is 300 seconds (5 minutes). 

For details on the parameters, please see the general documentation on the Redis PHP Session 

Manager functionality. 

2.4.12.1.8.2 Capacity 

For a “load balanced” environment the min. and max. number of deployed web/application 

server instances must be configured. 

All web/application server instance types are supported by the web content management 

system. A micro instance type may be sufficient for a small website. For larger websites, a 

larger instance type may be required. Please see general Amazon AWS Elastic Beanstalk and 

EC2 documentation for details. 

2.4.12.1.8.2.1 Automatic capacity scaling 

For a “load balanced” deployment with multiple web/application server instances a number of 

parameters for when additional web/application server instances are deployed and when 

unneeded web/application server instances are terminated. Please see the Amazon AWS 

Elastic Beanstalk documentation for details. 
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2.4.12.1.9 Apply and Redeploy Environment/Application Configuration Changes 
Note: Configuration changes should not just be “applied”. The environment/application 

should also be “redeployed” to ensure that the configuration changes take effect. 

When you “apply” configuration changes the web/application server environment will be 

updated. However, this only saves software environment properties configuration changes – it 

does not install and reconfigure components you may have added, changed or removed. 

To ensure that software environment properties configuration changes take effect, the 

web/application server environment should also be “redeployed”. This can be done through 

the web/application server environment’s “Application versions”. Select the currently 

deployed application version and select “Actions – Deploy”. 

2.4.12.1.9.1 Apply configuration changes 

Apply configuration to save the configuration changes. 
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2.4.12.1.9.2 Redeploy environment/application configuration changes 

Redeploy the environment/application to install and reconfigure added/changed components. 
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2.4.13 Asbru WCMS QuickStart Configuration 
When the web/application server environment has been configured and deployed, the web 

content management system should be configured through the automatically given 

web/application server address – for example: 

http://wcm-env.eba-23dsucuq.eu-west-2.elasticbeanstalk.com/webadmin/ 

Note: If you access the web/application server address and you are redirected to the 

“unavailable” error web page then your web/application server has not been configured 

correctly or the database server is not available. For example, no database server details or 

incorrect database server details have been configured – note that the configured database 

name should be your deployed database server’s “initial database name” – not the Amazon 

AWS administration name for the deployed database server. 

2.4.13.1 Step 1: Database 
Simply select “Save”. 

Note: The automatically generated Database Connection string should not be changed (this 

should only be configured through the AWS Elastic Beanstalk Software Environment 

Properties) 

Note: Database Connection Read Only is only displayed for database server configurations 

with separate Writer and Reader database server instances. 



. . . . . . .. . . 
 

Asbru Web Content 
Management System 

 
Installation Guide 

 
 
 
 

 Page 117 of 206 

 

2.4.13.2 Step 2-6: Licenses, Superadmin, Content, Design, Settings 
Please see 3 Quickstart Configuration - 3.3 License and onwards for details. 

2.4.13.3 Website - Media Storage 
Note: The automatically configured Configuration / System / Website / Media Storage 

settings should not be changed (these should only be configured through the AWS Elastic 

Beanstalk Software Environment Properties). 
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2.4.13.4 Connection Timeout 
Please note that currently the Amazon AWS Elastic Beanstalk Load Balancer service use a 

connection timeout of 60 seconds. Unfortunately, this is not currently configurable, so any 

access to the web content management system so as database initialisation and import which 

may take longer than 60 seconds may be timed out by the AWS Elastic Beanstalk Load 

Balancer service. 

Database initialisation and import may take longer than 60 seconds resulting in a connection 

timeout, but the database initialisation and import should continue to run in the background. 

You can simply access the web content management system administration database 

configuration pages again, and the web content management system may show that the 

database initialisation and import is still running. When the database initialisation and import 

has completed you can use the web content management system administration. 

Alternatively, you can configure the deployed AWS cloud services to allow direct access to 

the deployed web server instances. Please see the general AWS documentation for details. 
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2.5 Microsoft Azure Cloud Deployment 
The Asbru Web Content Management system supports easy deployment to the Microsoft 

Azure cloud hosting services simply by creating a cloud website, database and storage to use, 

and uploading the Asbru Web Content Management software package. 

2.5.1 Asbru WCMS software licenses 
Note: A software license for the Asbru Web Content Management System software is 

required for each started web/application server instance (or a Corporate software license for 

an unlimited number of instances is required). 

You are not permitted to start more Asbru Web Content Management System software 

web/application server instances than you have Asbru Web Content Management System 

software licenses – except for short-term temporary test and development purposes, for 

example, to upgrade to a new Asbru Web Content Management System software version. 

2.5.2 Platform Architecture / Planning 
Before deploying the Asbru Web Content Management System software you should consider 

the required cloud platform architecture and plan the deployment. 

As minimum cloud deployment of the Asbru Web Content Management System software 

requires 3 cloud service components: 

- Media Storage 

for permanent storage of your website media files such as images. 

- Database Server 

for permanent storage of your website content and user data etc. 

- Web/Application Server 

for running the Asbru Web Content Management System software and your website. 

Optionally, you may also need/want 2 additional cloud service components: 

- Cache Server 

for temporary storage of your website content data etc. for improved website response 

times and reduced database server use and load. 

- Session Manager 

for temporary storage of website visitor and web content management system 

administrator logins and other user data. 

Also, all your cloud service components should be able to communicate with each other 

through the use of 2 underlying cloud service components: 

- Virtual Network 

for network access between your cloud service components. 

- Public Endpoints and Firewall Access 

for authorised access between your cloud service components. 
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NOTE: Currently, Microsoft Azure Web App ASP.NET deployment only supports 

Microsoft SQL Database. You cannot use the .NET version of the web content 

management system with other databases than Microsoft SQL Database. To use another 

database than Microsoft SQL Database, you need to use the Java/JSP or PHP version of 

the web content management system for your Microsoft Azure Web App. Alternatively, 

Microsoft need to add database drivers for other database servers to their ASP.NET 

Azure Web App deployments. 

NOTE: Currently, Microsoft Azure Web App ASP.NET deployment only supports use 

of Microsoft Azure Cache For Redis as Session Manager. You cannot use the .NET 

version of the web content management system with the Microsoft Azure SQL Database 

as Session Manager. Alternatively, Microsoft need to add support for session state 

management to their ASP.NET Azure Web App and Azure SQL Database deployments. 

NOTE: Currently, Microsoft Azure Web App PHP deployment does not support 

Memcached. You cannot use the PHP version of the web content management system 

with Memcached as Session Manager and/or Cache Server. Instead, you can use 

Microsoft Azure Cache For Redis as Session Manager and/or Cache Server (if any). To 

use Memcached as Session Manager and/or Cache Server, you need to use the Java/JSP 

version of the web content management system for your Microsoft Azure Web App. 

Alternatively, Microsoft need to add support for PHP Memcached installation. 

2.5.3 Deployment Checklist & Notes 
To deploy the Asbru Web Content Management System on Microsoft Azure, you will need to 

deploy and configure a number of different, connected services. As you configure each 

service you should note some basic details, which may be needed later. 
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MICROSOFT AZURE DEPLOYMENT CHECKLIST & NOTES 
MICROSOFT AZURE PORTAL 

Username  KEEP SECRET 

Password  KEEP SECRET 

VIRTUAL NETWORK (optional) 

Virtual 

Network 

details 

  

MEDIA STORAGE 

Account 

name 

 fx. asbruwcm 

Container 

name 

 fx. wcm-media 

Address  fx. 

https://ACCOUNTNAME.bl

ob.core.windows.net/CONT

AINERNAME 

Secret 

Access Key 

 KEEP SECRET 

DATABASE SERVER 

Type  mysql pgsql oracle mssql 

db2 

Address  fx. 

wcm.database.windows.net 

Port  3306 5432 1521 1433 50000 

Database 

name 

 fx. wcm 

Username  KEEP SECRET 

Password  KEEP SECRET 
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SESSION MANAGER 

Type  redis memcached mysql 

pgsql oracle mssql db2 

Address  fx. wcm-

redis.redis.cache.windows.ne

t 

CACHE SERVER 

Type  redis memcached 

Address  fx. wcm-

redis.redis.cache.windows.ne

t 

Port  6379 11211 

Password  KEEP SECRET 

WEB/APPLICATION SERVER 

Address  .azurewebsites.net 

WEBSITE 

Address  fx. www.yourwebsite.com 

ASBRU WEB CONTENT MANAGEMENT SYSTEM 

Superadmin 

username 

 KEEP SECRET 

Superadmin 

password 

 KEEP SECRET 

Superadmin 

email 

  

Number of 

software 

licenses 

 = maximum number of 

deployed web/application 

server instances 

Software 

license keys 

 

 

 

 

 

KEEP SECRET 
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2.5.4 Microsoft Azure Management Portal 
To use Microsoft Azure Cloud Deployment, sign up for an account at 

http://azure.microsoft.com/ and access the Microsoft Azure Management Portal at 

http://portal.azure.com/. A large number of different Azure cloud services are available for 

advanced requirements. The Asbru Web Content Management software can be easily 

deployed using the Azure App Services service. 

Please note that the Azure services, user interface and options may be changed. Please see the 

general Azure documentation for details. 

 

2.5.5 Azure Virtual Network 
All your website server components, web server, database server and cache server (if used), 

should have access to communicate with each other. 

As default this is done through deployment with “public endpoints” and “Allow access to 

Azure services” for your database server and optional cache server. 

Alternatively, ideally all your website server components, web server, database server and 

cache server (if used), should be located on the same, private Virtual Network for access to 

communicate with each other. Please see the general Microsoft Azure documentation for 

details. 

2.5.6 Cloud Storage 
As default cloud deployed web/application servers do not have persistent storage. When a 

web/application server is terminated, all data on the web/application server is lost. So it is 

essential that website media files such as images uploaded to the web content management 

system and/or the website is stored on persistant storage that is not lost when web/application 

servers are terminated. 
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Also, with deployment of multiple web/application servers for the same website they must all 

have access to and share all website media files. 

Persistent media storage is supported by the web content management system through the 

Microsoft Azure Storage Accounts service. 

Note: Alternatively, web/application servers could be deployed with shared network storage 

(transparent to the web content management system). Please see general documentation on 

your operating system and Microsoft Azure services. 

2.5.6.1 Storage Account 
Select Storage Accounts and Create Storage Account to create cloud storage for the web 

content management system. 

 

 

Enter a Storage Account Name and other details for your website cloud storage: 

- Resource Group 

The created/selected resource group should be the same for both your App Service and 

Database or the two services may not be able to communicate without special 

configuration. 

- Storage account name 

- Location 

Should be the same as your App Service for best performance. 

When creating the storage account, the “Storage account name” should be noted as it will be 

needed to configure the web content management system, later. 
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As your website visitors may need to access media files stored on your cloud storage, it 

should be configured as a “Public endpoint”. 

 

As your website visitors may need to access media files stored on your cloud storage, it 

should be configured with “Allow Blob public access” enabled. 
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A number of other storage account configuration options are available. Please see the general 

Microsoft Azure documentation for details. 
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Creating the storage account should take a few minutes. 
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2.5.6.2 Storage Container 
Select Containers and Create A Container to create a Storage Container, which is required for 

the Asbru Web Content Management system. 

When creating the storage container, the “Container name” should be noted as it will be 

needed to configure the web content management system, later. 

As your website visitors may need to access media files stored on your cloud storage, it 

should be configured with “Public access level: Blob (anonymous read access for blobs 

only)”. 

Alternatively, the Access for the new container can be Private, but this requires the Asbru 

Web Content Management system to be configured to deliver all images and other files 

through its image and file delivery program script. Please see the Configuration Guide for 

details. 
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2.5.6.3 Storage Address 
You will need the website address of your media files container to configure the web content 

management system, later. The website address is automatically generated from your chosen 

storage account name and container name. 

To get the specific website address as well as to test the configured access permissions, you 

can upload a test file to the container. 

If the configured access permissions work correctly with public view permissions, the 

uploaded image/file should be displayed if you try to open the uploaded file’s “URL” in a 

new web browser window. 

The “URL” website address should be noted (see 2.5.3 Deployment Checklist & Notes) as it 

will be needed to configure the web content management system, later – for example: 

https://asbruwcm.blob.windows.net/wcm 

Optionally, you may want to configure your Domain Name Service (DNS) with an alias 

(CNAME) for this website address, so that you can use your own domain for your media 

instead of the automatically generated Microsoft Azure Storage website address – for 

example: 

https://media.yourwebsite.com 

Please see the general Microsoft Azure documentation for details. 
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2.5.6.4 Access Keys 
Select Settings / Access Keys and note the storage account name and either the primary or 

secondary access key, any one of which is required for the Asbru Web Content Management 

system to access the storage. 

 

2.5.7 Database Server 
All website content and other data used by the website and the web content management 

system is stored in a database server. 

The web content management system supports all the Relational Database Servers currently 

provided by Microsoft Azure. 
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NOTE: Currently, Microsoft Azure Web App ASP.NET deployment only supports Microsoft 

SQL Database. You cannot use the .NET version of the web content management system with 

other databases than Microsoft SQL Database. To use another database than Microsoft SQL 

Database, you need to use the Java/JSP or PHP version of the web content management 

system for you Microsoft Azure Web App. 

2.5.7.1 Microsoft Azure SQL Database 
Microsoft Azure supports a number of different Microsoft SQL Server deployments. All 

current Microsoft SQL Server deployments are supported by the web content management 

system. Please see the general Microsoft Azure documentation for details on dedicated 

Microsoft SQL Server deployments as managed instances and virtual machines. The 

following describes deployment of the serverless, cloud Azure SQL Database option. 

Select SQL Databases and Create SQL Database to create a database for the web content 

management system. 

 

2.5.7.1.1 Settings 
The database server instance must be given a unique name. 

A master username and password must also be configured for the database server. 

The database master username and password should be noted (see 2.4.3 Deployment 

Checklist & Notes) as they will be needed to configure the web content management system, 

later. 

For example: 

- Resource Group: 

AsbruWCM 

 

The created/selected resource group should be the same for both your App Service and 

Database or the two services may not be able to communicate without special 

configuration. 
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- Database Name: 

wcm 

- Server: 

Select existing database server or create a new database server: 

o Server: 

wcm 

o Server admin login: 

admin 

o Password: 

secretsecret 

o Location: 

Should be the same as your App Service for best performance. 

The database name, server name/address, server admin login and password should be noted 

(see 2.5.3 Deployment Checklist & Notes) as they will be needed to configure the web 

content management system, later. 

2.5.7.1.1.1 Database instance type and size 

Several database instance type and size options are available and supported by the web 

content management system. 

A small “Basic” database server may be sufficient for a small, low traffic website. A larger 

database server may be needed for a larger, high traffic website. A “serverless” database 

server may offer convenience and value for money with automatic scaling (up and down) or 

required database server resources. Please see the general Microsoft Azure documentation for 

details. 

- SQL Elastic Pool: 

o Yes – create/use a database server resources pool which can be shared between 

your own other app services to host multiple database instances. 

o No – use database server resources dedicated to this database. 

- Configure database / pool 

o Basic / Standard / Premium / General Purpose: Provisioned / General Purpose: 

Serverless / Hyperscale / Business Critical 

o Read Scale-Out 

Some database configurations provide additional, secondary read-only database 

server instances for increased performance and scalability. These configurations 

are also supported by the web content management system. 

 

Any additional read-only database server addresses provided should be noted as 

they will be needed to configure the web content management system, later. 
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Alternatively, some database configurations may require special database 

connection string parameters for read-only access. Such special database 

connection strings and parameters should be noted as they will be needed to 

configure the web content management system, later. 

 

Please see the general Microsoft Azure documentation for details. 
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2.5.7.1.2 Networking and Additional Settings 
Use of the database server with the web content management system requires access between 

the web content management system and the database server. The database server should be 

deployed with a “public endpoint”. Alternatively, the database server can be deployed with a 

“private endpoint” within a private virtual network. Please see the general Microsoft Azure 

documentation for details. 

 

 

2.5.7.1.3 Create Database 
Creating the database server may take some minutes to complete. 
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2.5.7.1.4 Firewall Settings 
As default, there may be no access to the database server. 

The web content management system should be able to access the database server, which can 

be done through “Set server firewall” and enabling “Allow Azure services and resources to 

access this server”. 

Alternatively, you can configure your own custom firewall rules to control access to the 

database server from your web content management system web/application server. 

 

2.5.7.1.5 Database address 
The created database server is automatically assigned a server name address. The 

automatically assigned server name address as well as the “Port” number (as default the 

Microsoft SQL Database port number is 1433) should be noted (see 2.5.3 Deployment 

Checklist & Notes) as they will be needed to configure the web content management system, 

later. 

For example: 
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- Server Name: 

asbruwcm.database.windows.net 

- Port: 

1433 

Optionally, “Show database connection strings” may provide you with additional 

recommended/required database connection parameters for you to configure the web content 

management with custom database connection strings. Typically, you should just configure 

the basic database server details for the web content management system and use its 

automatically generated database connection string. 
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2.5.7.2 Azure Database for MySQL Servers 
Select All Services / Azure Database for MySQL Servers and Create Azure Database For 

MySQL Server to create a database for the web content management system. 
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2.5.7.2.1 Settings 
The database server instance must be given a unique name. 

A master username and password must also be configured for the database server. 

The database master username and password should be noted (see 2.4.3 Deployment 

Checklist & Notes) as they will be needed to configure the web content management system, 

later. 

For example: 

- Resource Group: 

AsbruWCM 

 

The created/selected resource group should be the same for both your App Service and 

Database or the two services may not be able to communicate without special 

configuration. 

- Server Name: 

wcm-mysql 

- Location: 

Should be the same as your App Service for best performance. 

- Version: 

All current MySQL versions should be supported the web content management system. 

- Admin Username: 

wcm 

- Password: 

secretsecret 
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The database server name, admin username and password should be noted (see 2.5.3 

Deployment Checklist & Notes) as they will be needed to configure the web content 

management system, later. 

Note: Microsoft Azure MySQL database access may require “USERNAME@SERVERNAME” 

as the database username. For example: “wcm@wcm-mysql”. 

2.5.7.2.1.1 Database instance type and size 

Several database instance type and size options are available and supported by the web 

content management system. 

A small “Basic” database server may be sufficient for a small, low traffic website. A larger 

database server may be needed for a larger, high traffic website. Please see the general 

Microsoft Azure documentation for details. 

 

2.5.7.2.2 Create Database 
Creating the database server may take some minutes to complete. 
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2.5.7.2.3 Connection Security 
As default, there may be no access to the database server. 

The web content management system should be able to access the database server, which can 

be done through “Connection Security” and enabling “Allow access to Azure services”. 

Alternatively, you can configure your own custom firewall rules to control access to the 

database server from your web content management system web/application server. 

As default the web content management system does not require/use a SSL connection to the 

database server, so the “Enforce SSL Connection” should be disabled. 

Alternatively, you may need to add the Microsoft Azure SSL Certificate Authority certificate 

to your web/application server deployment and configure a custom database connection string 

for the web content management system to use a SSL connection to the database server. 

 

2.5.7.2.4 Database address 
The created database server is automatically assigned a server name address. The 

automatically assigned server name address as well as the “Port” number (as default the 

MySQL Database port number is 3306) should be noted (see 2.5.3 Deployment Checklist & 

Notes) as they will be needed to configure the web content management system, later. 

For example: 
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- Server Name: 

wcm-mysql.mysql.database.azure.com 

- Port: 

3306 

Optionally, “Connection Strings” may provide you with additional recommended/required 

database connection parameters for you to configure the web content management with 

custom database connection strings. Typically, you should just configure the basic database 

server details for the web content management system and use its automatically generated 

database connection string. 

 

2.5.7.3 Azure Database for MariaDB Servers 
MariaDB is a MySQL-compatible database server, which can also be used for the Asbru Web 

Content Management System. A MariaDB database should simply be configured as if it is a 

MySQL database (see 2.5.7.2 Azure Database for MySQL Servers). 

 

2.5.7.4 Azure Database for PostgreSQL Servers 
Select All Services / Azure Database for PostgreSQL Servers and Create Azure Database For 

PostgreSQL Server to create a database for the web content management system. 
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A number of different PostgreSQL database server configurations are available (or in Preview 

at the time of writing). All current configurations of PostgreSQL are supported by the web 

content management system. Please see the general Microsoft Azure PostgreSQL 

documentation for details. 

 

2.5.7.4.1 Settings 
The database server instance must be given a unique name. 

A master username and password must also be configured for the database server. 

The database master username and password should be noted (see 2.4.3 Deployment 

Checklist & Notes) as they will be needed to configure the web content management system, 

later. 

For example: 
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- Resource Group: 

AsbruWCM 

 

The created/selected resource group should be the same for both your App Service and 

Database or the two services may not be able to communicate without special 

configuration. 

- Server Name: 

wcm-pgsql 

- Location: 

Should be the same as your App Service for best performance. 

- Version: 

All current PostgreSQL versions should be supported the web content management 

system. 

- Admin Username: 

wcm 

- Password: 

secretsecret 

The database server name, admin username and password should be noted (see 2.5.3 

Deployment Checklist & Notes) as they will be needed to configure the web content 

management system, later. 

Note: Microsoft Azure PostgreSQL database access may require 

“USERNAME@SERVERNAME” as the database username. For example: “wcm@wcm-

pgsql”. 

2.5.7.4.1.1 Database instance type and size 

Several database instance type and size options are available and supported by the web 

content management system. 

A small “Basic” database server may be sufficient for a small, low traffic website. A larger 

database server may be needed for a larger, high traffic website. Please see the general 

Microsoft Azure documentation for details. 
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2.5.7.4.2 Create Database 
Creating the database server may take some minutes to complete. 
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2.5.7.4.3 Connection Security 
As default, there may be no access to the database server. 

The web content management system should be able to access the database server, which can 

be done through “Connection Security” and enabling “Allow Azure services and resources to 

access this server”. 

Alternatively, you can configure your own custom firewall rules to control access to the 

database server from your web content management system web/application server. 

As default the web content management system does not require a SSL connection to the 

database server, so the “Enforce SSL Connection” can be enabled or disabled. 

Alternatively, you may need to add the Microsoft Azure SSL Certificate Authority certificate 

to your web/application server deployment and configure a custom database connection string 

for the web content management system to use/require a SSL connection with a verified 

database server SSL certificate to the database server. 
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2.5.7.4.4 Database address 
The created database server is automatically assigned a server name address. The 

automatically assigned server name address as well as the “Port” number (as default the 

PostgreSQL Database port number is 5432) should be noted (see 2.5.3 Deployment Checklist 

& Notes) as they will be needed to configure the web content management system, later. 

For example: 

- Server Name: 

wcm-pgsql.postgres.database.azure.com 

- Port: 

5432 

Optionally, “Connection Strings” may provide you with additional recommended/required 

database connection parameters for you to configure the web content management with 

custom database connection strings. Typically, you should just configure the basic database 

server details for the web content management system and use its automatically generated 

database connection string. 
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2.5.8 Cache Server 
Optionally, a Cache Server may be deployed for co-ordinated caching of website content and 

other data and/or for session manager storage. 

The web content management system supports Microsoft Azure Cache for Redis cache 

servers. 

 

2.5.8.1 Azure Cache for Redis 
The cache server instance must be given a unique name. 

The cache server should be deployed to the same location as the database server and 

web/application server – as created and noted previously. 

Any cache type (pricing tier) is supported by the web content management system. 
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Use of the cache server with the web content management system requires access between the 

web content management system and the cache server. The cache server should be deployed 

with a “public endpoint”. Alternatively, the cache server can be deployed with a “private 

endpoint” within a private virtual network. Please see the general Microsoft Azure 

documentation for details. 

 

Use of Non-TLS port to connect to the cache server should be enabled. 
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2.5.8.1.1 Cache server address 
Creating the cache server may take some minutes to complete. 

The created cache server is automatically assigned an endpoint address. The automatically 

assigned “Endpoint” address and “Port” number should be noted (see 2.5.3 Deployment 

Checklist & Notes) as they will be needed to configure the web content management system, 

later. 

For example: 
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- Endpoint: 

wcm-redis.redis.cache.windows.net 

- Port: 

6379 

 

2.5.8.1.2 Cache access keys 
The created cache server is automatically assigned two access keys (passwords). One of the 

automatically assigned access keys should be noted (see 2.5.3 Deployment Checklist & 

Notes) as it will be needed to configure the web content management system, later. 

For example: 

- Primary: 

2CeKWHfz20RYZj5M8UdqcvgIMlmFKQTKvRwbmuzhoeo= 

 

2.5.9 Web/Application Server 
Select App Services and Create App Service to deploy the Asbru Web Content Management 

software. 



. . . . . . .. . . 
 

Asbru Web Content 
Management System 

 
Installation Guide 

 
 
 
 

 Page 153 of 206 

 

Enter a Name and other required details for your website. 

- Resource Group: 

The created/selected resource group should be the same for both your App Service and 

Database or the two services may not be able to communicate without special 

configuration. 

- Name: 

The initial deployment/administration URL sub-domain for your website. Another URL 

for your website can be added later). 

- Publish: 

Code 

- Region: 

Should be the same as your database server for best performance. 

2.5.9.1 Runtime Stack 
Depending on your preferred programming language version of the Asbru Web Content 

Management System, the appropriate runtime stack must be selected. 

If you have no programming language version preference, the JSP programming language 

version is recommended. 

2.5.9.1.1.1 JSP, Tomcat, Java 

The JSP version of the Asbru Web Content Management System is developed and tested for 

the Java 8 and Tomcat 8.5 standard reference implementations of the Java 8 and the Java JSP 

2.3 and Servlet 3.1 specifications, which is the recommended environment. 

The Asbru Web Content Management System should also work with Java 8 compatible newer 

versions and alternative implementations of Java. 

The Asbru Web Content Management System should also work with Tomcat 8.5 compatible 

newer versions and alternative implementations of the Java JSP 2.3 and Servlet 3.1 
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specifications. However, please note that the optional “Memcached/Redis session manager” 

software includes a Tomcat 8.5 version specific component (memcached-session-manager-

tc8-x.x.x.jar), which may need to be replaced with another version for use with other Java/JSP 

application servers than Tomcat 8.5). 

2.5.9.1.1.2 .NET, IIS, Windows Server 

The .NET version of the Asbru Web Content Management System is developed and tested for 

the .NET Framework 4.6.2 and newer, compatible versions of .NET, IIS and Windows Server. 

ASP.NET 4.8 is the recommended environment. 

Note: The “Sku and size” options for dev/test “shared infrastructure” with limited 

minutes/day compute and 1 GB disk storage are not sufficient for deployment of the .NET 

version of the Asbru Web Content Management and may result in “There is not enough 

space on the disk” errors on deployment. 

2.5.9.1.1.3 PHP 

The PHP version of the Asbru Web Content Management System is developed and tested for 

PHP 5.5 or newer. PHP 7.3 is the recommended environment. 
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2.5.9.2 Create Web App 
Creating the web/application server environment may take some minutes to complete. 
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2.5.9.3 Website Domain Name 
The automatically assigned website address can be used to access the website, but for 

production use you will probably want to use your own website domain name address. 

A new website domain name can be registered through the Azure Portal domain name 

registration. Please see the Microsoft Azure documentation for details. 

Alternatively, you may want to register a new website domain name or use an existing 

website domain name with a third-party domain name registration service and DNS. To use 

an existing website domain name for your deployed web/application server environment, you 

can configure a CNAME alias through your DNS provider - for example: 
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yourwebsite.com CNAME asbruwcm.azurewebsites.com 

*.yourwebsite.com CNAME asbruwcm.azurewebsites.com 

to direct yourwebsite.com and www.yourwebsite.com etc. to your deployed web/application 

server environment. 

Optionally, you may also want to configure your own website subdomain name for your cloud 

storage – for example: 

media.yourwebsite.com CNAME asbruwcm.blob.windows.net 

 

2.5.9.4 SSL Certificate 
As default deployed web/application servers use both encrypted HTTPS and unencrypted 

HTTP communication for the automatically assigned website address. It is strongly 

recommended to also support encrypted HTTPS communication for your own website domain 

(if any). Use of HTTPS requires a Secure Socket Layer (SSL) certificate for your website 

domain. A SSL certificate can be issued or imported through the Azure Portal App Service 

TLS/SSL Settings. 

A certificate should be issued for both your base domain name as well as wildcard 

subdomains for it to work with the web content management system subdomain “micro-

websites” functionality - for example: 

yourwebsite.com 

*.yourwebsite.com 
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2.5.9.5 Configuration 
After the initial web/application environment has been deployed, a number of application 

settings for the web content management system and the cloud storage, database base server 

and optional cache server need to be configured. 

The cloud storage, database server and optional cache server must be configured for the web 

content management system through the web/application environment’s “Settings - 

Configuration”. 

 

2.5.9.5.1 Application Settings 
The cloud storage, database server and optional cache server must be configured for the web 

content management system through the web/application environment’s “Configuration – 

Application Settings”. 
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Enter the following keys and values into the Application Settings section (and select Save). 

2.5.9.5.1.1 Media Storage 

The cloud storage details for the created media storage as noted previously (see 2.5.3 

Deployment Checklist & Notes) must be configured for the web content management system 

to access it. 

- AZURE_BLOB_ACCOUNTNAME  

 

Your previously chosen Azure storage account name – fx: 

 

asbruwcm 

- AZURE_BLOB_ACCESSKEY 

 

One of your generated Azure store account access keys as previously noted above – fx: 

 

rPtM7Vu4CIXbucb/ZksHSApxMI1/Z3fV9+D8XoK1+ToKX/XpSrJxZGwUMEwT56zP

5EId0lLOCgJQM0aJ3jncQA== 

- AZURE_BLOB_CONTAINER 

 

Your previously chosen Azure storage container name – fx: 

 

wcm-media 

- AZURE_BLOB_URL 

 

The website address URL for your Azure storage container which should be 

https://ACCOUNTNAME.blob.core.windows.net/CONTAINERNAME – fx: 

 

https://asbruwcm.blob.core.windows.net/wcm-media 

2.5.9.5.1.2 Database Connection 

The database server details for the deployed database server instance as noted previously (see 

2.5.3 Deployment Checklist & Notes) must be configured for the web content management 

system to access it. 

- RDS_HOSTNAME 

 

The database server address – fx: 

 

asbruwcm.database.windows.net 

 

Note: For database server deployments with both “Writer” and “Reader” database server 

instances, this should be the address of the “Writer” database server instance. 

- RDS_PORT 

 

The database server port – fx: 

https://accountname.blob.core.windows.net/CONTAINERNAME
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1433 

- RDS_DB_NAME 

 

The database name – fx: 

 

wcm 

- RDS_USERNAME 

 

The database server username – fx: 

 

wcm 

- RDS_PASSWORD 

 

The database server password – fx: 

 

secretsecret 

- RDS_DRIVER 

 

Optionally, the database driver name to use. ODBC database driver name for .NET. 

JDBC database driver class name for JSP. Extension library name for PHP. If left blank, 

the web content management will use a default database driver name. Fx: 

o .NET: 

 

ODBC Driver 17 for SQL Server 

Microsoft ODBC for Oracle 

MySQL ODBC 8.0 Unicode Driver 

PostgreSQL Unicode 

o JSP: 

 

com.microsoft.sqlserver.jdbc.SQLServerDriver 

oracle.jdbc.driver.OracleDriver 

com.mysql.jdbc.Driver 

org.postgresql.Driver 

o PHP: 

 

mssql 

oci8 

mysqli 

pgsql 

- For database server deployments with both “Writer” and “Reader” database server 

instances, these additional database server properties should also be configured. For 
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database server deployments without both “Writer” and “Reader” database server 

instances, these additional database server properties should be left blank. 

- RDS2_HOSTNAME 

 

The database server “Reader” address – fx: 

 

asbruwcm-reader.database.windows.net 

 

Note: For database server deployments with both “Writer” and “Reader” database server 

instances, this should be the address of the “Reader” database server instance. 

- RDS2_PORT 

 

The database server port – fx: 

 

1433 

- RDS2_DB_NAME 

 

The database name – fx: 

 

wcm 

- RDS2_USERNAME 

 

The database server username – fx: 

 

wcm 

- RDS2_PASSWORD 

 

The database server password – fx: 

 

secretsecret 

- RDS2_DRIVER 

 

Optionally, the database driver name to use. ODBC database driver name for .NET. 

JDBC database driver class name for JSP. Extension library name for PHP. If left blank, 

the web content management will use a default database driver name. Fx: 

o .NET: 

 

ODBC Driver 17 for SQL Server 

Microsoft ODBC for Oracle 

MySQL ODBC 8.0 Unicode Driver 

PostgreSQL Unicode 

o JSP: 
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com.microsoft.sqlserver.jdbc.SQLServerDriver 

oracle.jdbc.driver.OracleDriver 

com.mysql.jdbc.Driver 

org.postgresql.Driver 

o PHP: 

 

mssql 

oci8 

mysqli 

pgsql 
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When the application settings are saved, the web app service will be restarted, which may take 

a few minutes to complete. 

2.5.9.5.1.2.1 Custom database connection string 

As default, the web content management system will use the configured RDS_XXXXX (and 

RDS2_XXXXX) properties to connect to the database. 

Optionally, if you need to use a specific database driver or special database connection string 

parameters then a custom database connection string can be configured. 

- JDBC_CONNECTION_STRING 

 

Custom database connection string as used by the web content management system – fx: 

 

mysql:com.mysql.jdbc.Driver:admin:secretsecret@jdbc:mysql://wcm-

mysql.mysql.database.azure.com:3306/wcm?useSSL=false 

For database server deployments with both “Writer” and “Reader” database server instances, 

this additional database server property should also be configured. For database server 

deployments without both “Writer” and “Reader” database server instances, this additional 

database server property should be left blank. 

- JDBC2_CONNECTION_STRING 

 

Custom database connection string as used by the web content management system – fx: 

 

mysql:com.mysql.jdbc.Driver:admin:secretsecret@jdbc:mysql://wcm-mysql-

reader.mysql.database.azure.com:3306/wcm?useSSL=false 

Note: The RDS_XXXXX (and RDS2_XXXXX) properties should still be configured even if 

a custom database connection string is configured. 

2.5.9.5.1.3 Session Manager 

For optional use of shared session manager storage the “SESSION_MANAGER”  and 

“SESSION_MANAGER_HOST” environment properties must be configured. 

Note: If no shared session manager storage is configured, each web/application server 

instance will manage its own session data and session data will not be shared between 

multiple web/application server instances. In which case website login and web content 

management system administration login etc. will only work correctly for single-instance 

deployments and for load balanced multi-instance deployments configured with “sticky” 

sessions. 
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2.5.9.5.1.3.1 Database 

For use of the web content management system database for shared session manager storage 

the “SESSION_MANAGER” environment property value should be the database server type 

and the “SESSION_MANAGER_HOST” should be left blank (The database connection 

software environment properties RDS_HOSTNAME, RDS_PORT, RDS_DB_NAME, 

RDS_USERNAME and RDS_PASSWORD will be used, instead). 

- SESSION_MANAGER 

 

The database server type – fx: 

 

mysql 

pgsql 

oracle 

mssql 

db2 

- SESSION_MANAGER_HOST 

 

Should be left blank. 

Note: If you are using “mssql” to use your Microsoft Azure SQL Server database server as 

session manager, the separate “aspnet-XXXXX-sessions” database will be created and 

initialised when you first access the web content management system administration. 

Creating and initialising the session manager database may take a few minutes, and your 

access to the web content management system administration may fail with a 

timeout/unavailable error. In that case, please simply wait a few minutes and try to access 

the web content management system administration again. 

2.5.9.5.1.3.2 Azure Cache 

For use of a cache server for shared session manager storage the “SESSION_MANAGER” 

environment property value should be the cache server type and the 

“SESSION_MANAGER_HOST” and “SESSION_MANAGER_PORT” should be the cache 

server address and port. If authentication is required the 

“SESSION_MANAGER_PASSWORD” environment property value should be the cache 

server authentication key/password. 

- SESSION_MANAGER 

 

The cache server type – fx: 

 

redis 

- SESSION_MANAGER_HOST 

 

The cache server address – fx: 

 

wcm-redis.redis.cache.windows.net 

- SESSION_MANAGER_PORT 
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The cache server port – fx: 

 

6379 

- SESSION_MANAGER_PASSWORD 

 

The cache server authentication key/password (if any) – fx: 

 

2CeKWHfz20RYZj5M8UdqcvgIMlmFKQTKvRwbmuzhoeo= 

Note: The same Azure Cache service can be used as both session manager and cache server. 

 

2.5.9.5.1.4 Cache Server 

For optional use of shared cache server storage the “CACHE_SERVER” environment 

property must be configured. 

Note: If no shared cache server storage is configured, each web/application server instance 

will manage its own memory cache data and cached data will not be shared between multiple 

web/application server instances. Added/updated website content may not propagate to all 

web/application server instances until their local cached data expires. As default local 

memory cache data is configured to expire after 5 minutes, so it may take up to 5 minutes for 

added/updated website content to be displayed by all web/application server instances). 

- CACHE_SERVER 

 

The cache server type:address:port – fx: 

 

redis:wcm-redis.redis.cache.windows.net:6379 

 

If the cache server requires password authentication – fx: 

 

redis:password@wcm-redis.redis.cache.windows.net:6379 

 

If the cache server requires username/password authentication – fx: 

 

redis:username:password@wcm-redis.redis.cache.windows.net:6379 

Note: The same Azure Cache service can be used as both session manager and cache server. 

 

2.5.9.5.1.4.1.1 JSP Redis 

Optionally, a number of configuration parameters can be provided for the cache server: 

- CACHE_SERVER 

 

redis:username:password@host:port?expiry=EXPIRY&suspend=SUSPEND&timeout=T
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IMEOUT&connectTimeout=CONNECTTIMEOUT&database=DATABASE&connectio

nPoolSize=POOLSIZE&connectionMinimumIdleSize=IDLESIZE&retryAttempts=RET

RYATTEMPTS&retryInterval=RETRYINTERVAL 

Where the parameters are: 

- EXPIRY 

The number of seconds before cached data expires and is re-read from the database server. 

As default the expiry time is 300 seconds (5 minutes). 

- SUSPEND 

The number of seconds for which caching is suspended if connection to the configured 

cache server fails. (Failure to connect to the configured cache server may slow down 

website response times significantly, so attempts to connect to the cache server are 

suspended for a period of time for the cache server to eventually recover). 

As default the suspend time is 300 seconds (5 minutes). 

- TIMEOUT 

The response timeout in milliseconds. 

As default the timeout time is 2500 milliseconds. 

- CONNECTTIMEOUT 

The connect timeout in milliseconds. 

As default the timeout time is 10000 milliseconds. 

- DATABASE 

The database index number to be used. 

As default the database index number is 0. 

- POOLSIZE 

The connection pool size. 

As default the connection pool size is 64. 

- IDLESIZE 

The minimum idle connection pool size. 

As default the idle connection pool size is 24. 

- RETRYATTEMPTS 

The number of failed connection retry attempts. 

As default the retry attempts is 3. 

- RETRYINTERVAL 

The time interval between failed connection retry attempts in milliseconds. 

As default the retry interval is 1500. 

For details on the parameters, please see the general documentation on the Redisson Java 

client library. 

2.5.9.5.1.4.1.2 .NET Redis 

Optionally, a number of configuration parameters can be provided for the cache server: 
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- CACHE_SERVER 

 

redis:username:password@host:port?expiry=EXPIRY&suspend=SUSPEND&ConnectTi

meout=CONNECTTIMEOUT&SyncTimeout=SYNCTIMEOUT&PoolSize=POOLSIZE

&database=DATABASE 

Where the parameters are: 

o EXPIRY 

The number of seconds before cached data expires and is re-read from the 

database server. 

As default the expiry time is 300 seconds (5 minutes). 

o SUSPEND 

The number of seconds for which caching is suspended if connection to the 

configured cache server fails. (Failure to connect to the configured cache server 

may slow down website response times significantly, so attempts to connect to 

the cache server are suspended for a period of time for the cache server to 

eventually recover). 

As default the suspend time is 300 seconds (5 minutes). 

o CONNECTTIMEOUT 

The connection timeout in seconds. 

o SYNCTIMEOUT 

The synchronous operations timeout in seconds. 

o POOLSIZE 

The number of connections to the cache server. 

o DATABASE 

The cache server database index number. 

As default the database is 0. 

For details on the parameters, please see the general documentation on the 

StackExchange.Redis.Extensions .NET client library. 

2.5.9.5.1.4.1.3 PHP Redis 

Optionally, a number of configuration parameters can be provided for the cache server: 

- CACHE_SERVER 

 

redis:username:password@host:port?expiry=EXPIRY&suspend=SUSPEND 

Where the parameters are: 

o EXPIRY 

The number of seconds before cached data expires and is re-read from the 

database server. 

As default the expiry time is 300 seconds (5 minutes). 
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o SUSPEND 

The number of seconds for which caching is suspended if connection to the 

configured cache server fails. (Failure to connect to the configured cache server 

may slow down website response times significantly, so attempts to connect to 

the cache server are suspended for a period of time for the cache server to 

eventually recover). 

As default the suspend time is 300 seconds (5 minutes). 

For details on the parameters, please see the general documentation on the Redis PHP Session 

Manager functionality. 

2.5.9.5.1.5 PHP 

Microsoft Azure Web App PHP deployment also requires configuration of the additional 

application setting: 

 PHP_INI_SCAN_DIR 

/usr/local/etc/php/conf.d:/home/site/ini 

2.5.9.6 Deployment 
The web content management system is provided as Zip file archive software packages. These 

can be deployed directly to the Microsoft Azure Web App Service; or they can be unpacked 

and uploaded through FTP. 

A number of alternative deployment methods are also supported by Microsoft Azure Web 

App Service. Please see the general Microsoft Azure documentation for details. 

2.5.9.6.1 .NET Zip Deployment (website interface) 
The .NET programming language version of the web content management system can be 

deployed through the Microsoft Azure website address: 

https://XXXXX.scm.azurewebsites.net/ZipDeployUI 

 

Replace “XXXXX” with the automatically assigned website address for your deployed 

web app service – fx. “asbruwcm”. 

Drag-and-drop the AsbruWCM.net.zip file to the deployment web page. Uploading and 

deploying the .zip file may take a few minutes. 

 

When the upload and deployment has been completed you can see the folders and files from 

the web content management system software package. 
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2.5.9.6.2 Zip Deployment (command line) 
Currently, Azure does not support deployment of JSP and PHP directly through the Azure 

Portal. Instead, a command prompt / console shell command such as “curl” must be used. 

First, a username and password is required for deployment. In the Microsoft Azure Portal 

select Dashboard / XXXXX (App Service) / Deployment Center / FTP / Dashboard (button at 

bottom) / User Credentials; and enter a Username and Password and select “Save 

Credentials”. Note the Username and Password. 

The command prompt / console shell command “curl” command to deploy the web content 

management system Zip archive software package is: 

- JSP: 

 

curl –X POST –u AZUREUSERNAME 

https://XXXXX.scm.azurewebsites.net/api/zipdeploy -T AsbruWCM.jsp.zip 

- PHP: 

 

curl –X POST –u AZUREUSERNAME 

https://XXXXX.scm.azurewebsites.net/api/zipdeploy -T AsbruWCM.php.zip 

You will then be prompted to enter the password for the given username, after which the web 

content management system Zip archive software package will be uploaded and deployed. 

This may take a few minutes. 

Note: If the upload/deployment gives a “server error – invalid response” error message, 

simply try again and it should work. 
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2.5.9.6.3 FTP Upload 
Alternatively, you can unpack the web content management system Zip archive software 

package and upload its folders and files to your Azure Web App Service through FTP. 

Note the FTP/FTPS Host Name for your Azure website, and use this and your chosen FTP 

username and password to access your Azure website (please note that the FTP username is 

WEBSITENAME\FTPUSERNAME as noted on the Azure administration page instead of just 

the FTP username entered by you). 

 

The Asbru Web Content Management software package’s files and folders should be 

uploaded to your Azure website’s “/site/wwwroot/” (.NET and PHP) or 

“/site/wwwroot/webapps/ROOT/” folder where the Asbru Web Content Management 

software package’s “config.aspx”/ “config.jsp”/ “config.php”, “index.aspx”/ “index.jsp”/ 

“index.php” files and “App_Code” and “webadmin” folders etc. should be located. Please 

note that all the Asbru Web Content Management software package’s files and folders should 

be uploaded. 

Please note that it may take a few minutes to upload the software package depending on your 

Internet connection speed. 

2.5.9.6.4 PHP Platform Extensions 
Currently, Microsoft Azure Web App PHP deployment does not include support for Redis 

and does not support automated installation of support for Redis. Support for Redis Session 

Manager and/or Cache Server must be installed manually through the Microsoft Azure Web 

App console website address (after deployment of the PHP Asbru Web Content Management 

software package): 

https://XXXXX.scm.azurewebsites.net/webssh/host 

 

Replace “XXXXX” with the automatically assigned website address for your deployed 

web app service – fx. “asbruwcm”. 

Enter the command: 

./install-php-redis.sh 
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This should download, compile and install the Redis extension required for support for Redis. 

After installation the web server is restarted and the connection to the Microsoft Azure Web 

App console is closed. 

2.5.10 Asbru WCMS QuickStart Configuration 
When the web/application environment has been configured and deployed, the web content 

management system should be configured through the automatically given web/application 

server address – for example: 

http://asbruwcm.azurewebsites.net/webadmin/ 

Note: If you access the web/application server address and you are redirected to the 

“unavailable” error web page then your web/application server has not been configured 

correctly or the database server is not available. For example, no database server details or 

incorrect database server details have been configured. 

2.5.10.1 Step 1: Database 
Simply select “Save”. 

Note: The automatically generated Database Connection string should not be changed (this 

should only be configured through the Azure Web App Service Application Settings) 

Note: Database Connection Read Only is only displayed for database server configurations 

with separate Writer and Reader database server instances. 

 

2.5.10.2 Step 2-6: Licenses, Superadmin, Content, Design, Settings 
Please see 3 Quickstart Configuration - 3.3 License and onwards for details. 

2.5.10.3 Website - Media Storage 
Note: The automatically configured Configuration / System / Website / Media Storage 

settings should not be changed (these should only be configured through the Azure Web App 

Service Application Settings). 
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2.5.10.4 Connection Timeout 
Database initialisation and import may take a number of minutes resulting in a connection 

timeout, but the database initialisation and import should continue to run in the background. 

You can simply access the web content management system administration database 

configuration pages again, and the web content management system may show that the 

database initialisation and import is still running. When the database initialisation and import 

has completed you can use the web content management system administration. 
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3 Quickstart Configuration 

After installing the Asbru Web Content Management system files to your website root/home 

directory, access your website using your usual website domain name or IP number. If your 

web server and programming/scripting language is working correctly, you should now 

automatically get access to the Asbru Web Content Management system’s Quickstart 

Configuration web page. 

  

The Quickstart Configuration web page shows a few simple steps to configure and start using 

the Asbru Web Content Management system. The next step to be configured is displayed. 

Please select/enter the requested quickstart configuration details such as the database 

connection string, license keys, superadmin and contact details and the initial website content. 

 

After completing a step or by selecting Home in the left-hand menu, you return to the 

Quickstart Configuration web page and continue with the next step. 

 

When the few simple steps have been completed you will see the Asbru Web Content 

Management main administration page instead of the Quickstart Configuration page. 

3.1 Server 
The Asbru Web Content Management system is a pure web application so it should run on 

any web server which supports one of the available programming language versions. Apart 

from that there are only a few “special” requirements. Primarily, that it is installed in the right 

location on the web server, and that the Asbru Web Content Management system has 

permissions to create/write files on the web server. 

The server quickstart configuration lists and checks a number of different server settings and 

requirements: 

• Web Content Management system installation 

The Asbru Web Content Management system software must be installed in the website’s 

home/root folder - the folder on the web server which your “www.yourwebsite.com” 

website domain name address points to, so that 

“http://www.yourwebsite.com/webadmin/” gives access to the web content management 

system administration web pages. 

 

• Web Content Management system configuration 

The Asbru Web Content Management system uses a number of configuration files, which 

it must have permission to create and write – at least initially when the web content 

management system is configured. 

 

• Website file create/write permissions 

The Asbru Web Content Management system must have permissions to create and write 

files in the “image”, “file” and “upload” to be able to upload images and other files to the 

website. To publish content to user-friendly, static filenames on the website as for 

example “products.html”, the Asbru Web Content Management system must also have 

permissions to create and write files in the website home/root folder and/or in other 

folders for content published to static filenames. 
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If the Asbru Web Content Management system server check reports any errors (in red text), 

you need to check and modify your web server configuration and/or your installation of the 

Asbru Web Content Management system. You should also note eventual warnings (in yellow 

text) of limitations reported by the Web Content Management system server check. 

 

3.2 Database 
Everything in the Asbru Web Content Management system is database driven. The first 

essential configuration step is to configure, which database the Asbru Web Content 

Management system shall use. You must configure your database before using any other 

features of the Asbru Web Content Management system. Otherwise, anything you do may 

result in errors or may only be applied to a default temporary database and be lost when you 

configure your database. 

 

The web content management system needs to be configured with a database connection 

string which defines the type of database, the name of the database, the location of the 

database, the method to be used to connect to the database and the username and password to 

be used to connect to the database. 

 

First, you must create the database to be used by the web content management using your 

general system / database administration tools, or your database details may be provided to 

you by your web hosting service provider / system administrator. 

 

The database quickstart configuration lists a number of different database connection options 

for different types of databases. Select an appropriate option for your database. This will set 

the database connection string to the correct format for that type of database and database 

connection. Then modify the database name, address, username and password in the database 

connection string to match your database details and select Save. 
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For details on the different database connection options please see the following database 

configuration sections of this user guide. Due to system differences the database configuration 

differs depending on which operating system, programming/scripting language and database 

product you use for your Asbru Web Content Management system. Please see 3.2.1 Database 

Connection for .NET, 3.2.2 Database Connection for JSP, or 3.2.3 Database Connection for 

PHP respectively for the programming/scripting language you use. Finally, please continue 

with 3.2.4 Database Connection String. 

 

  
 

3.2.1 Database Connection for .NET 
If your programming/scripting language is .NET you have the choice between accessing your 

database directly or through an ODBC Data Source Name (DSN).  

 

The Asbru Web Content Management system can access all supported database products 

directly through a given database driver. To connect to your database directly, your web 

hosting provider must provide you with the name of your database instance as well as the 

username and password to connect to your database instance. Your web hosting provider must 

also have installed and configured the native database driver to be used. Please note that 

default direct database driver configuration options are not provided for all database servers. 

For other database servers and drivers, please see your database server and database driver for 

database connection string details and simply put "mssql:", "mysql:", "oracle:", "db2:" or 

"pgsql:" infront of the database connection string. 

 

The Asbru Web Content Management system can access all supported database products 

through an ODBC Data Source Name (DSN). To access the database through an ODBC Data 

Source Name (DSN) your web hosting provider must configure an ODBC Data Source Name 

(DSN) on your web/database server and provide you with the name of the ODBC Data Source 

Name (DSN) as well as the username and password to connect to your database instance. 

 

To configure the Asbru Web Content Management system to access your database instance 

directly through a native database driver, please select one of the following options: 

 

• Microsoft SQL Server 
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• MySQL Database Server 

 

• Oracle Database Server 

 

• IBM DB2 Universal Database Server 

 

• PostgreSQL Database Server 

 

To configure the Asbru Web Content Management system to access the database through the 

ODBC Data Source Name (DSN) go to the Database section in the System menu and select 

the relevant option for your database product. You can choose one of the following options: 

 

• Microsoft SQL Server - ODBC Data Source Name (DSN) 

 

• MySQL Database Server - ODBC Data Source Name (DSN) 

 

• Oracle Database Server - ODBC Data Source Name (DSN) 

 

• IBM DB2 Universal Server – ODBC Data Source Name (DSN) 

 

• PostgreSQL Database Server – ODBC Data Source Name (DSN) 

 

When you have chosen your database server, please adjust your database connection string as 

described in 3.2.4 Database Connection String. 
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3.2.2 Database Connection for JSP 
If your programming/scripting language is JSP you can connect to your database instance 

directly through native database drivers, through an ODBC Data Source Name (DSN) or 

through a Java Data Source. 

 

• If a Java Data Source has been configured with the name “jdbc/wcm” and no other 

database connection string has been configured in the web content management system 

then the web content management system will automatically use the “jdbc/wcm” Java 

Data Source. 

 

• To connect to your database through a another Java Data Source, your web hosting 

provider must configure a Java Data Source for your Java application server and provide 

you with the name of the Java Data Source as well as the username and password to 

connect to your database instance. 

 

• To connect to your database through an ODBC Data Source Name (DSN), your web 

hosting provider must configure an ODBC Data Source Name (DSN) on your 

web/database server and provide you with the name of the ODBC Data Source Name 

(DSN) as well as the username and password to connect to your database instance. Your 

web hosting provider must also have installed and configured the 

“sun.jdbc.odbc.JdbcOdbcDriver” database driver. 

 

• To connect to your database directly, your web hosting provider must provide you with 

the name of your database instance as well as the username and password to connect to 

your database instance. Your web hosting provider must also have installed and 

configured the native database driver to be used. 

 

The Asbru Web Content Management database configuration includes options for the 

standard native database drivers such as “oracle.jdbc.driver.OracleDriver”. However, any 

JDBC compliant database driver can be used. Simply change the database driver class 

name (i.e. “oracle.jdbc.driver.OracleDriver”) and connection parameters (i.e. 

“jdbc:oracle:thin:@localhost:1521:database”) parts of the Asbru Web Content 

Management database connection string as required for your preferred database driver. 

 

To configure the Asbru Web Content Management system to access your database instance 

directly through a native database driver, please select one of the following options: 

 

• Microsoft SQL Server 
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• MySQL Database Server 

 

• Oracle Database Server 

 

• IBM DB2 Universal Database Server 

 

• PostgreSQL Database Server 

 

To configure the Asbru Web Content Management system to access your database instance 

through an ODBC Data Source Name (DSN), please select one of the following options: 

 

• Microsoft SQL Server - ODBC Data Source Name (DSN) 

 

• MySQL Database Server - ODBC Data Source Name (DSN) 

 

• Oracle Database Server - ODBC Data Source Name (DSN) 

 

• IBM DB2 Universal Database Server – ODBC Data Source Name (DSN) 

 

• PostgreSQL Database Server – ODBC Data Source Name (DSN) 

 

To configure the Asbru Web Content Management system to access your database instance 

through a Java Data Source, please select one of the following options: 

 

• Microsoft SQL Server - Java Data Source 

 

• MySQL Database Server - Java Data Source 

 

• Oracle Database Server - Java Data Source 

 

• IBM DB2 Universal Database Server – Java Data Source 

 

• PostgreSQL Database Server – Java Data Source 

 

When you have chosen a database option, please adjust your database connection string as 

described in 3.2.4 Database Connection String. 
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3.2.3 Database Connection for PHP 
If your programming/scripting language is PHP you can connect to your database instance 

directly through native database drivers or through an ODBC Data Source Name (DSN): 

 

• To connect to your database through an ODBC Data Source Name (DSN), your web 

hosting provider must configure an ODBC Data Source Name (DSN) on your 

web/database server and provide you with the name of the ODBC Data Source Name 

(DSN) as well as the username and password to connect to your database instance. 

 

• To connect to your database directly, your web hosting provider must provide you with 

the name of your database instance as well as the username and password to connect to 

your database instance. 

 

To configure the Asbru Web Content Management system to access your database instance 

directly through a native database driver, please select one of the following options: 

 

• Microsoft SQL Server 
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• MySQL Database Server 

 

• Oracle Database Server 

 

• IBM DB2 Database Server 

 

• PostgreSQL Database Server 

 

To configure the Asbru Web Content Management system to access your database instance 

through an ODBC Data Source Name (DSN), please select one of the following options: 

 

• Microsoft SQL Server - ODBC Data Source Name (DSN) 

 

• MySQL Database Server - ODBC Data Source Name (DSN) 

 

• Oracle Database Server - ODBC Data Source Name (DSN) 

 

• IBM DB2 Universal Database Server – ODBC Data Source Name (DSN) 

 

• PostgreSQL Database Server – ODBC Data Source Name (DSN) 

 

When you have chosen a database option, please adjust your database connection string as 

described in 3.2.4 Database Connection String. 
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3.2.4 Database Connection String 
When you have selected your database connection option, the Database field will display a 

default “database connection string”. Replace “database”, “username” and “password” in the 

default “database connection string” with the ODBC Data Source Name (DSN) / database 

instance name, username and password for your database instance as provided by your web 

hosting provider. 

 

Your database server may run on the same computer as your web server or the database server 

and web server may run on separate computers depending on your web hosting provider: 

 

• If your database server runs on the same computer as your web server, please leave 

“localhost” as it is in your database connection string. 

 

• If your database server runs on a different computer than your web server, please replace 

“localhost” in your database connection string with the Internet domain name or IP-

number of the database server as provided by your web hosting provider. 

 

After selecting a database option and adjusting the database connection string please select 

Save. 

 

If you get an error please wait a minute and select Save again as the web server may take a 

few seconds to recognise the database configuration. If you continue to get an error please 

check your database connection string and select Save again. 

 

If the connection to your database instance is working correctly – that is if you do not get an 

error when you select Save – you are ready to initialise your database. 

 

Optionally, the web content management system can also be configured to use additional 

“read only” and usagelog database instances for increased availability, performance and 

scalability. Please see the Configuration Guide – Database Configuration – Database 

Connection section for details. 

3.3 License 
To use the Asbru Web Content Management system you must obtain a license from Asbru 

(www.asbrusoft.com) and configure your license key(s). The license may also be provided by 

your web hosting provider, if they have provided you with the Asbru Web Content 

Management system. 

 

The Asbru Web Content Management system and licenses are available in different editions 

with access to different features of the Asbru Web Content Management system. 

 

• Personal 

Single-user system for an individual website administrator to create and manage a small 

business or personal website. 

 

• Professional 

Full standard system, which supports all business needs for a larger website and multiple 

website administrators. 
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• Enterprise 

Extended system, which supports back-end integration with other technical and business 

systems. 

 

• Hosting 

Internet, Hosting and Application Service Provider system, which supports easy hosting 

and administration for multiple clients. 

 

A number of Asbru Web Content Management Add-On modules and licenses are also 

available: 

 

• E-Commerce 

Product catalogue, shopping cart, checkout, payment processing, order confirmation, 

order notification and order tracking. 

 

• Community 

User registration, personalisation, message board, chat forum, issue tracker, polls, 

mailing list and communication tools. 

 

• Databases 

Database creation, import/export, synchronisation, database administration and browse & 

search. 

 

• Statistics 

Website usage statistics for monitoring how and how much the website is used. 

 

• Experience 

Website visitor segmentation and content personalisation, content variants user tests, and 

website heatmaps. 

 

To configure your Asbru Web Content Management system and Add-On modules licenses 

please copy/enter all the license codes provided by Asbru into the appropriate fields and select 

Save. 

 

If you get an error when you select Save please check the license codes and try again. 
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3.4 Superadmin 
The Asbru Web Content Management superadmin is your main website administrator with 

special permissions and access to configure your system. 

 

A username and password as well as an e-mail address must be configured for your 

superadmin website administrator. As default the superadmin username and password is 

configured to “admin” and “admin”. You should change the password to something else or 

anyone can easily get unauthorised access to manage your website. 

 

It is important that you remember your superadmin username and password or you may not be 

able to get access to the Asbru Web Content Management system and to manage your 

website. 

 

As a safeguard you should also configure a working e-mail address for your superadmin 

website administrator and remember to update it if it changes. If you loose your superadmin 

username and password the only easy way to retrieve them is to have them e-mailed to the 

configured superadmin e-mail address. Otherwise, you will have to access your database 

directly and manually to reset or retrieve the superadmin username and password. 

 

An additional email address to which your website contact forms etc. are sent to as default 

should also be configured. 

 

If you are using the E-Commerce Add-On module an additional email address to which your 

website orders etc. are sent to as default should also be configured. 

  

To configure your Asbru Web Content Management system superadmin and email addresses 

please enter your preferred username, password and e-mail addresses and select Save. 
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3.5 Website Content 
To get you started quickly with your website you can import your existing HTML file-based 

website or import one of a number of different example and quickstart websites included with 

the Asbru Web Content Management system. 

 

Later, you can reimport your existing HTML file-based website or an example/quickstart 

website through the Database Configuration web content administration pages (Please see the 

Configuration Guide for details). 

3.5.1 Import Existing Website 
If you have an existing HTML file-based website you can select the “Import your existing 

website” option. Then you can select an “Editable region for page title” and an “Editable 

region for page content”. If your existing website’s HTML files are created using 

Dreamweaver templates a number of different “editable regions” extracted from your website 

HTML files may be listed and you should select which (if any) of your editable regions 

contains your web pages’ title and which (if any) of your editable regions contains your web 

pages’ primary content. Otherwise you should simply choose the default “none“ and “all” 

options. Finally, select “Initialize & Import Website” to import your existing website HTML 

files. 

 

The web content management system will then analyze and import “.dwt” files, 

“.html”/”,htm” files, images and other files on your website.  

 

Each of your “.html”/”.htm” files will be stripped of any other content than the region selected 
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below and will be imported as a “page” in the web content management system. If there is an 

“index.html” file in the website home/root folder this page will become the “Default Page 

(Homepage)” in the web content management system.  

 

If there are “.dwt” files on your website they will be imported as “templates” in the web 

content management system and these templates will be used for the “pages” created from 

your “.html”/”.htm” website files. If there are any additional regions in your “.dwt” files they 

will be imported as “classes”/”elements” in the web content management system. 

3.5.2 Import Example/Quickstart Website 
Alternatively, the available example and quickstart websites are listed. Some of the listed 

example and quickstart websites may be disabled and greyed out depending on your 

configured license keys. 

 

• Basic 

A blank website with pre-created and pre-configured Special Pages. This is the 

recommended option for you to create your own website from scratch. 

 

• Empty 

A completely blank website for you to create everything from scratch including all 

required Special Pages. (Usually the “Basic” website should be used instead of the 

“Empty” website). 

 

• Business Website Professional Suite (recommended) 

Advanced example website using a wide selection of the web content management 

system functionality. 

This is the recommended option for your initial website content for an easy to modify, 

ready to use website template with most of the website content and functionality typically 

used on a company website. Unwanted website content and functionality can easily be 

removed; and the website content and design can easily be modified; and additional 

website content and functionality can be added. 

 

• Eagle Golf 

Advanced example websites using a wide selection of the web content management 

system functionality. A number of different Eagle Golf example websites for the different 

editions of the Asbru Web Content Management system are available. 

 

To initialise your website content please select the “Select Website” button for one of the 

listed example and quickstart websites and select the “Initialise & Import Website” button to 

confirm the website content initialisation (or select the “Step 4: Website Content” tab to list 

all the available example and quickstart website options again). 

 

This will import the selected website content data into the web content management system 

database. This may take a few minutes or several minutes to complete. Database import 

progress information is displayed in your web browser. 

 

If your database initialisation did not complete successfully, you need to reinitialise your 

database. Please repeat the database initialisation steps as described above or as described in 

detail in the 3.2 Database section. If your imported website content is relatively large and/or 

your database server is relatively slow at importing the data your web server may "timeout" 

before the database import is completed, and you may need to increase the resources available 
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to the website content import. Please see the Configuration Guide – Database Configuration – 

Advanced Import section for details. 

 

 

3.6 Website Design 
To get you started quickly with your website a number of different quickstart website designs 

are included with the Asbru Web Content Management system. The available quickstart 

website designs are listed. 

 

Please note that your selected/imported Website Content example/quickstart website may also 

already have imported a website design in which case this final Website Design quickstart 

configuration step will be skipped. 

 

To import your website design please select the “Select Website Design” button for one of the 

listed website designs and select the “Import Website Design” button to confirm the website 

design import (or select the “Step 5: Website Design” tab to list all the available website 

design options again). 

 

This will import the selected website design data into the web content management system 

database. This should only take a few seconds or a few minutes to complete. Database import 

progress information is displayed in your web browser. 
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3.7 Website Settings 
Finally, you can adjust a number of website settings. 

The basic website settings are two special HTML headers, which tells web browsers which 

version of HTML code and which character set encoding you are using for your website. If 

you do not have any preferences for this, simply leave the “HTML DOCTYPE” blank or 

select the “HTML 4.01 Transitional” option, and set the “HTML Content-Type charset” to the 

default “UTF-8”. 

A number of additional website settings may also be listed depending on your imported 

Website Content and Website Design. You may simply want to leave these as they are, 

initially, and change them later. 
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4 Installed and Configured 

Once you have configured the database, license, superadmin, website content and website 

design as described in the previous sections, you are ready to start using the Asbru Web 

Content Management system.  

 

There are many further configuration options to customise the Asbru Web Content 

Management system and to enable additional features to suit your requirements. You can 

reconfigure the Asbru Web Content Management system and enable or disable features at any 

time – even after using the system extensively, so there is no need to enable features until you 

actually need them. Please see the separate Configuration Guide document for details. 

 

Initially, we recommend you to use the basic web content management features to get familiar 

with the basics, which are described in the separate Website Editor Guide and Website 

Administrator Guide. 

 

When you configured and initialised the Asbru Web Content Management database, you were 

automatically “logged in” as the superadmin website administrator. You can “logout” by 

selecting the “Logout” link in the top-right hand corner of the Asbru Web Content 

Management administration web page. 

 

When you logout you will see your new example website homepage. 
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4.1 Login 
To access the Asbru Web Content Management system to manage your website you must 

open your usual website address followed by “/webadmin/”. For example, if you usually 

access your website using the address “http://127.0.0.1”, you must use the address 

“http://127.0.0.1/webadmin/” to access the Asbru Web Content Management system. 

 

When accessing the Asbru Web Content Management system you must first authenticate 

yourself using the configured superadmin or another configured website administrator 

username and password to login. Please note that you must enter the username and password 

exactly as configured with lowercase/uppercase, spacing and punctuation etc. 

 

 

4.2 Logout 
After a successful login you have access to the Asbru Web Content Management system for 

your website – and so has anybody else with access to your computer. Before leaving your 

computer for a longer or shorter period of time you should logout from the Asbru Web 

Content Management system to prevent others from using it to make changes to your website. 

This is especially important if you use a computer which other people have access to. 

 

To logout from the Asbru Web Content Management system, please select the “Logout” link 

in the top-left hand corner of the Asbru Web Content Management administration and Browse 

& Edit pages. After logging out you will see your website homepage. 

 

You will also be logged out automatically after some time depending on the configuration of 

your web server. Technically, your login/logout is controlled through so-called “session 

variables” on your web server. Your web server may be configured to automatically expire 

session variables after anything from a few minutes to a few days. 
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Please note that you will need to login again if your web server session variables and thus 

your login expire while you are using the Asbru Web Content Management system. E.g. if 

you are using a long time to edit the content of one of your web pages and your login expires 

before you save, your changes will be lost. If you experience this problem you should make 

sure to save your work regularly. Alternatively you can ask your web hosting provider to 

“increase the web server session variable expiration time”. Usually your web server 

configuration should be fine, but occasionally it may have been configured to expire session 

variables after just a few minutes. 

4.3 Retrieve superadmin username and password 
You should make sure not to forget and loose your superadmin username and password, 

which are essential to get full access to the Asbru Web Content Management system for your 

website. 

 

However, if you do forget and loose your superadmin username and password you will be 

able to retrieve it if you have configured a working superadmin e-mail address. 

 

To retrieve a forgotten and lost superadmin username and password you must open your usual 

website address followed by “/webadmin/password/”. For example, if you usually access your 

website using the address “http://127.0.0.1”, you must use the address 

“http://127.0.0.1/webadmin/password/” to have your superadmin username and password e-

mailed to your configured superadmin e-mail address. 

 

 
 

If you have forgotten and lost your superadmin username and password and your configured 

superadmin e-mail address is not configured or is not working, there is no other easy way to 

retrieve your superadmin username and password. 

 

Alternatively, you must access your Asbru Web Content Management database manually and 

reset the superadmin username and password to the default “admin” and “admin” using the 

following SQL database command statements: 

 

DELETE * FROM config WHERE configname=’superadmin’; 

DELETE * FROM config WHERE configname=’superadmin_password’; 
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WARNING: This requires specialist technical knowledge and errors may cause loss of part of 

or all of your website content etc. Please do not loose your superadmin username and 

password. 

4.4 Home 
After a successful login to the Asbru Web Content Management system you will see the main 

administration page. 
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5 Software Updates 

The Asbru Web Content Management system is improved and extended, continuously, and 

new releases may be made available for download from the Asbru website 

(www.asbrusoft.com). 

 

The current version of the Asbru Web Content Management system is displayed in the footer 

at the bottom of all the web content management system administration pages for v6.3 or 

newer. (For older versions the current version number is not visible on the web content 

management system administration pages, but it can be identified by the web content editor 

version number displayed at the bottom of the web content editor help pop-up window). 

 

This section describes the general procedure for upgrading the Asbru Web Content 

Management system. However, the upgrade procedure may vary for some releases. Please 

make sure to read and follow any special upgrade instructions on the Asbru website. 

 

Upgrading the Asbru Web Content Management should usually never cause any of your 

website content and other data to be modified or deleted. However, before upgrading the 

Asbru Web Content Management you should always make a backup copy of your existing 

program files, data files and database, which you can restore if anything goes wrong with the 

upgrade. 

 

5.1 Download and Installation 
To download and install a new release of the Asbru Web Content Management system, 

simply download a package in an appropriate format, unpack it and copy it to your website 

folder in a similar way to your initial installation. The program files in the new release should 

replace your existing program files – except for a few files. When upgrading you should not 

replace but keep your existing files of the following (located in the root folder of your 

website): 

 ini.aspx and/or ini.jsp and/or ini.php 

 ini.webadmin.aspx and/or ini.webadmin.jsp and/or ini.webadmin.php 

 defaults.aspx and/or defaults.jsp and/or defaults.php 

 

These files contain settings for your website. If you accidentally replace these files, your 

website may behave erroneously. However, your website settings are not lost but can and 

should be restored by opening the following web address in your web browser: 

 http://127.0.0.1/webadmin/database/upgrade.aspx 

if you are using the .NET version of the Asbru Web Content Management system, or: 

 http://127.0.0.1/webadmin/database/upgrade.jsp 

if you are using the JSP version of the Asbru Web Content Management system, or: 

 http://127.0.0.1/webadmin/database/upgrade.php 

if you are using the PHP version of the Asbru Web Content Management system. 

Please note that you must replace “127.0.0.1” with your own website address, and that “log 

in” using the superadmin administrator username and password for your website is required. 

5.2 Database Upgrade 
Immediately, after installing a new release of the Asbru Web Content Management system, 

you should always “log in” as the superadmin website administrator. 
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New releases of the Asbru Web Content Management system may require you to upgrade 

your database model. When you “log in” as the superadmin website administrator after 

installing a new release of the Asbru Web Content Management system, you may be 

presented with a “database upgrade required” message. Simply select the provided link to 

upgrade your database, which is done automatically. 
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6 Internationalisation 

The Asbru Web Content Management system supports internationalisation with translations 

of all text to other languages than the default (English) and automatic detection of each 

website administrator’s language preferences. 

6.1 Asbru Web Content Management system texts 
All texts in the Asbru Web Content Management system are located in the “/WEB-

INF/classes/hardcore.properties” file. This file contains the default texts used if no specific 

language is selected and available. 

Additional language files can be created with translations of all texts to other languages. As 

default a Danish language translation file is included. The “/WEB-

INF/classes/hardcore_da.properties” file contains all texts in the Asbru Web Content 

Management system translated to Danish. 

To add support for other languages, simply copy the “/WEB-INF/classes/hardcore.properties” 

file and translate its contents. The copied file must be named “/WEB-

INF/classes/hardcore_xx.properties” where “xx” is the ISO 639 language code such as: 

• ar – Arabic 

• de – German 

• en – English 

• es – Spanish 

• fr – French 

• ja – Japanese 

• zh – Chinese 

 

Additional language files for language variations can be created with translations for 

individual countries. To add support for language variations, simply copy the “/WEB-

INF/classes/hardcore.properties” file or another language file and translate its contents. The 

copied file must be named “/WEB-INF/classes/hardcore_xx_YY.properties” where “xx” is 

the ISO 639 language code as described above and where “YY” is the ISO 3166 country code 

such as: 

• AU – Australia 

• CA – Canada 

• GB – United Kingdom 

• US – United States 

 

To change the default language, simply replace the default English “/WEB-

INF/classes/hardcore.properties” file with a copy of another language file. 

6.2 Asbru Web Content Editor texts 
All texts in the Asbru Web Content Editor are located in the 

“/webadmin/webeditor/properties.js” file. This file contains the default texts used if no 

specific language is selected and available. 
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Additional language files can be created with translations of all texts to other languages. As 

default a Danish language translation file is included. The 

“/webadmin/webeditor/properties_da.js” file contains all texts in the Asbru Web Content 

Editor translated to Danish. 

To add support for other languages, simply copy the “/webadmin/webeditor/properties.js” file 

and translate its contents (and add the language to the 

“/webadmin/webeditor/webeditor.properties.js” as described below). The copied file must be 

named “/webadmin/webeditor/properties_xx.js” where “xx” is the ISO 639 language code 

such as: 

• ar – Arabic 

• de – German 

• en – English 

• es – Spanish 

• fr – French 

• ja – Japanese 

• zh - Chinese 

 

Additional language files for language variations can be created with translations for 

individual countries. To add support for language variations, simply copy the 

“/webadmin/webeditor/properties.js” file or another language file and translate its contents. 

The copied file must be named “/webadmin/webeditor/properties_xx_YY.js” where “xx” is 

the ISO 639 language code as described above and where “YY” is the ISO 3166 country code 

such as: 

• AU – Australia 

• CA – Canada 

• GB – United Kingdom 

• US – United States 

 

To change the default language, simply replace the default English 

“/webadmin/webeditor/properties.js” file with a copy of another language file. 

To add support for new language files, the “/webadmin/webeditor/webeditor.properties.js” 

file must be modified. Add the language/country code to the following line at the top of the 

file: 

var webeditor_languages = "|da|en|"; 

To add support for a new language file name “/webadmin/webeditor/properties_xx.js” modify 

the line to: 

var webeditor_languages = "|da|en|xx|"; 

To add support for a new language file name “/webadmin/webeditor/properties_xx_YY.js” 

modify the line to: 

var webeditor_languages = "|da|en|xx_YY|"; 

The language/country codes must be separated and enclosed by | characters. 
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6.3 Website Administrator Language Preferences 
The language used by the Asbru Web Content Management is selected by each individual 

website administrator through his/her web browser’s language preferences settings. 

In Microsoft Internet Explorer language preferences can be selected through the Tools – 

Internet Options – General – Languages menu/window. Please see the Microsoft Internet 

Explorer documentation for details. 

 

In Mozilla language preferences can be selected through the Edit – Preferences – Navigator – 

Languages menu/window. Please see the Mozilla documentation for details. 

 

The Asbru Web Content Management system will detect the selected web browser language 

preferences and use one of the selected languages if available. If none of the selected 

languages are available the default language will be used. 
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7 Add-On Modules and Extensions and programming API scripts 

7.1 Custom / Third-Party Add-On Modules 
The Asbru Web Content Management system enables you to create your own custom add-on 

modules and to use third-party developed add-on modules. 

Custom / third-party add-on modules can be integrated with the Asbru Web Content 

Management system administration pages and can have their own administration section 

and/or add menu-items to the existing administration sections. 

Cusom /third-party add-on modules can also be payment service provider modules for use 

with the E-Commerce Add-On module 

7.1.1 Installation and Configuration 
To install an additional add-on module the module files must be copied to the web server (as 

default as a new folder under the "/webadmin/module/" folder). 

The Asbru Web Content Management system must be configured to load the additional add-

on module by editing the "/webadmin/module/config.xxx" file (where "xxx" is "aspx", "jsp" 

or "php" depending on which version of the Asbru Web Content Management system you are 

using) and adding an additional line to the bottom of the file. For example to activate the 

"example" module add the following lines: 

• .NET: 

<!-- #include file="example/config.aspx" --> 

• JSP: 

<%@ include file=" example /config.jsp" %> 

• PHP: 

<?php include " example /config.php"; ?> 

If multiple add-on modules are configured the order of them determines the order their 

administration sections and menu items are displayed on the web content management system 

administration pages. 

7.2 Custom / Third-Party Extensions 
The Asbru Web Content Management system enables you to create your own custom 

extensions and to use third-party developed extensions. 

Custom / third-party extensions can be integrated with the Asbru Web Content Management 

system content to include content from other applications and sources than the web content 

management system. 

7.2.1 Installation and Configuration 
To install an additional extension the extension file must be copied to the web server (as 

default as a new file under the "/webadmin/extension/" folder). No configuration is required. 
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7.3 Product Availability and Delivery Custom /Third-Party Extensions 
The Asbru Web Content Management system E-Commerce Add-On module enables you to 

create your own product availability and delivery custom extensions and to use third-party 

developed extensions. 

Product availability and delivery custom / third-party extensions can be integrated with the 

Asbru Web Content Management system E-Commerce Add-On module to check product 

availability and handle automated product delivery through other applications and sources 

than the web content management system. 

7.3.1 Product Availability Custom/Third-Party Extensions 
Product availability custom/third-party extensions can be used on product, shopping cart and 

checkout pages to check if a product is available. For example, to check your own external 

stock inventory system to see if a product is in stock; or to check a supplier’s external stock 

inventory system to see if a product is in stock and can be ordered; or to check if non-physical 

products such as usernames, email addresses and Internet domain names are available or have 

already be registered. 

7.3.1.1 Installation and Configuration 
To install an additional product availability extension the extension file must be copied to the 

web server (as default as a new file under the "/webadmin/productavailability/" folder). No 

configuration is required. 

7.3.2 Product Delivery Custom/Third-Party Extensions 
Product delivery custom/third-party extensions can be used to automatically generate digital 

products and to update external systems when a product has been ordered. For example, to 

update your own external stock inventory system; or place an order with a supplier; or to 

generate/deliver non-physical products such as usernames, email addresses and Internet 

domain names. 

7.3.2.1 Installation and Configuration 
To install an additional product delivery extension the extension file must be copied to the 

web server (as default as a new file under the "/webadmin/productdelivery/" folder). No 

configuration is required. 

7.4 Workflow Action Custom/Third-Party Extensions 
The Asbru Web Content Management system enables you to create your own workflow 

action custom extensions and to use third-party developed extensions. 

Workflow action custom / third-party extensions can be integrated with the Asbru Web 

Content Management system to make and log content administration actions through other 

applications and sources than the web content management system. 

7.4.1 Installation and Configuration 
To install an additional workflow action extension the extension file must be copied to the 

web server (as default as a new file under the "/webadmin/workflowaction/" folder). No 

configuration is required. 
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7.5 Web Content Editor Custom/Third-Party Extensions 
The Asbru Web Content Management system enables you to create your own web content 

editor custom extensions and to use third-party developed extensions. 

Web content editor custom / third-party extensions can be integrated with the Asbru Web 

Content Management system to use other web content editors than the Asbru Web Content 

Editor included in the web content management system. 

7.5.1 Installation and Configuration 
To install an additional web content editor extension the extension file(s) must be copied to 

the web server (as default as a new file under the "/webadmin/webeditors/EXTENSION 

NAME/" folder). No configuration is required. 

7.6 Programming API Scripts 
The Asbru Web Content Management system enables you to create your own custom program 

scripts to extend and customize the web content management system’s functionality. 

7.6.1 Installation and Configuration 
To install programming API scripts they must be copied to the web server (as default as a file 

under the "/webadmin/api/" folder). No configuration is required. 

7.6.2 External Website Publishing/Archiving Programming API 
As default the Asbru Web Content Management system runs on the actual website and 

delivers the website content dynamically. However, for special requirements you may want to 

program your own program scripts to be executed when a content item is published or 

unpublished in the web content management system - for example to copy the file to another 

web server or an archive/backup server. 

When a new or updated content item with a “static filename” is published the web content 

management system will check if a “/webadmin/api/published”, 

“/webadmin/api/published.bat” or “/webadmin/api/published.sh” file exists and execute it 

with the published content item’s static filename as parameter. 

When a content item with a “static filename” is unpublished the web content management 

system will check if a “/webadmin/api/unpublished”, “/webadmin/api/unpublished.bat” or 

“/webadmin/api/unpublished.sh” file exists and execute it with the published content item’s 

static filename as parameter. 

7.6.3 File Upload Programming API 
As default the Asbru Web Content Management system simply adds uploaded images and 

other files as content items in the web content management system. However, for special 

requirements you may want to program your own program scripts to be executed when an 

“image” or a “file” is uploaded to the web content management system – for example to 

check files for virus infections or to convert the files to other formats or sizes. 

When an “image” or a “file” is uploaded the web content management system will check if a 

“/webadmin/api/image”, “/webadmin/api/image.bat”, “/webadmin/api/image.sh”, 

“/webadmin/api/file”, “/webadmin/api/file.bat” or “/webadmin/api/file.sh” file exists and 

execute it with the uploaded file’s filename as parameter. 
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Depending on what the program script does and what the web content management system 

should do the program script must return/output: 

• The same filename as passed to the program script as a parameter 

If the program script has not renamed, moved or deleted the uploaded file. 

• The uploaded file’s new filename 

If the program script has renamed or moved the uploaded file. The web content 

management system will then update the content item with the new filename. 

• Nothing 

If the program script has deleted the uploaded file. The web content management system 

will then also delete the content item. 

When an “image” or a “file” is uploaded the web content management system will also check 

if a “/webadmin/api/image1”, “/webadmin/api/image1.bat”, “/webadmin/api/image1.sh”, 

“/webadmin/api/image2”, “/webadmin/api/image2.bat”, “/webadmin/api/image2.sh”, 

“/webadmin/api/image3”, “/webadmin/api/image3.bat”, “/webadmin/api/image3.sh”, 

“/webadmin/api/file1”, “/webadmin/api/file1.bat”, “/webadmin/api/file1.sh”, 

“/webadmin/api/file2”, “/webadmin/api/file2.bat”, “/webadmin/api/file2.sh”, 

“/webadmin/api/file3”, “/webadmin/api/file3.bat” or “/webadmin/api/file3.sh” file exists and 

execute it with the uploaded file’s filename as parameter. Depending on what the program 

script does and what the web content management system should do the program script must 

return/output: 

• The filename of new, alternative copy of the uploaded file 

If the program script has created a new, alternative copy of the uploaded file – for 

example a small resolution version of an image, or a PDF version of a Microsoft Word 

document, or a compressed version of a program file etc. The web content management 

system will then create an additional content item for the new file. The original uploaded 

file’s content item’s corresponding Additional Content / Image 1 / Image 2 / Image 3 / 

File 1 / File 2 / File 3 attribute will point to the new, alternative file’s content item. The 

new, alternative file’s content item’s Content Relations / Page Up attribute will point to 

the original uploaded file’s content item. 

• Nothing 

If the program script has not created a new, alternative copy of the uploaded file. No 

additional content item will be created by the web content management system. 

7.6.4 Validate Content Data Programming API 
If you have special requirements for the website content you can program your own program 

scripts to validate content when/before it is saved to the web content management system. If a 

“/webadmin/api/validatecontent.xxx” (replace “xxx” with your programming language 

extensions: “aspx”, “jsp” or “php”) program script exists then that will be executed when an 

added or updated content item is saved. The content item’s data will be posted to the program 

script as standard HTML POST form data. 

The posted content item data can then be validated and the program script should return a 

structured response to the web content management system: 
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• “OK” 

The content item data are ok and the content item will be saved. 

• “OK:ALERT:MESSAGE” 

The content item data are ok and the content item will be saved and the “MESSAGE” 

will be displayed to the website administrator (replace “MESSAGE” with your own text). 

• “ERROR:CONFIRM:MESSAGE” 

There is a potential problem with the content item data and the website administrator will 

be prompted with the “MESSAGE” to confirm to save or cancel / re-edit the content item 

(replace “MESSAGE” with your own text). 

• “ERROR:ALERT:MESSAGE” 

There is a problem with the content item data and the content item will not be saved. The 

“MESSAGE” will be displayed to the website administrator and the website 

administrator must re-edit the content before it can be saved (replace “MESSAGE” with 

your own text). 

7.6.5 Validate User Data Programming API 
If you have special requirements for the website user accounts you can program your own 

program scripts to validate user data when/before they are saved to the web content 

management system. If a “/webadmin/api/validateuser.xxx” (replace “xxx” with your 

programming language extensions: “aspx”, “jsp” or “php”) program script exists then that will 

be executed when an added or updated user account is saved as well as when a user registers 

on the website. The user account’s data will be posted to the program script as standard 

HTML POST form data. 

The posted user account data can then be validated and the program script should return a 

structured response to the web content management system: 

• “OK” 

The user account data are ok and the user account will be saved. 

• “OK:ALERT:MESSAGE” 

The user account data are ok and the user account will be saved and the “MESSAGE” 

will be displayed to the website administrator (replace “MESSAGE” with your own text). 

For website user registrations the “MESSAGE” will be displayed to the website user. 

• “ERROR:CONFIRM:MESSAGE” 

There is a potential problem with the user account data and the website administrator will 

be prompted with the “MESSAGE” to confirm to save or cancel / re-edit the user account 

(replace “MESSAGE” with your own text). For website user registrations the 

“MESSAGE” will be displayed to the website user. 

• “ERROR:ALERT:MESSAGE” 

There is a problem with the user account data and the user account will not be saved. The 

“MESSAGE” will be displayed to the website administrator and the website 

administrator must re-edit the user account before it can be saved (replace “MESSAGE” 

with your own text). For website user registrations the “MESSAGE” will be displayed to 

the website user. 
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7.6.6 Media Cloud Storage API 
As default the Asbru Web Content Management system stores the website images and files on 

the website server. If the website and the Asbru Web Content Management system run on a 

cluster of website servers they must be setup to use shared or mirrored/replicated file storage 

to make the website images and files available on all the website servers. Alternatively, you 

may want to use a cloud storage service (or some other type of shared storage service) for 

your website images and files. 

When the web content management system is configured to use cloud storage through 

Configuration / System / Website / Media Storage / Cloud Storage the web content 

management system will execute a number of “/webadmin/api/” program scripts when 

website images and files are uploaded, copied, moved/renamed, deleted and downloaded: 

- /webadmin/api/exists.xxx” (replace “xxx” with: “aspx”, “jsp” or “php”) 

The web content managemenet system needs to know if a given website image/file exists 

on the cloud storage. 

- /webadmin/api/upload.xxx” (replace “xxx” with: “aspx”, “jsp” or “php”) 

A new website image/file has been uploaded to the website and should be uploaded to the 

cloud storage. 

- /webadmin/api/copy.xxx” (replace “xxx” with: “aspx”, “jsp” or “php”) 

A website image/file has been copied and should be copied on/to the cloud storage. 

- /webadmin/api/move.xxx” (replace “xxx” with: “aspx”, “jsp” or “php”) 

A website image/file has been moved/renamed and should be moved/renamed on the 

cloud storage. 

- /webadmin/api/delete.xxx” (replace “xxx” with: “aspx”, “jsp” or “php”) 

A website image/file has been deleted and should be deleted from the cloud storage. 

- /webadmin/api/download.xxx” (replace “xxx” with: “aspx”, “jsp” or “php”) 

A modified or non-existing website image/file has been accessed and should be 

downloaded from the cloud storage. 

These “/webadmin/api/” program scripts are included with the web content management 

system with support for a number of cloud storage service providers as well as placeholder 

comments in the program code for you to add your own custom programming for your own or 

other third-party cloud storage service providers. Please see the included “/webadmin/api/” 

program scripts for details. 

7.6.7 One-Time Password Login Programming API 
If you have special requirements for login to the website and or web content management 

system administration using one-time passwords you can program your own program scripts 

to generate and/or distribute one-time password codes when website users and/or website 

administrators login to the website and/or the web content management system. 

When a website user or website administrator login to the website or the web content 

management system administration, the web content management system will check if a 

“/webadmin/api/login”, “/webadmin/api/login.xxx” (replace “xxx” with your programming 

language extensions: “aspx”, “jsp” or “php”), “/webadmin/api/login.bat” or 
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“/webadmin/api/login.sh” file exists and execute it with the entered login username and 

password and one-time password code as well as the user account’s contact details and the 

one-time password code generated by the web content management system as parameters. 

Depending on what the program script does and what the web content management system 

should do the program script must return/output: 

• The same one-time password code as passed to the program script as a parameter 

If the program script has sent the one-time password code to the website 

user/administrator. 

• A new one-time password code 

If the program script has generated a new one-time password code and sent it to the 

website user/administrator. 

• Nothing 

If the program script has not done anything. The web content management system should 

use its own generated one-time password code and email it to the website 

user/administrator. 

7.6.8 Cloud Deployment API 
The Asbru Web Content Management system can be installed on your own servers locally or 

with a hosting service provider of your own choise as well as cloud hosting services. 

For a cloud hosted installation of the web content management system with dynamic 

scalability through addition of additional web servers, the web content management system 

installation may need to automatically detect and connect to the configured database server 

and media cloud storage when a new web server is added. 

As default the Asbru Web Content Management system includes support for a number of 

cloud hosting services and database servers with automatic detection and connection to the 

database server. To use the web content management with other cloud hosting services and/or 

databases than the ones supported as default, you may need to add your own program code to 

automatically detect the configured database server and generate the database connection 

string to be used by the web content management system to connect to the configured 

database server as well as the media cloud storage configuration settings. 

The cloud deployment detection and database connection and media cloud storage is handled 

by the “/config.cloud.xxx” (replace “xxx” with: “aspx”, “jsp” or “php”) special configuration 

program script. To add support for other cloud hosting service providers and database servers, 

simply edit this program script and add your own program code to: 

- Detect the cloud deployment settings through the server environment variables or any 

other way these settings are made available by the cloud hosting services. 

- Set the “database” to the database connection string for the configured database server as 

it would be entered into the web content management system’s Configuration / System / 

Database / Database Connection configuration page. 

- Set the "database_init" configuration setting to any special SQL commands, which may 

be required to create and initialise the database server. 
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- Set the "csservice" configuration setting to one of the supported media cloud storage 

service providers or to any other unique id/name for your cloud storage service provider 

as also used in your Media Cloud Storage API program scripts. 

- Set the "csusername", "cspassword", "csrootpath" and "csURLrootpath" configuration 

settings to the relevant values as they would be entered into the web content management 

system’s Configuration / System / Website / Media Storage configuration page. 

7.6.9 Usagelog Data Summarisation 
The Asbru Web Content Management system Usage Statistics Add-On module includes 

functionality to periodically summarise old usagelog data for reduced database storage space. 

This can be done manually through the web content management system administration 

pages, or you may want to this automatically. To do this automatically, you can use your 

operating system’s general functionality to execute programs periodically to access the web 

content management system’s usagelog data summarisation functionality. 

IMPORTANT: It is strongly recommended that you only do this locally on the web 

server, or using encryption over any network connection: 

http://localhost/webadmin/usage/summarise.aspx?username=USERNAME&password=PASS

WORD 

https://www.yourwebsite.com/webadmin/usage/summarise.aspx?username=USERNAME&pa

ssword=PASSWORD 

Please note that each access to this will only summarise one configured usagelog data 

summarisation period, so this should be done with (at least) the same frequency as your 

configured usagelog data summarisation period - although, not more frequently than the 

usagelog data summarisation will have time to complete between each access. 
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