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Easily & Inexpensively

Create, Publish & Manage Your Websites

Introduction

This document is the installation guide for the Asbru Web Content Management System. The
installation guide describes how you, the system administrator and website administrator,
install and configure the Asbru Web Content Management System to create, publish and

manage your websites.

Installing and configuring the Asbru Web Content Management system is easy and should
take no more than a few minutes if you are familiar with web servers and database servers.

This installation guide is divided into eight main parts:

Section 1 describes the system requirements and what you need to do and know before you
install the Asbru Web Content Management system.

Section 2 describes how to download and install the Asbru Web Content Management system
program files.

Section 3 describes the initial minimal quickstart configuration of the Asbru Web Content
Management system to get it running on your website with your database.

Section 4 describes how to proceed when the Asbru Web Content Management system has
been installed and configured.

Section 5 describes how to upgrade the Asbru Web Content Management system program
files and database to a newer version.

Section 6 describes how to translate the Asbru Web Content Management system to other
languages than the included default languages and how to use alternative languages.

Section 7 describes how to install and configure custom and third-party add-on modules and
extensions as well as programming API scripts.
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System Requirements

The Asbru Web Content Management system is very flexible and unparalleled in that it runs
on most major website platforms: operating systems, web servers, programming/scripting
languages and database servers. No matter which platform your website runs on it is likely to
be supported.

If you need to switch from one platform - such as the combination of Microsoft Windows,
Internet Information Server, NET and Access - to another platform - such as the combination
of Unix, Apache, Java Server Pages and Oracle — you can simply move everything and
continue to use the Asbru Web Content Management system without purchasing a new web
content management system, redeveloping your website and retraining your website
administrators.

The Asbru Web Content Management system runs on the following website platforms:

Website Platform Component Supported Products
Operating System Mic_ros_oﬂ Windows
Unix/Linux
Web Server Microsoft Internet Information Server
Apache

(+ any other standard compliant web server)
.NET (2.0 or newer)

JSP (with Java 8 or newer)

PHP (5.5 or newer with PHP PEAR MDB2)

Microsoft SQL Server

Oracle Database Server

IBM DB2 Universal Database Server
MySQL Database Server
PostgreSQL Database Server

Microsoft Windows Internet Explorer (v8.0 or newer)

Mozilla Firefox (v3.0 or newer)

Safari (v2.0.1 or newer)

Google Chrome (v2.0 or newer)

Older web browser versions and other web browsers may also
work fully or partially.

Web Browser Any standard compliant web browser
(website users/visitors)

Programming / Scripting Language

Database Server

Web Browser
(website administrators)

Please note that only recent versions of the website platform software are supported by the
Asbru Web Content Management system. You should always make sure to keep your website
platform software updated to the latest or at least a recent version to avoid functionality and
security problems.

Before installing the Asbru Web Content Management system you should make sure that:

e  Your operating system, web server, programming/scripting language, database server,
database drivers and web browser are installed and working correctly.

e You have access and permissions to copy files to your web server and your website
directory/folder through FTP (File Transfer Protocol) or Microsoft Networking or
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similar.

The Asbru Web Content Management system web server process/user has file create and
write permissions for the website files and folders:

/

/defaults.aspx /defaults.jsp /defaults.php

/ini.aspx /ini.jsp /ini.php

/file/

/image/

/upload/

O O O O O O

An empty database instance is created on your database server with permissions to
connect, create/drop tables and create/delete records.

You have the database instance name, username, password and permissions to connect to
your database from your website.
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The Asbru Web Content Management system is available for download from the Asbru
website (www.asbrusoft.com). The software is available in a variety of packages and formats.
Please check the website for details.

The downloaded package is a compressed file archive, which you must uncompress and
extract for installation on a web server; or the compressed file archive can be deployed to a
cloud web hosting service. The package includes a large number of folders and files.
Depending on the downloaded package the root folders and files could be:

Root Folders and Files Example

App_Code/

bin/

bizcard/

file/

image/
password/
personal/

rest/

upload/
webadmin/
WEB-INF/
atom.aspx
atom.jsp
atom.php
config.aspx
config.jsp
config.php
config.static.aspx
config.static.jsp
config.static.php
contact.aspx
contact.jsp
contact.php
contentitem.aspx
contentitem.jsp
contentitem.php
data.aspx
data.jsp

data.php
default.gif
element.aspx
element.jsp
element.php
file.aspx
file.jsp
file.php
image.aspx
image.jsp
image.php
index.aspx
index.jsp
index.php
link.aspx
link.jsp
link.php
login.aspx
login.jsp
login.php
login_post.aspx
login_post.jsp
login_post.php
logout.aspx
logout.jsp
logout.php
page.aspx
page.jsp

page.php
page.original.aspx
page.original.jsp
page.original.php
post.aspx

post.jsp

post.php
product.aspx
product.jsp
product.php
product.original.aspx
product.original.jsp
product.original.php
register.aspx
register.jsp
register.php
rss.aspx

rss.jsp

rss.php

script.aspx
script.jsp
script.php
script.original.aspx
script.original.jsp
script.original.php
search.aspx
search.jsp
search.php

shopcart.aspx
shopcart.jsp
shopcart.php
stylesheet.aspx
stylesheet.jsp
stylesheet.php
stylesheet.original.aspx
stylesheet.original.jsp
stylesheet.original.php
subscribe.aspx
subscribe.jsp
subscribe.php
template.aspx
template.jsp
template.php
unavailable.aspx
unavailable.jsp
unavailable.php
unsubscribe.aspx
unsubscribe.jsp
unsubscribe.php
webadmin.aspx
webadmin.jsp
webadmin.php
xml.aspx

xml.jsp

xml.php

Please note that some of the Asbru Web Content Management system files may be named
identically to some of your existing website files in which case your existing files will be
overwritten. Please make sure to backup all your existing website files before installing the

Asbru Web Content Management system.

To install the Asbru Web Content Management system you must copy all the files and folders
including all their files and sub-folders etc. to your website root/home folder on your web
server — except for the .NET software package where you should only copy all the files and
folders including all their files and sub-folders etc. from the “Content\Default Web Site”
folder to your website root/home folder on your web server (the folders and files outside of
this are only used for cloud deployment). Your website root/home folder is where your main
homepage file is located.
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2.1 .NET Installation and Server Configuration

The .NET version of the Asbru Web Content Management system also includes a minimal
“web.config” web server configuration file and a “global.asax” program file. If you have an
existing “web.config” web server configuration file or an existing “global.asax’ program file
you may need to merge these with the Asbru Web Content Management system “web.config”
web server configuration file and “global.asax” program file.

As default the .NET version of the Asbru Web Content Management system is configured to
run on a web server with .NET 2.0-3.5. If you are using .NET 4.0 you will need to edit the
“web.config” web server configuration file and uncomment (delete the “<!—* and “-->”
before and after) the “<httpRuntime requestValidationMode="2.0" /> configuration setting
or the web content management system may not work correctly failing to save content which
contains special characters etc.

2.2 JSP Installation and Server Configuration

The JSP version of the Asbru Web Content Management system also includes a minimal
“/WEB-INF/web.xml” web/application server configuration file and a number of “/WEB-
INF/lib/” jar program files. If you have an existing “/WEB-INF/web.xml” web/application
server configuration file you may need to merge these with the Asbru Web Content
Management system “/WEB-INF/web.xml” web/application server configuration file. If your
web/application server already includes some of the “/WEB-INF/lib/” jar program files you
may need or want to ignore the copies of these files included with the Asbru Web Content
Management system and use your existing copies of these files. Your web/application server
may also already include some of the “/WEB-INF/lib/” jar program files in other locations on
the server in which case you may need to delete the “/WEB-INF/lib/” jar program files to
avoid conflicts — for example the common “activation.jar” and “mail.jar” program files may
already me included in the web/application server, and additional copies of these files in the
“/WEB-INF/lib/” folder may cause the Asbru Web Content Management system email
functionality to not work.

221 Cache
As default the Asbru Web Content Management system uses the Apache Java Caching
System for local memory caching of configuration settings and content etc.

Optionally, the Apache Java Caching System can be configured with different cache sizes and
times and to use disk caching or distributed caching for multi-server installations.

Please see the “/WEB-INF/classes/cache.ccf” web/application server configuration file for
details.

222 Logs
As default the Asbru Web Content Management system logs debug and audit data to the
console standard output logfile.

Optionally, users and usage data can also be logged to logfiles or third-party services/systems
such as for example Apache Kafka for Big Data website usage analysis (Enterprise
Edition/Suite only).

Please see the “/WEB-INF/classes/log4j.properties” web/application server configuration file
for details.
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The Asbru Web Content Management system supports integrated spell checking of web
content through the Aspell (aspell.net) spell checking application.

To enable the spell checking functionality you must download and install the Aspell
application and dictionaries on your web server. Aspell is free and can be downloaded from
aspell.net. Please see the Aspell documentation for details on how to install Aspell.

When Aspell has been installed on your web server you must configure the Asbru Web
Content Management system and specify where Aspell is installed on your web server and

99

which dictionaries to use. These are configured in the “config.asp”, “config.jsp” and
“config.php” files in the “webadmin/webeditor” folder.

You must configure the following variables in the configuration file(s):

spellcheckCommand

The full path and file name of your installed
copy of Aspell as well as the Aspell
command line parameters to use for spell
checking.

As default this should be:
“C:\Progra~1\Aspell\bin\aspell.exe -a —H”
for Microsoft Windows and:
“/usr/bin/aspell —a —H”
or
“/usr/local/bin/aspell —a —H”
for Linux, Macintosh and Unix.

Set this to blank (“”’) to disable access to
spell checking.

spellcheckDictionary

Aspell command line parameter to use to
specify which dictionary to use for spell
checking.

As default this should be:
“_d”

spellcheckDictionaries

The dictionaries to be made available to users
for spell checking.

These must be specified as HTML SELECT
OPTION tags. The OPTION values should
be Aspell dictionary names such as “en”,
“en_GB” and “en_US” language/country
codes or “english”, “british” and “american”
language names. Please see the Aspell
dictionaries documentation for details.
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2.4 Amazon Web Services (AWS) Cloud Deployment

The Asbru Web Content Management system supports easy deployment through the
“serverless” Amazon AWS Elastic Beanstalk cloud hosting services simply by choosing the
operating system, database server, number and size of servers to use as well as various other
configuration settings, and uploading the Asbru Web Content Management software package.

241 Asbru WCMS software licenses

Note: A software license for the Asbru Web Content Management System software is
required for each started web/application server instance (or a Corporate software license for
an unlimited number of instances is required).

You are not permitted to start more Asbru Web Content Management System software
web/application server instances than you have Asbru Web Content Management System
software licenses — except for short-term temporary test and development purposes, for
example, to upgrade to a new Asbru Web Content Management System software version.

2.4.2 Platform Architecture / Planning
Before deploying the Asbru Web Content Management System software you should consider
the required cloud platform architecture and plan the deployment.

As minimum cloud deployment of the Asbru Web Content Management System software
requires 3 cloud service components:

- Media Storage
for permanent storage of your website media files such as images.

- Database Server
for permanent storage of your website content and user data etc.

- Web/Application Server
for running the Asbru Web Content Management System software and your website.

Optionally, you may also need/want 2 additional cloud service components:

- Cache Server
for temporary storage of your website content data etc. for improved website response
times and reduced database server use and load.

- Session Manager
for temporary storage of website visitor and web content management system

administrator logins and other user data.

Also, all your cloud service components should be able to communicate with each other
through the use of 2 underlying cloud service components:

- Virtual Private Cloud
for network access between your cloud service components.

- Security Group
for authorised access between your cloud service components.
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2421 Media Storage

As default cloud deployed web/application servers do not have persistent storage. When a
web/application server is terminated, all data on the web/application server is lost. So it is
essential that website media files such as images uploaded to the web content management
system and/or the website is stored on persistant storage that is not lost when web/application
servers are terminated.

Also, with deployment of multiple web/application servers for the same website they must all
have access to and share all website media files.

Persistent media storage is supported by the web content management system through the
Amazon AWS S3 storage service.

Note: Alternatively, web/application servers could be deployed with shared network storage
(transparent to the web content management system). Please general documentation on your
operating system and Amazon AWS services.

2422 Database Server
All website content and other data used by the website and the web content management
system is stored in a database server.

The web content management system supports all the Relational Database Servers currently
provided by Amazon AWS.

24221 MySQL, Amazon Aurora MySQL and MariaDB

These database server variants are all compatible and supported by the Asbru Web Content
Mananagement System. They should all be configured as MySQL database servers for/in the
web content management system.

24222 Oracle Standard and Enterprise Editions

These database server variants are all compatible and supported by the Asbru Web Content
Mananagement System. They should all be configured as Oracle database servers for/in the
web content management system.

242221  PHP

Note: Currently, Oracle is not supported by Amazon AWS Elastic Beanstalk PHP
environments. To use Oracle with the PHP version of the Asbru Web Content Mananagement
System, the PHP oci8 extension or an Oracle ODBC driver must be installed. Please see
general Amazon AWS, Oracle and PHP documentation for details.

242222  .NET
Note: Currently, Oracle is not supported for “session manager” storage for the .NET
programming language version of the web content management system.

2.4.2.2.3 Microsoft SQL Server Express, Web, Standard and Enterprise Editions
These database server variants are all compatible and supported by the Asbru Web Content
Mananagement System. They should all be configured as Microsoft SQL Server database
servers for/in the web content management system.
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242231  PHP

Note: Currently, Microsoft SQL Server is not supported by Amazon AWS Elastic Beanstalk
PHP environments. To use Microsoft SQL Server with the PHP version of the Asbru Web
Content Mananagement System, the PHP mssql extension or a Microsoft SQL Server ODBC
driver must be installed. Please see general Amazon AWS, Microsoft SQL Server and PHP
documentation for details.

24224 IBMDB2
Note: Currently, IBM DB2 is not supported by Amazon AWS. To use IBM DB2 an IBM DB2
database server instance must be deployed, manually.

24.2.24.1  PHP

Note: Currently, IBM DB?2 is not supported by Amazon AWS Elastic Beanstalk PHP
environments. To use IBM DB2 with the PHP version of the Asbru Web Content
Mananagement System, the PHP ibm_db2 extension or an IBM DB2 ODBC driver must be
installed. Please see general Amazon AWS, IBM DB2 and PHP documentation for details.

242242  .NET
Note: Currently, IBM DB2 is not supported for “session manager” storage for the NET
programming language version of the web content management system.

2.4.22.5 Availability and Capacity
The web content management system supports all the Relational Database Server
deployments currently provided by Amazon AWS.

242251 Single-server instance
All the supported database servers can be deployed as a single-server instance. This is the
cheapest option and may be sufficient for smaller, non-mission critical websites.

If the database server should become unavailable for example due to general network and
server issues and database server upgrades or backups, the website and the web content
management system will also become unavailable.

If increased database server capacity should become needed, the database server instance can
be redeployed to a larger server instance. During such upgrades, the database server as well as
the website and web content management system may become unavailable for a period of
time.

2.4.2.2.5.2  Replicated standby server instance

The MySQL(/Aurora/MariaDB), PostgreSQL(/Aurora) and Oracle database servers can be
deployed with automatically replicated standby database server instances with automatic fail-
over to the standby in case of planned or unplanned outage of the primary database server for
uninterrupted/increased availability of the website and web content management system.

If increased database server capacity should become needed, the database server instances can
be redeployed to larger server instances. During such upgrades, the website and web content
management system should remain available if the database server instances are upgraded one
at a time.
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242253 Writer / reader(s) server instances

The Amazon Aurora MySQL and PostgreSQL database servers can be deployed with one
primary writer database server instance and one or more secondary reader database server
instances.

If increased database server capacity should become needed, additional reader database server
instances can be added (and can be removed if the needed database capacity should decrease).

Also, if increased database server capacity should become needed, the database server
instances can be redeployed to larger server instances. During such upgrades, the website and
web content management system should remain available if the database server instances are
upgraded one at a time.

242254  Serverless

The Amazon Aurora MySQL database server can be deployed as “serverless” with a specified
minimum and maximum database server capacity for automatic scaling of the number of
database server instances depending on the required capacity for uninterrupted/increased
availability of the website and web content management system during peak periods and
reduced costs during non-peak periods.

242255  Global

The Amazon Aurora MySQL database server can be deployed as a “global” database with
replicated clusters of writer and reader database server instances in multiple regions around
the world.

Matching deployment of multiple environments running the Asbru Web Content Management
System in multiple regions can provide fast local/regional website access from a single global
database server.

The Amazon Aurora MySQL Global database servers can be deployed with one primary
writer database server instance and one or more secondary reader database server instances
for each region.

If increased database server capacity should become needed, additional reader database server
instances can be added (and can be removed if the needed database capacity should decrease).

Also, if increased database server capacity should become needed, the database server
instances can be redeployed to larger server instances. During such upgrades, the website and
web content management system should remain available if the database server instances are
upgraded one at a time.

24.22.6 Backup
Note: The web content management system does not automatically backup your data. You
should ensure to make manual or automated backups regularly.

Media storage files on the Amazon AWS S3 storage service should periodically be backed up
to separate “buckets” and/or to other online or offline storage (for daily operations).

Database data in the Amazon AWS RDS database server should periodically be backed up to

Amazon AWS S3 storage and/or to other online or offline storage using the Amazon AWS
RDS backup/snapshot functionality (for daily operations).
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Web content management system database and website media files backups should also be
made periodically using the web content management system’s built-in database backup and
export functionality (for emergency backup and migration).

24.2.3 Web/Application Server

The Asbru Web Content Management System is available in both JSP, NET and PHP
programming language versions. All programming language versions can be deployed on the
Amazon AWS Elastic Beanstalk service as web server environments.

24231 Platform

A number of different platforms, platform branches and platform versions are supported by
Amazon AWS. Typically, the web content management system should be deployed on the
latest, supported platform.

If you have no preference for the programming language version of the Asbru Web Content
Management system, the JSP programming language version is the recommended version.

At the time of writing the web content management system has been tested for deployment on
the following platforms:

- ISP
o Java
Java 8 running on 64bit Amazon Linux
2.10.9
- .NET

o .NET on Windows Server
IIS 10.0 running on 64bit Windows Server 2019
257

- PHP

o PHP
PHP 7.4 running on 64bit Amazon Linux 2
3.03

Deployment on and upgrades to newer major version platforms should be tested before
deployment/upgrade of a production website environment. Unfortunately, some major version
platform upgrades of the programming language, web/application server, operating system
and Amazon AWS deployment may not be backwards compatible.

24232 Availability and Capacity
The web content management system supports deployment of both a single-server
web/application server instance and multiple web/application server instances.

242321 Single-server instance

All the supported programming language versions of the web content management system can
be deployed as a single-server instance. This is the cheapest option and may be sufficient for
smaller, non-mission critical websites.
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If the web/application server should become unavailable for example due to general network
and server issues and web/application server upgrades or backups, the website and the web
content management system will also become unavailable.

If increased web/application server capacity should become needed, the web/application
server instance can be redeployed to a larger server instance. During such upgrades, the

web/application server as well as the website and web content management system may
become unavailable for a period of time.

2.4.2.3.2.2  Multiple server instances - serverless

All the supported programming language versions of the web content management system can
be deployed as multiple instances for high availability. This is recommended for larger,
mission critical websites.

If increased web/application server capacity should become needed, additional
web/application server instances can be added (and can be removed if the needed
web/application server capacity should decrease).

Also, if increased web/application server capacity should become needed, the web/application
server instances can be redeployed to larger server instances. During such upgrades, the
website and web content management system should remain available if the web/application
server instances are upgraded one at a time.

The web/application server environment can be deployed with a specified minimum and
maximum number of web/application server instances for automatic scaling of the number of
web/application server instances depending on the required capacity for
uninterrupted/increased availability of the website and web content management system
during peak periods and reduced costs during non-peak periods.

24.2322.1 Load balancer

For deployment on multiple web/application server instances a Load Balancer service is
required and automatically deployed to manage website users’ access to the different
web/application server instances.

Amazon AWS Elastic Beanstalk supports a number of different load balancers. Typically, the
default option is recommended.

2.4.23221.1 Encrypted HTTPS and SSL

As default the load balancer is configured to handle unencrypted HTTP website traffic
(http://yourwebsite.com). To add support for encrypted HTTPS website traffic
(https://yourwebsite.com) you need to configure HTTPS and your SSL certificate for the load
balancer. Please see the Amazon AWS documentation for details.

24.23221.2 Sticky sessions

The load balancer may or may not use “sticky session cookies” to direct website users to the
same or different web/application server instances. Typically, the default option is
recommended. Please see the Amazon AWS documentation for details.

If sticky sessions are used then you may not need a “session manager”. If sticky sessions are
not used then you need a “session manager”.
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2424 Session Manager

For deployment on multiple web/application server instances each website user may be
directed to different web/application server instances. For website login functionality as well
as web content management system administration login functionality etc. login details and
other data need to be shared between the web/application server instances.

If load balancer sticky sessions are used then you may not need a “session manager”. If load
balancer sticky sessions are not used then you need a “session manager”.

Session data can be shared between web/application server instances through the web content
management system database server or through a separate cache server.

Use of the web content management system database server is “free”, but use of the database
server for session management increases the load on the database server and is slower than
using a separate cache server.

Use of a separate cache server is faster, but at additional cost. (The session manager cache
server can be the same as the website content cache server — see below).

24241 JSP

The JSP programming language version of the web content management system supports use
of all the supported database servers for session management as well as use of Amazon AWS
ElastiCache Redis and Amazon AWS ElastiCache Memcached.

24242 .NET

The .NET programming language version of the web content management system supports
use of MySQL(/Aurora/MariaDB), PostgreSQL(/Aurora) and Microsoft SQL Server database
servers for session management as well as use of Amazon AWS ElastiCache Redis.

24243 PHP

The PHP programming language version of the web content management system supports use
of MySQL(/Aurora/MariaDB), PostgreSQL(/Aurora) and Microsoft SQL Server database
servers for session management as well as use of Amazon AWS ElastiCache Redis and
Amazon AWS ElastiCache Memcached.

24.25 Cache Server

For increased performance web/application server instances cache some website content and
other data locally on the web/application server. For deployment on multiple web/application
server instances website content changes and other data changes may need to be propagated to
all web/application server instances. This is done using a cache server.

As default the web/application server instances expire locally cached data after 5 minutes. If
your website content and other data is not time-critical and it is acceptable for website content
and other data changes to take up to 5 minutes to propagate to all web/application server
instances then use of a cache server may not be needed. (Note: This applies to both website
content and the web content management system administration).

Alternatively, a separate cache server shared between all the web/application server instances
should be used.
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The web content management system supports supports use of Amazon AWS ElastiCache
Redis and Amazon AWS ElastiCache Memcached.

Use of a separate cache server propagates website content and other data changes faster, but at
additional cost. (The session manager cache server can be the same as the website content
cache server — see above).

24.26 Website Domain Name
Deployed Amazon AWS services are given a chosen or automatic “internal” host domain
names such as for example “xyz-env.eba-7bwdxirv.eu-west-2.elasticbeanstalk.com”.

To use your own website domain name, you can use the Amazon AWS Route 53 domain
name service. Please see the Amazon AWS Route 53 documentation for details.

Alternatively, you can configure your own/third-party domain name service with a “CNAME”
to direct your own website domain name to the given Amazon AWS host domain name. For
example:

yourwebsite.com CNAME xyz-env.eba-7bwdxirv.eu-west-2.elasticbeanstalk.com
www.yourwebsite.com CNAME xyz-env.eba-7bwdxirv.eu-west-2.elasticbeanstalk.com
* yourwebsite.com CNAME xyz-env.eba-7bwdxirv.eu-west-2.elasticbeanstalk.com

2.4.2.7 SSL Certificate

Deployed web/application servers use unencrypted HTTP communication as default. It is
strongly recommended to also support encrypted HTTPS communication. Use of HTTPS
requires a Secure Socket Layer (SSL) certificate for your website domain.

A certificate should be issued for both your base domain name as well as wildcard
subdomains for it to work with the web content management system subdomain “micro-
websites” functionality.

For example:

yourwebsite.com
* yourwebsite.com

243 Deployment Checklist & Notes

To deploy the Asbru Web Content Management System on Amazon AWS, you will need to
deploy and configure a number of different, connected services. As you configure each
service you should note some basic details, which may be needed later.
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AMAZON AWS DEPLOYMENT CHECKLIST & NOTES

AMAZON AWS CONSOLE

Username KEEP SECRET

Password KEEP SECRET

VIRTUAL PRIVATE CLOUD, NETWORK & SECURITY

Virtual

Private

Cloud

(VPC) id

Security

Group id

Key pair Save key pair to .pem/.ppk

name file and KEEP SECRET

MEDIA STORAGE

Bucket id fx. wem-media

Region id fx. eu-west-2

Address fx. https://BUCKET.s3.
REGION.amazonaws.com

Access Key KEEP SECRET

ID

Secret KEEP SECRET

Access Key

DATABASE SERVER

Type mysql pgsql oracle mssql
db2

Address fx. wem.c4w3zpvzpgax.eu-
west-2.rds.amazonaws.com

Port 3306 5432 1521 1433 50000

Database fx. wem

name

Username KEEP SECRET

Password KEEP SECRET
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SESSION MANAGER

Type redis memcached mysql
pgsql oracle mssql db2

Address fx. wem-redis.gleosl.0001.
euw2.cache.amazonaws.com

CACHE SERVER

Type redis memcached

Address fx. wem-redis.gleosl.0001.
euw2.cache.amazonaws.com

Port 6379 11211

Password KEEP SECRET

WEB/APPLICATION SERVER

Address .elasticbeanstalk.com
WEBSITE
Address fX. www.yourwebsite.com

ASBRU WEB CONTENT MANAGEMENT SYSTEM

Superadmin KEEP SECRET
username

Superadmin KEEP SECRET
password

Superadmin

email

Number of = maximum number of
software deployed web/application
licenses server instances
Software KEEP SECRET

license keys
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244 Amazon AWS Management Console

The Asbru Web Content Management System can be deployed through the Amazon AWS
Management Console website (https://console.aws.amazon.com/) as described in there
following sections.

Alternatively, for deployment using the Amazon AWS CLI tools and other tools, please see
the general Amazon AWS documentation.

AWS Management Console

AWS services

Find Services

en

P Recently visited services

¥ All services

ter names, keywords or acronyms.

Stay connected to your AWS
resources on-the-go

App to your i0S or Android mobile

Download the AWS Cansole Mabile
L) device. Learn more [4

Explore AWS

Amazon Redshift RAZ Nodes

{0} Compute wn Blockchain @ Security, Identity, &
EC2 Amazon Managed Blockchain Compliance Scale your compute and storage independently
Lightsail [ 1AM and lower your costs. Learn mare [
Lambda Satellite Resource Access Manager
Batch Cognito

Elastic Beanstalk

Serverless Application Repository

AWS Outposts
EC2 Image Builder

Ground Station

Amazon Braket [2

;@5 Quantum Technologies

Secrets Manager
GuardDuty
Inspector

Amazon Macie

AWS Single Sign-On

Run Containers Not Servers

Build, Deploy, and Operate Containerized
Applications with AWS Fargate. Learn More [4

o . &| Management & Governance ifi S$3 Intelligent-Tiering
£ Containers | 9 Certificate Manager
: : : AWS Organizations Key Management Service Optimize costs automatically with Amazon S3.
Elastic Container Registry i
. . N CloudWatch CloudHSM Get started [
Elastic Container Service AWS Auto Scali ) )
Elastic Kubernetes Service vto sealing Directory Service
CloudFormation 'WAF & Shield s L
- CloudTrail AWS Firewall Manager Free Digital Training
(=) Storage Config Artifact Get access to 350+ self-paced online courses
53 OpsWorks Security Hub covering AWS products and
EFS Service Catalog Detective services. Learn more [
FSx Systems Manager
S3 Glacier 5
Storage Gateway AWS AppConfig £) AWS Cost Management
AWS Backup Trusted Advisor AWS Cost Explorer Have feedback?
Control Tower AWS Budgets
AWS License Manager AWS Marketplace Subscriptions
& Database AWS Well-Architected Tool Submit feedback to tell us about your
RDS Personal Health Dashboard [4 experience with the AWS Management
Mobile
DynamoDB AWS Chatbot ﬁ ) Console.
ElastiCache Launch Wizard AWSVA’"P“FY
Neptune AWS Compute Optimizer Mobile Hub
Amazon Redshift AW&:, AppSync
Amazon QLDB Device Farm

245

Amazon DocumentDB

Amazon Keyspaces

&1 Media Services
Elastic Transcoder

Kinesis Videa Streams

Virtual Private Cloud (VPC)

529 AR& VR

All your website server components, web server, database server and cache server (if used),
should be located in the same Virtual Private Cloud (VPC) for access to communicate with

each other.

A VPC should have been created as default for your AWS account. If not, a VPC should be
created. This can be done separately through https://console.aws.amazon.com/vpc/

(recommended) or during setup of the database server.
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If you are running multiple, independent websites each with their own web server, database
server and cache server, you may want to use a separate VPC for each website for security
reasons to prevent direct cross-access between the website server components if
compromised.

A VPC is essentially just a network name and a group of associated IP-addresses. When you
deploy Amazon AWS services, you assign them to a VPC. All related services should be
assigned to the same VPC.

The following sections will assume setup of the website server components in the default
VPC.

The VPC id should be noted (see 2.4.3 Deployment Checklist & Notes) as it will be needed to
configure the different server instances, later.

@ New VPC Experience m Actions v
Tell us what you think
VPC Dashboard ™
Filter by VPC:

Q

w VIRTUAL PRIVATE
CLOUD

Your VPCs

@ Name VPCID ~ State IPv4 CIDR IPv6 CIDR DHCP options set Main Route table

a vpc-20733348 available  172.31.0 - dopt-523d663a rib-fecef396

Subnets
Route Tables
Internet Gateways

Egress Only Internet
Gateways

DHCP Options
Sets

Elastic IPs
Endpoints
Endpoint Services
NAT Gateways
Peering Connections
¥ SECURITY
Network ACLs
Security Groups

v VIRTUAL PRIVATE
NETWORK (VPN)

Customer Gateways

VPC: vpc-20733348
Virtual Private P

Gateways
Description CIDR Blocks Flow Logs Tags
Site-to-Site VPN

Connections

246 Security Group

The different database server, web/application server and optional cache server instances need
to communicate with each other and to be partially accessible from the Internet. This is done
using an Amazon AWS Security Group.

If you have multiple, independent websites each with their own database server(s) and
web/application server(s) they should each be their own Amazon AWS Security Group for
security reasons.

An Amazon AWS Security Group essentially works as a sort of firewall/router for a Virtual

Private Cloud. When you deploy Amazon AWS services, you assign them to a Security
Group. All related services should be assigned to the same Security Group.
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The Security Group id should be noted (see 2.4.3 Deployment Checklist & Notes) as it will be
needed to configure the different server instances, later.

@D New VPC Experience

Tell us what you think VPC Security Groups

VPC Dashboard 2 R
Security Groups (1/1) fo Create security group

Filter by VPC:

Q Q 1 &

v VIRTUAL PRIVATE ) . o

CcLOUD Name v Security group ID Y Security group name ¥ VPC ID v Description

‘Your VPCs
- sg-57cc9535 default vpc-20733348 default VPC security group

Subnets

<

Route Tables

Internet Gateways

Egress Only Internet SaC |

Gateways 59-57cc9535 - default

DHCP Options

Sets Details Inbound rules Outbound rules Tags

Elastic IPs

Managed Prefix il

Lists Details

Endpoints
Security group name Security group ID Description VPC ID

Endpoint Services 3
default sg-57cc9535 default VPC security group vpc-20733348

NAT Gateways

Peering Connections

- Owner Inbound rules count Outbound rules count
¥ SECURITY 233015024152 4 Permission entries 1 Permission entry

Network ACLs

Security Groups

As default the Security Group should permit all traffic between server instances within the
Security Group.

As default deployed Amazon AWS server instances should not be accessed directly.

Optionally, you may also want to add inbound permission for SSH and/or RDP (Windows
Remote Desktop) access to access your web/application server instances directly for testing
and debugging. Similarly, for direct access to the database server and/or the cache server.

Note: Deployed web/application server instances should only be accessed for testing and
debugging. Deployed instances should not be modified manually. All modifications will be
lost on manual or automatic redeployment or termination of the web/application server
instances.

Note: Permitting direct access to server instances is a security risk and may give anybody

access to (attempt) direct login to server instances. Access should be restricted as much as
possible — only to required services, at required times, from required “Source” Internet IP-
addresses. (“Source: 0.0.0.0/0” means unrestricted access from any Internet IP-address).
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@ New VPC Experience

Tell us what you think VPC Security Groups

VPC Dashboard o R
Security Groups (1/1) info Create security group

Filter by VPC:

Q Q 1 @

VIRTUAL PRIVATE

¥ cLoup Name v Security group ID a Security group name ¥ VPCID v Description

Your VPCs

- 5g-57¢c9535 default vpc-20733348 default VPC security group

Subnets

Route Tables

Internet Gateways

Egress Only Internet E =
Gateways

DHCP Options 5g-57¢c9535 - default

Sets

Details Inbound rules Qutbound rules Tags
Elastic IPs
Managed Prefix
Lists
Inbound rules Edit inbound rules
Endpoints
Endpoint Services Type Protocol Port range Source Description - optional
NAT Gateways
Peering Connections All traffic All All 5g-57¢c9535 (default)
¥ SECURITY SSH TP 22 0.0.0.0/0
Network ACLs
RDP TP 3389 0.0.0.0/0

Security Groups

247 Network & Security Key Pairs
As default deployed Amazon AWS server instances should not be accessed directly.

Note: Deployed web/application server instances should only be accessed for testing and
debugging. Deployed instances should not be modified manually. All modifications will be
lost on manual or automatic redeployment or termination of the web/application server
instances.

To access deployed Amazon AWS server instances directly through SSH and Windows
Remote Desktop etc. you need to create a public/private key pair for authentication. When
you deploy Amazon AWS services, you can assign such a public/private key pair to the
deployed service and then use the public/private key with SSH and Windows Remote Desktop
client software to access the deployed services.

Note: You may also need to grant external access to the deployed services for your Security
Group to access the deployed services.
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(G [t + | TR

D

1

@

el us wha you think X Key pairs (1/1)
EC2 Dashboard Q
Events
Tags Name
Limits AWS-EC2

1e:06:f5:4d:78:af:b2:bc:6f:09:8d:3F:6f:...

key-Oecdc606aedfed6f6

¥ Instances
Instances
Instance Types
Launch Templates
Spot Requests
Savings Plans
Reserved Instances
Dedicated Hosts

Capacity Reservations

¥ Images

AMiIs

<

Elastic Block Store
Volumes
Snapshots

Lifecycle Manager

<

Network & Security
Security Groups
Elastic IPs
Placement Groups
Key Pairs

Network Interfaces

2.4.8 SSL Certificate

As default deployed web/application servers use unencrypted HTTP communication. It is
strongly recommended to also support encrypted HTTPS communication. Use of HTTPS
requires a Secure Socket Layer (SSL) certificate for your website domain. A SSL certificate
can be issued or imported through the Amazon AWS Certificate Manager
(https://console.aws.amazon.com/acm/).

A certificate should be issued for both your base domain name as well as wildcard
subdomains for it to work with the web content management system subdomain “micro-
websites” functionality - for example:

yourwebsite.com
* yourwebsite.com

Choose Import a certificate fo import an existing certificate instead of requesting a new one. Learn more: . Import a certificate

Choose the type of certificate for ACM to provide.

® Request a public certificate

Learn more
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249 Cloud Storage

As default cloud deployed web/application servers do not have persistent storage. When a
web/application server is terminated, all data on the web/application server is lost. So it is
essential that website media files such as images uploaded to the web content management
system and/or the website is stored on persistant storage that is not lost when web/application
servers are terminated.

Also, with deployment of multiple web/application servers for the same website they must all
have access to and share all website media files.

Persistent media storage is supported by the web content management system through the
Amazon AWS S3 storage service (https://s3.console.aws.amazon.com/).

Note: Alternatively, web/application servers could be deployed with shared network storage
(transparent to the web content management system). Please see general documentation on
your operating system and Amazon AWS services.

Amazon S3 X Ammazon 53
Buckets

Buckets (2) b dc
Batch Operations .

Buckets are the fundamental container in Amazon 53 for data storage. For others to access the objects in your buckets, you'll need to explicitly grant them permissions. Learn mere [4
Access analyzer for §3

Q 1 @
Block public access (account
settings) Name Region Access Bucket created
elasticheanstalk-eu-west-1-233015024152 EU (Ireland) eu-west-1 Objects can be public 2013-07-22T11:14:12.000Z

Feature spotlight () .
elasticheanstalk-eu-west-2-233015024152 EU (London) eu-west-2 Objects can be public 2020-05-19T08:37:30.000Z

2491 Storage Bucket
A separate “bucket” (folder) should be created for the web content management system media
files storage

When creating the bucket, the “Bucket name” and the “Region” should be noted as they will
be needed to configure the web content management system, later.

Amazon 53 Create bucket

Create bucket
General configuration

Bucket name

e

Bucket name must be unique and must not contain spaces or uppercase letters. See rules for bucket naming [

Region

EU (London) eu-west-2 v

The web content management system supports content delivery of website media files
indirectly through content delivery program scripts (/image.aspx|jsp|php and
/file.aspx|jsp|php) as well as directly by redirecting website users to the media storage.

To use direct content delivery of website media files, the bucket needs to be configured to
allow all public access (“Block all public access” should be unchecked.
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Bucket settings for Block Public Access

Public actess is granted to buckets and objects through access control lists (ACLS), bucket policies, access paint policies, or all. In order to
ensure that public access to this bucket and its objects is blocked, turn on Block all public access. These settings apply only to this bucket
and its access points. AWS recommends that you turn on Block all public access, but before applying any of these settings, ensure that your
applications will work correctly without public access. If you require some level of public access to this bucket or ebjects within, you can
customize the individual settings below to suit your specific storage use cases. Learn more [

Block all public access
Turning this setting on is the same as turning on all four settings below. Each of the following settings are independent of one another.

Block public access to buckets and objects granted through new access control lists (ACLs)

53 will block public access permissions applied to newly added buckets or objects, and prevent the creation of new public access
ACLs for existing buckets and objects. This setting doesn't change any existing permissions that allow public access to S3 resources
using ACLs.

Block public access to buckets and objects granted through any access control lists (ACLs)
53 will ignore all ACLs that grant public access to buckets and objects.

Block public access to buckets and objects granted through new public bucket or access point policies
53 will block new bucket and access point policies that grant public access to buckets and objects. This setting doesn't change any
existing policies that allow public access to $3 resources.

Block public and cross-account access to buckets and objects through any public bucket or access point
policies

53 will ignore public and cross-account aceess for buckets or access points with policies that grant public access to buckets and
objects.

Turning off block all public access might result in this bucket and the objects within becoming public
A AWS recommends that you turn on block all public access, unless public access is required for specific and
verified use cases such as static website hosting.

Iacknowledge that the current settings might result in this bucket and the
objects within becoming public.

» Advanced settings

Please see the general Amazon AWS documentation for details and other available settings.

Amazon $3 e @ Successfully created bucket "asbru-wem” X

To upload files and folders, or to configure additional bucket settings such as Bucket Versioning, tags, and default encryption, choose Go to

bucket details.

Buckets

Batch Operations

Amazon S3
Access analyzer for 53
Buckets () [e=emna |
Block public access (account Buckets are the fundamental container in Amazen $3 for data storage. For others to access the objects in your buckets, you'll need to explicitly grant them permissions. Learn more [
settings)
Q 1 @
Feature spotlight @)
Name v Region v Access v Bucket created v
asbru-wem EU (London) eu-west-2 Objects can be public 2020-05-22T12:44:07.0002
elasticheanstalk-eu-west-1-233015024152 EU (Ireland) eu-west-1 Objects can be public 2013-07-22T11:14:12.0002
elasticheanstalk-eu-west-2-233015024152 EU (London) eu-west-2 Objects can be public 2020-05-19T08:37:30.0002

When the bucket has been created, it should be selected to configure the specific access
permissions by creating a “Bucket Policy” like this where “XXXXX"” is the bucket name.
Replace “XXXXX” with your chosen bucket name:

"Version": "2012-10-17",
"Id": "Policy1590154188457",
"Statement": [
{
"Sid": "Stmt1590154183234",
"Effect": "Allow",
"Principal": "*",
"Action": "s3:GetObject",
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"Resource": "arn:aws:s3::: XX XXX/*"

Amazon S3 >  asbru-wem

asbru-wem

-- FamEe __
[ Pusiic ]
Bucket Policy CORS configuration
Public

Bucket policy editor ARN: am‘aws s3-asbru-wem
Type to add a new policy or edit an existing policy in the text area below.

"Version®: "2e12-1¢-17",
*Id": "Policy1598154188457",
Statement”: [

{

Access Control List

Block public access

GetObject”,
"Resource™: "arniawsis3:iiasbru-wem/*"

2.49.2 Storage Address

You will need the website address of your media files bucket to configure the web content
management system, later. The website address is automatically generated from your chosen
bucket name and region. The website address format varies slightly depending on the chosen
region.

To get the specific website address as well as to test the configured access permissions, you
can upload a test file to the bucket.

Upload

@ Select files @ Set permissions. @ Set properties @ Review

1Files Size: 186 KB Target path: asbru-wem

To upload a file larger than 160 GB, use the (, or Amazon S3 REST API

Upload

Page 34 of 206



Asbru Web Content
Management System

Installation Guide

Amazon 83 >  asbru-wcm

asbru-wem
o Properties Permissions Management i
OOl s | g | venavenen | sesesspons | asbru jpg
Q  Type a prefix and press Enter to search. Press ESC to clear.

Latest version w

Name v Last modified v

B asbrujpg Jul 9, 2020 2:16:19 PM GMT+010

Properties  Storage class Standard
Encryption None
Metadata
Tags 0 Tags
Object lock ~ Disabled

Permissions Owner

Object
Read 1 Grantees

If the configured access permissions work correctly with public view permissions, the
uploaded image/file should be displayed if you try to open the uploaded file’s “Object URL”
in a new web browser window.

The “Object URL” website address should be noted (see 2.4.3 Deployment Checklist &
Notes) as it will be needed to configure the web content management system, later — for
example:

https://asbru-wem.s3.eu-west-2.amazonaws.com

Optionally, you may want to configure your Domain Name Service (DNS) with an alias
(CNAME) for this website address, so that you can use your own domain for your media
instead of the automatically generated Amazon AWS S3 website address — for example:

https://media.yourwebsite.com

2.49.3 Security Credentials

A set of Amazon AWS Security Credentials is required for the web content management
system to be able access the created bucket to store media files. This is done through the

Amazon AWS Identity and Access Management (https://console.aws.amazon.com/iam/).

A user account with “programmatic access” should be created and the user account should
have full access permissions for the created bucket for media files.

Note: Selecting the default “AmazonS3FullAccess” policy gives the user account full access
permissions for all your Amazon AWS S3 storage. You may want to modify the policy to

only grant full access permissions for the specific bucket created for the web content
management system media files.
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Add user o 2 a2 4 s

Set user details

‘You can add multiple users at once with the same access type and permissions. Learn more
User name*  asbru-wcm

© Add another user

Select AWS access type
Select how these users will access AWS. Access keys and autogenerated passwords are provided in the last step. Learn more

Access type” [v] Programmatic access
Enables an access key ID and secret access key for the AWS API, CLI, SDK, and
other development fools.

AWS Management Console access
Enables a password that allows users to sign-in fo the AWS Management Console.

Add user . ° s 4 s

~ Set permissions

Copy permissions from Attach existing policies
= Add user o group M existing user directly
Create policy s
Filter policies ~ Q3 Showing 4 results
Policy name v Type Used as
» AmazonDMSRedshiftS3Role AWS managed one
» AmazonS3FullAccess AWS managed
» AmazonS3ReadOnlyAccess AWS managed one
» QuickSightAccessFors3storageManagementAnalyticsReadOnly AWS managed one

Add user D) (2 ° ) (s

Add tags (optional)

1AM tags are key-value pairs you can add fo your user. Tags can include user information, such as an email address, or can be descriptive, such as a
job title. You can use the tags to organize. track, or control access for this user. Learn more

Key Value (optional) Remove

You can add 50 more tags.

Add user 12 s @ s

Review
Review your choices. After you create the user. you can view and download the autogenerated password and access key.
User details

User name asbru-wem
AWS access type Programmatic access - with an access key

Permissions boundary  Permissions boundary is not set

Permissions summary

The following policies will be attached to the user shown above.

Type Name
Managed policy AmazonS3FullAccess
Tags

No tags were added.
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1 2 3 4 °

& Success
‘You successfully created the users shown below. You can view and download user security credentials. You can also email users
instructions for signing in to the AWS Management Console. This is the last time these credentials will be available to download. However,
you can create new credentials at any time

Users with AWS Management Console access can sign-in at: hitps://233015024152.signin_aws.amazon .COm/console

& Download .csv

User Access key ID Secret access key

» & asbru-wem AKIATMQGHDIMMATZ3TFD s Show

The automatically generated “Access key id” and “Secret access key” should be noted (see
2.4.3 Deployment Checklist & Notes) as they will be needed to configure the web content
management system, later.

For example:
Access Key ID: AKIATMQGHDIMG20KWOZO

Secret Access Key: H+NjIBUOuAovR6fDloYHhxoLnIW-+kfhh9EeBlGoc

2.4.10 Database Server
All website content and other data used by the website and the web content management
system is stored in a database server.

The web content management system supports all the Relational Database Servers currently
provided by Amazon AWS RDS (https://console.aws.amazon.com/rds/).

Note: Amazon AWS Elastic Beanstalk supports deployment of a database server as part of the
deployment of a web application/environment. Use of this functionality is not recommended
and is not described in the following. Such a deployed, linked database server will be

terminated when the web/application servers are terminated and all data will be lost if not
backed up.
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Amazon RDS X

Dashboard
Databases
Performance Insights
Snapshots
Automated backups
Reserved instances

Proxies

Subnet groups
Parameter groups

Option groups

Events

Event subscriptions

Recommendations

Certificate update
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Resources

You are using the following Amazon RDS resources in the EU (London) region (used/quota)

DB Instances (0/40) Parameter groups (1)

Allocated storage (0 TB/100 TB) Default (1)
Click here to increase DB instances limit Custom (0/100)
DB Clusters (0/40) Option groups (1)
Reserved instances (0/40) Default (1)
Snapshots (0) Custom (0/20)
Manual (0/50) Subnet groups (0/50)
Automated (0) Supported platforms VPC

Recent events (0) Default network vpc-20733348

Event subscriptions (0/20)

Create database

‘Amazon Relational Database Service (RDS) makes it easy to set up, operate, and scale a relational database in
the cloud.

Restore from S3 Create database

Note: your DB instances will launch in the EU (London) region

Service health View service health dashboard

Current status Details

(@ Amazon Relational Database Service (London) Service is operating normally

Recommended for you

Aurora Machine Learning

Add ML-based predictions to applications via the
familiar SQL language without having te build
custom integrations or move data around, Learn
more

In-Region Read Replicas for SQL Server

Offload read workloads from your primary
database instance to a replica and scale
horizontally with up to 5 additional replicas.
Learn more

Aurora Machine Learning

Add ML-based predictions to your apps using SQL
without having to build custom integrations.
Learn more

RDS Performance Insights

Quickly assess load on your DB and take faster
action with an easy-to-use performance
dashboard. Learn more

Additional information

Getting started with RDS
Overview and features
Documentation

Articles and tutorials

Data import guide for MySQL

Data import guide for Oracle

All current versions of MySQL are supported by the web content management system.

RDS Create database

Create database

Choose a database creation method info

O Standard Create

set all of the configuration options, including ones
for availability, security, backups, and maintenance.

Easy Create
Use recommended best-practice configurations. Some
cenfiguration options can be changed after the
database is created

Engine options

Engine type Info
Amazon Aurora

+
+

<>

PostgresQL

Edition

O MySQL Community

Version Info

MySQL 8.0.17

O MysQL MariaDB
Orade Microsoft SQL Server
, B Microsofte
ORACLE 27 S8 server
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Both production, dev/test and free tier deployments are supported by the web content
management system.

For the free tier template a single database server instance is deployed,

Use the production template for an optional replicated standby database server instance.

Templates

Choose a sample template to meet your use case.

Production Dev/Test © Free tier
or high availability n
istent

Templates
Choose a sample template to mest your use case.

Free tier
for high availability his ende Use RDS Free Tier to develop
istent e of s

an si
performance.

2.4.10.1.1 Settings

The database server instance must be given a unique identifier. This identifier is only used for
the Amazon AWS administration — it is not used by the web content management system.

A master username and password must also be configured for the database server.

For example:

- DB instance identifier:
wem-mysql

- Master username:
admin

- Master password:
secretsecret

- Confirm password:
secretsecret

The database master username and password should be noted (see 2.4.3 Deployment

Checklist & Notes) as they will be needed to configure the web content management system,
later.
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Settings

DB instance identifier Info
Type a name for your DB instance. The name must be unique cross all DB instances owned by your AWS account in the current AWS
Region.

wem-mysql

nsitive, but is
L Server). First ch

The DB instance identifier is ca:
characters or hyphens (1 to 15 for
with a hyphen.

as all lowercase (as in "mydbinstance’). Constraints: 1 to 60 alphanumeric
ter must be a letter. Can't contain two consecutive hyphens. Can't end

¥ Credentials Settings
Master username Info
Type a login ID for the master user of your DB instance.
admin
1 to 16 alphanumeric characters. First character must be a letter

Auto generate a password
Amazon RDS can generate a password for you, or you can specify your own password

Master password Info

Constraints: At least 8 printable ASCl characters. Can't contain any of the following: / (slash), *(double quote) and @ (at sign).

Confirm password Info

2.4.10.1.1.1 DB instance size

All database instance classes are supported by the web content management system. A micro
class database instance may be sufficient for a small website. For larger websites, a larger
class may be required. Please see general Amazon AWS RDS documentation for details.

DB instance size

DB instance class Info
Choose a DB instance class that meets your processing power and memory requirements. The DB instance class options below are
limited to those supported by the engine you selected above.

© Burstable classes (includes t classes)

db.t2.micro -
1 vCPUs 1GiB RAM Not EBS Optimized
(D Indude previaus generation classes
DB instance size
DB instance class Info
Choose a DB instance class eets your processing power and memory requirements. The DB instance class options below are
limited to those supported engine you selected above.
© Sstandard classes (includes m classes)
Memory Optimized classes (includes r and x classes)
Burstable classes (includes t classes)
db.m5.xlarge -

4vCPUs 16 GIBRAM  EBS: 3500 Mbps

(D Include previous generation classes

2.410.1.2 Replicated standby server instance
Optionally, a replicated standby database server instance can be deployed for high availability
(see 2.4.2.2.5.2 Replicated standby server instance).

Availability & durability

Multi-AZ deployment info
© Do not create a standby instance

roduction usage)
provide data redundancy, eliminate
backups.

commended for p
ability Zt
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Availability & durability

Multi-AZ deployment Info
Do not create a standby instance

O Create a standby instance (recommended for production usage)
i v o provide data redundancy, eliminate

2.4.10.1.3 Connectivity
The database server should be assigned to the same Virtual Private Cloud as the
web/application server and optional cache server — as created and noted previously.

The database port number should be left as the default value.

Connectivity

Virtual private cloud (VPC) Info
VPC that defines the virtual networking environment for this DB instance.

vpc-01a664f7f0591601a v

Only VPCs with a corresponding DB subnet group are listed.

@ After a database is created, you can't change the VPC selection.

¥ Additional connectivity configuration

Subnet group Infe
DB subnet group that defines which subnets and IP ranges the DB instance can use in the VPC you selected.

default-vpc-01a664f7f0591601a v

Publicly accessible Info

de the VPC can connec
y which EC2 instan:

Il not assign a public IP address to the database. Only Amazon EC2 instances and
ide the VPC can connect to your database.

VPC security group
t = or more RDS security groups
EC2 instances and devices outs

w access to your database. Ensure that the se
ur VPC. (Security groups are required for pul

O Choose existing Create new
Choose existing VPC security groups Create new VPC security group

Existing VPC security groups

default X

Availability Zone Info
No preference v
Database port Info

TCP/IP port that the database will use for application connections.

3306 +

2.4.10.1.4 Database name
An initial database should be created for the web content management system through the
“Additional configuration” option.

Note: If no initial database name is given then no default database will be created and the web

content management system may not work (unless you manually create a database on the
database server).

Note: If you use the “Easy Create” option (not recommended) then the default initial database
name is: ebdb
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The initial database name should be noted (see 2.4.3 Deployment Checklist & Notes) as it will
be needed to configure the web content management system, later.

v Additional configuration

Database options, encryption enabled, backup enabled, backtrack disabled, Performance Insights enabled, Enhanced Monitering
enabled, maintenance, CloudWatch Logs, delete protection enabled

Database options

Initial database name Info

[

If you do not specify a database name, Amazan RDS does not create a database.

2.410.1.5 Additional configuration
A number of other configuration options are available such as automatic backups and
monitoring. Please see the Amazon AWS documentation for details.

@ You are responsible for ensuring that you have all of the necessary rights for any third-party products or
services that you use with AWS services.

2.4.10.1.6 Create Database
Creating the database server may take some minutes to complete.

Amazon RDS X * Creating database wem-mysgl. View credential details X

Your database might take a few minutes to launch.

Dashboard

RDS Databases
Databases

Performance Insights

Snapshots Databases © Group resources Restore from 53 Create database

Automated backups Q 1 ®
Reserved instances

Proxies DB identifier 4 Role ¥ Engine v Region & AZ ¥ Size v Status ¥ cPU
Subnet groups wem-mysql Instance  MySQL Community - dbi2mico @ Creating
Parameter groups < >

Option groups

Events

Event subscriptions

Recommendations.

Certificate update

Amazon RDS X @ Successfully created database wem-mysql.

Dashboard RDS Databases

Databases

Pertomance s Databases (ot reerons | I

Snapshots
f
Automated backups Q @

Reserved instances
DB identifier A Role ¥ Engine v Region & AZ ¥ Size v Status v cPU
Proxies

wem-mysql Instance MySQL Community eu-west-2b dbt2.micro @ Available
Subnet groups

Parameter groups

Option groups

Events

Event subscriptions

Recommendations

Certificate update
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2.4.10.1.7 Database address

The created database server is automatically assigned an endpoint address. The automatically
assigned “Endpoint” address and “Port” number should be noted (see 2.4.3 Deployment
Checklist & Notes) as they will be needed to configure the web content management system,
later.

For example:

- Endpoint:
wem-mysql.c4w3zpvzpgax.eu-west-2.rds.amazonaws.com

- Port:
3306

You may also want to check that the database server has been assigned to the intended VPC
and VPC security group.

Amazon RDS X RDS > Databases > wem-mysql
Dashboard wom mysql ctions
Databases
Performance Insights Summary
Snapshots
DB identifier cPU Info Class
Automated backups
wem-mysgl ' 1 4.00% © Available db.t2.micro
Reserved instances
Proxies Rale Current activity Engine Region & AZ
Instance -0 Connections MySQL Community eu-west-2b
Subnet groups
Parameter groups
Option groups Connectivity & security Monitoring Logs & events Configuration Maintenance & backups Tags
Events
Event subscriptions Connectivity & security
Recommendations . . N
Endpoint & port Networking Security
Certificate update
Endpoint Availability zone VPC security groups
wem-mysql.cdw3zpyzpgax.eu- eu-west-2b default (sg-57cc9535)
west-2.rds.amazonaws.com (active )
VPC
Port vpC-20733348 Public accessibility
3306 No
Subnet group
default-vpc-20733348 Certificate authority
rds-ca-2019
Subnets
subnet-9fSed4fe Certificate authority date
subnet-2412b768 Aug 22nd, 2024

subnet-b2891fc8

2.410.2 MariaDB

MariaDB is a MySQL-compatible database server, which can also be used for the Asbru Web
Content Management System. A MariaDB database should simply be configured as if it is a
MySQL database (see 2.4.10.1 MySQL).

Page 43 of 206



RDS Create database

Create database

Choose a database creation method info

© Standard Create

You set all of the cenfiguration options, including ones
for availability, security, backups, and maintenance.

Engine options
Engine type Info

Amazon Aurora
+

@ c.
PostgreSQL

Version Info

MariaDB 10.3.13

2.4.10.3 PostgreSQL

Asbru Web Content
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Easy Create

ctice configurations. Some
configuration e changed after the

database is created

MysQL © MariaDB
& >
Oracle Microsoft SQL Server
S, Microolt:
ORACLE ~SQL Server
v

All current versions of PostgreSQL are supported by the web content management system.

RDS Create database

Create database

Choose a database creation method info

© Standard Create
You set all of

the configuration options, including enes

for availability, security, backups, and maintenance.

Engine options
Engine type Info

Amazon Aurora
+

S

© PostgreSQL

Version  Info

PostgreSQL 11.6-R1

MysQL

&

Oracle

ORACLE

Easy Create

Use recommended best-practice configurations. Some
configuration options can be changed after the

dat:

se is created

MariaDB

> |

Microsoft SQL Server

o Mt
B

gQL Server

v

‘ @ If you want to create PostgreSQL 12 in the Preview environment, click here.

Both production, dev/test and free tier deployments are supported by the web content

management system.
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For the free tier template a single database server instance is deployed,

Use the production template for an optional replicated standby database server instance.

Templates

Choose a sample template to meet your use case.

Production

Templates

Choose a sample template to meet your use case.

© Production
Us lts for high availability
onsistent

2.410.3.1 Settings

Dev/Test

outside of a

productio nment.

productio

© Free tier
Use RDS Free Tier to develop
new applications, test existing
ain hands-on

applications
experience with Amazon RDS.
Info

Free tier
Use RDS Free Tier to develop

experience with Amazon RDS.
Info

The database server instance must be given a unique identifier. This identifier is only used for
the Amazon AWS administration — it is not used by the web content management system.

A master username and password must also be configured for the database server.

The database master username and password should be noted (see 2.4.3 Deployment
Checklist & Notes) as they will be needed to configure the web content management system,

later.
For example:

- DB instance identifier:
wem-pgsql

- Master username:
postgres

- Master password:
secretsecret

- Confirm password:
secretsecret

The database master username and password should be noted (see 2.4.3 Deployment
Checklist & Notes) as they will be needed to configure the web content management system,

later.
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Settings

DB instance identifier Info
Type a name for your DB instance. The name must be unique across all DE instances owned by your AWS account in the current AWS
Region.

| wem-pgsql|

The DB instance identifier s cas
charact hyphens (1 to 15 for
with a hyphen.

(as in *mydbinstance”). Constraints: 1 t
. Can't contain two consecutive hy,

0 alphanumeric

¥ Credentials Settings

Master username  Info

Type a login 1D for the master user of your D8 instance
postgres

1 to 16 alphanumeric characters. First character must be a letter

Auto generate a password
Amazon RDS can generate a password for you, or you can specify your own password

Master password Info

Constraints: At least 8 printable ASCII characters. Can't contain any of the following: / (slash), "(double quote) and @ (at sign).

Confirm password Info

2.4.10.3.1.1 DB instance size

All database instance classes are supported by the web content management system. A micro
class database instance may be sufficient for a small website. For larger websites, a larger
class may be required. Please see general Amazon AWS RDS documentation for details.

DB instance size

DB instance class Info
Choose a DB instance class tha
limited to those supported by

ur processing power and memory requirements. The DB instance class options below are
you selected above.

© Burstable classes (includes t classes)

db.t2.micro
1vCPUs  1GIBRAM  Not EBS Optimized

(D Indlude previous generation classes

DB instance size

s your proces: nd memory requirements. The DB instance class options

e y the engine you selecte:
© Standard classes (includes m classes)
Memory Optimized classes (includes r and x classes)
Burstable classes (includes t classes)
db.m5.xlarge
4vCPUs 16 GIBRAM  EBS: 3500 Mbps

D Include previous generation classes

2.410.3.2 Replicated standby server instance
Optionally, a replicated standby database server instance can be deployed for high availability
(see 2.4.2.2.5.2 Replicated standby server instance).

Availability & durability

Multi-AZ deployment Info
© Do not create a standby instance

Create a standby instance (recommended for production usage)
Creates a standby in a different Availability Zone (AZ) to provide data redundancy, eliminate
1/0 freezes, and minimize latency spikes duri backups.
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Availability & durability

Multi-AZ deployment Info
Do not create a standby instance

O Create a standby instance (recommended for production usage)
o v o provide data redundancy, eliminate

2.4.10.3.3 Connectivity
The database server should be assigned to the same Virtual Private Cloud as the
web/application server and optional cache server — as created and noted previously.

The database port number should be left as the default value.

Connectivity

Virtual private cloud (VPC) Info
VPC that defines the virtual networking environment for this DB instance.

vpc-01a664f7f0591601a v

Only

with a corresponding DB subnet group are listed.

@ After a database is created, you can't change the VPC selection.

¥ Additional connectivity configuration

Subnet group Info
DB subnet group that defines which subnets and IP ranges the DB instance can use in the

default-vpc-01a664f7f0591601a v

Publicly accessible Info
Ves
Amazen EC2 instar
or
connect to se.

ur database. Choose one
ices inside the

s and devices outside the VPC can connec
ups that specify which EC2 instances

Il not assign a public IP address to the database. Only Amazon EC2 instances and
ide the VPC can connect to your database

ity group

re RDS security groups to allow access to your database. Ensure that the se

tances and devices ou VPC. (Security groups are required for pul
© Choose existing Create new
Choose existing VPC security groups Create new VPC security group

Existing VPC security groups

v
default X
Database port Info
TCP/IP port that the database will use for application connections.
5432 5

2.4.10.3.4 Database name
An initial database should be created for the web content management system through the
“Additional configuration” option.

Note: If no initial database name is given then no default database will be created and the web

content management system may not work (unless you manually create a database on the
database server).

Note: If you use the “Easy Create” option (not recommended) then the default initial database
name is: ebdb

The initial database name should be noted (see 2.4.3 Deployment Checklist & Notes) as it will
be needed to configure the web content management system, later.
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¥ Additional configuration

Database options, encryption enabled, backup enabled, backtrack disabled, Performance Insights enabled, Enhanced Monitoring
enabled, maintenance, CloudWatch Logs, delete protection enabled

Database options

Initial database name info

[ el

If you do not specify a database name, Amazon RDS does not create a database

2.4.10.3.5 Additional configuration
A number of other configuration options are available such as automatic backups and
monitoring. Please see the Amazon AWS documentation for details.

@ You are responsible for ensuring that you have all of the necessary rights for any third-party products or
services that you use with AWS services.

2.4.10.3.6 Create database
Creating the database server may take some minutes to complete.

Your database might take a few minutes to launch.

Dashboard

RDS Databases
Databases

Query Editor
Databases @ Group resources

Snapshots Q q ®

Automated backups

Performance Insights

Reserved instances DB identifier a Role ¥ Engine ¥ Region & AZ ¥ Size v Status V¥ cPU [
Proxies

wem-pgsql Instance PostgreSQL - db.t2.micro @ Creating - [
Subnet groups < >
Parameter groups

Option groups

Events

Event subscriptions

Recommendations

Certificate update
Amazon RDS POl © Successfully created datal View credential details
Dashboard RDS Databases

Databases

Query Editor Databases © Group resources Restore from 53 Create database

performance Insights

q
Snapshots Q @
Automated backups
DB identifier a Role ¥ Engine ¥ Region & AZ ¥ size v status @ cPu C
Reserved instances
Proxies wem-pgsql Instance PostgreSQL eu-west-2b db.t2.micro @ Available - O
< >

Subnet groups
Parameter groups

Option groups

Events

Event subscriptions

Recommendations

Certificate update
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2.4.10.3.7 Database address

The created database server is automatically assigned an endpoint address. The automatically
assigned “Endpoint” address and “Port” number should be noted (see 2.4.3 Deployment
Checklist & Notes) as they will be needed to configure the web content management system,
later.

For example:

- Endpoint:
wem-pgsql.c4w3zpvzpgax.eu-west-2.rds.amazonaws.com

- Port:
5432

You may also want to check that the database server has been assigned to the intended VPC
and VPC security group.

Amazon RDS X RDS > Databases > wem-pgsql
— wem-pgsql
Databases
Query Editor Summary
Performance Insights
DB identifier cPU Info Class
Snapshots
wem-pgsql ' 617% @ Available db.t2.micro
Automated backups
Reserved instances Role Current activity Engine Region & AZ
. Instance ——710 Sessions. PostgreSQL eu-west-2b
Proxies
Subnet groups
Parameter groups Connectivity & security Monitoring Logs & events Configuration Maintenance & backups Tags
Option groups
Events Connectivity & security
Event subscriptions
Endpoint & port Networking Security
Recommendations
Certificate update Endpoint Availability zone VPC security groups
wem-pgsql.cdw3zpvzpgax.eu- eu-west-2b default (sg-57cc9535)
west-2.rds.amazonaws.com (active)
VPC
Port pc-20733348 Public accessibility
5432 No
Subnet group
default-vpc-20733348 Certificate authority
rds-ca-2019
Subnets
subnet-9foed4f6 Certificate authority date
subnet-2412b768 Aug 22nd, 2024

subnet-b2891fc8

2.4.10.4 Oracle
All current editions and versions of Oracle are supported by the web content management
system.
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RDS Create database

Create database

Choose a database creation method info

© Standard Create
You set all
for availabilit

ation options, including ones
, backups, and maintenance

Engine options

Engine type Info

Amazon Aurora MySQL MariaDB
+
Ef e ; 2
PostgresQL O Orade Microsoft SQL Server

ORACLE :@ S§61 Server

Oracle Enterprise Edition
Efficient, reliable, and
high-end capabilities fol

© Oracle Standard Edition

Affordable and full-featured database management system supporting up to 32 vCPUs.

Edition

Oracle Standard Edition One
Affordable and full-featured database management system supporting up to 16 vCPUs.
Oracle Standard Edition Two

full-featured database management system supporting up to 16 vCPUs,
dard Edition and Standard

e Standard Edition Two is a replacement for Si

Edition One.

Version Info

Oracle 11.2.0.4.v24 v

License

bring-your-own-license

Both production, dev/test and free tier deployments are supported by the web content
management system.

For the free tier template a single database server instance is deployed,

Use the production template for an optional replicated standby database server instance.

Templates

Choose a sample template to meet your use case.

Production Dev/Test © Free tier
Use for high availability This in Use RDS Free Tier to develop
and onsistent developmi new applications, test existing

performance. production envirenment. applications, or gain hands-on
experience with Amazon RDS.
Info
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Templates

Choose a sample template to meet your use case.

© Production Dev/Test Free tier
Use defaults for high availability This instance is intended for Use RDS Free Tier to develop
and , consistent developm: side of a new application:
performance. production environment. applications, or gai
experience with Amazon RDS.
info

2.410.4.1 Settings
The database server instance must be given a unique identifier. This identifier is only used for
the Amazon AWS administration — it is not used by the web content management system.

A master username and password must also be configured for the database server.
For example:

- DB instance identifier:
wcm-oracle

- Master username:
admin

- Master password:
secretsecret

- Confirm password:
secretsecret

The database master username and password should be noted (see 2.4.3 Deployment
Checklist & Notes) as they will be needed to configure the web content management system,
later.

Settings

DB instance identifier Info
Type a name for your DB instance. The name must be unigue across all DB instances owne
Region.

¥ your AWS account in the current AWS

| wem-oracle|

The DB inst
characters or hyph
with a hyphen

(as in "mydbinstance"). Constraints: 1 to 60 alphanumeric
r. Can't contain two co e hyphens. Can't end

w Credentials Settings

Master username  Info

Type a login ID for the master user of your DB instance
admin

110 16 alphanumeric char: First character must be a letter

Auto generate a password
Amazon RDS can generate a password for you, or you can specify your own password

Master password Info

Constraints: At least 8 printable ASCII characters. Can't contain any of the following: / (slash), *(double quote) and @ (at sign).

Confirm password Info
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2.4.104.1.1 DB instance size

All database instance classes are supported by the web content management system. A micro
class database instance may be sufficient for a small website. For larger websites, a larger
class may be required. Please see general Amazon AWS RDS documentation for details.

DB instance size

DB instance class Info
Choose a DB instan
limited to those suppor

ower and memory requirements. The DB instance class options below are
u selected above.

© Burstable classes (includes t classes)

db.t3.micro
2vCPUs  1GiBRAM  EBS: 1500 Mbps

(D Include previous generation classes

DB instance size

DB instance class Info
Choose a DB instance class that m;
limited to those suppo: ou select

ver and memory requirements. The DB instance class options below are

O Standard classes (includes m classes)
Memory Optimized classes (includes r and x classes)

Burstable classes (includes t classes)

db.m5 xlarge
4vCPUs 16 GIBRAM  EBS: 3500 Mbps

(D Include previous generation classes

» Additional configuration - Optional

2.410.4.2 Replicated standby server instance
Optionally, a replicated standby database server instance can be deployed for high availability
(see 2.4.2.2.5.2 Replicated standby server instance).

Availability & durability

Multi-AZ deployment Info
© Do not create a standby instance

roduction usage)
rovide data redundancy, eliminate
ups.

Availability & durability

Multi-AZ deployment Info
Do not create a standby instance
ecommended for production usage)
abi ovide data redundancy, eliminate
ackups.

2.4.10.4.3 Connectivity
The database server should be assigned to the same Virtual Private Cloud as the
web/application server and optional cache server — as created and noted previously.

The database port number should be left as the default value.
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Connectivity

Virtual private cloud (VPC) infe
VPC that defines the virtual networking environment for this DB instance.

vpc-01a664f7f0531601a v

Only VPCs with a corresponding DB subnet group are listed.

(@ After a database is created, you can't change the VPC selection.

¥ Additional connectivity configuration

Subnet group Infe
DB subnet group that defines which subnets and IP ranges the DB instance can use in the VPC you selected.

default-vpc-01a664f7f0591601a v

Publicly accessible Info

Yes
Amazon EC2 instances and devices outside the VPC can connec: ur database. Choose one
or more VPC y groups that specify which EC2 instances vices inside the VPC can

connect to th base.

not assign a public IP address to the database. Only Amazon EC2 instances and
side the VPC can connect to your database.

VPC security group
Choose one or mi
traffic from EC2 ins

S security groups to allow access to your database. Ensure that the s
es and devices outside your VPC. (Security groups are required for pu

© Choose existing Create new
Choase existing VPC security groups Create new VPC security group

Existing VPC security groups

v
default X
Database port Info
TCP/IP port that the database will use for application connections.
1521 2

2.410.4.4 Database name
An initial database should be created for the web content management system through the
“Additional configuration” option.

Note: If no initial database name is given then no default database will be created and the web

content management system may not work (unless you manually create a database on the
database server).

Note: If you use the “Easy Create” option (not recommended) then the default initial database
name is: ebdb

The initial database name should be noted (see 2.4.3 Deployment Checklist & Notes) as it will
be needed to configure the web content management system, later.

v Additional configuration

Database options, encryption enabled, backup enabled, backtrack disabled, Performance Insights enabled, Enhanced Monitoring
enabled, maintenance, CloudWatch Logs, delete protection enabled

Database options

Initial database name info

[ wem]

If you do not specify a database name, Amazon RDS does not create a database

2.410.4.5 Additional configuration
A number of other configuration options are available such as automatic backups and
monitoring. Please see the Amazon AWS documentation for details.
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e 00000000

@ You are responsible for ensuring that you have all of the necessary rights for any third-party products or
services that you use with AWS services.

2.4.10.4.6 Create database
Creating the database server may take some minutes to complete.

Amazon RDS X € Creating database wem-oracle. View credential details

Your database might take a few minutes to launch.

Dashboard
RDS > Databases

Databases
Query Editor
Performance Insights Databases @ Group resources Restore from §3 Create database
Snapshots Q q ®
Automated backups
Reserved instances DB identifier a Role ¥ Engine v Region & AZ ¥ Size v Status ¥ (
Proxies

wem-oracle Instance Oracle Standard Edition - db.t3.micro @ Creating
Security groups < >

Subnet groups
Parameter groups

Option groups

Events

Event subscriptions

Recommendations

Certificate update

Amazon RDS X © Successfully created database wem-mysal. View credential details

Dashboard RDS > Databases
Databases
Performance Insights Databases © Group resources restore froms3 | [
Snapshots
q

Automated backups Q @
Reserved instances

DB identifier 4 Role ¥ Engine v Region & AZ ¥ Size Status ¥ cPU
Proxies

wem-mysql Instance  MySQL Community eu-west-2b dbi2mico @ Available
Subnet groups

< >

Parameter groups

Option groups

Events

Event subscriptions

Recommendations

Certificate update

2.4.10.4.7 Database address

The created database server is automatically assigned an endpoint address. The automatically
assigned “Endpoint” address and “Port” number should be noted (see 2.4.3 Deployment
Checklist & Notes) as they will be needed to configure the web content management system,
later.

For example:

- Endpoint:
wcm-oracle.c4w3zpvzpgax.eu-west-2.rds.amazonaws.com
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You may also want to check that the database server has been assigned to the intended VPC
and VPC security group.

Amazon RDS X

Dashboard
Databases

Query Editor
Performance Insights
Snapshots
Automated backups
Reserved instances

Proxies

Subnet groups
Parameter groups

Option groups

Events

Event subscriptions

Recommendations ()

Certificate update

RDS Databases wem-oracle

wcm-oracle
Summary
DB identifier cPU
wem-oracle : 11.00%
Role Current activity
Instance C——710.071 Sessions

Connectivity & security Monitoring Logs & events Configuration
Connectivity & security
Endpoint & port Networking
Endpoint Availability zone
wem-oracle.c4w3zpvzpgax.eu- eu-west-2c
west-2.rds.amazonaws.com

VPC
Port vpc-20733348

1521

Subnet group
default-vpc-20733348

Subnets

subnet-9f9ed4f6
subnet-2412b768
subnet-b2891fc8

2.410.5 Microsoft SQL Server
All current editions and versions of Microsoft SQL Server are supported by the web content

management system.
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(active)

Public accessibility
No

Certificate authority
rds-ca-2019

Certificate authority date
Aug 22nd, 2024



RDS Create database

Create database

Choose a database creation method info

© standard Create
You set all of the configuration options, including ones
for availability, y, backups, and maintenance.

Engine options

Engine type Info

Amazon Aurora MySQL
+
E 5

PostgresQL Orade

ORACLE

Edition

© SQL Server Express Edition
Affordable database

SQL Server Web Edition
In accordat crasoft’
Internet ebpages, we

SQL Server Standard Edition

nsing policies, it can only be
sites, web applications, and w

Easy Create

Use recommended best-practice configurations. Some
configuration options can be changed after the
database is created

MariaDB

=

© Microsoft SQL Server

E? g(f)mL Server

nagement system that supports database sizes up to 10 GB.

to support public and
ices.

Core data management and business intelligence capabilities for mission-critical applications

and mixed workloads.

SQL Server Enterprise Edition

e high-end capabilities for mission-critical applications with demanding

Version Info

SQL Server 2017 14.00.3281.6.v1

License

license-included

loads and business intelligence requirements.
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Both production, dev/test and free tier deployments are supported by the web content

management system.

For the free tier template a single database server instance is deployed,

Use the production template for an optional replicated standby database server instance (see
2.4.2.2.5.2 Replicated standby server instance).

Templates

Choose a sample template to meet your use case.

Dev/Test

This instance is intended for development use outside

of a production environment

Templates

Choose a sample template to meet your use case.

© Free tier
Use RDS Free Tier to develop new application:
existing applications, or gain hands-on experl
Amazon ROS. Info

© Production

Use defaults for high availability and fast, consistent

performance.

Dev/Test
This instance is intended for development use outside
of a preduction environment.
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2.410.5.1 Settings
The database server instance must be given a unique identifier. This identifier is only used for
the Amazon AWS administration — it is not used by the web content management system.

A master username and password must also be configured for the database server.

The database master username and password should be noted (see 2.4.3 Deployment
Checklist & Notes) as they will be needed to configure the web content management system,
later.

For example:

- DB instance identifier:
wem-mssql

- Master username:
admin

- Master password:
secretsecret

- Confirm password:
secretsecret

The database master username and password should be noted (see 2.4.3 Deployment
Checklist & Notes) as they will be needed to configure the web content management system,
later.

Settings

DB instance identifier Info
Type a name for your DB instance. The name must be unique across all DB instances own:

ount in the current AWS

Region

wem-mssgl

to 60 alphanumeric
ve hyphens. Can't end

¥ Credentials Settings

Master username  Info
Type a login ID for the master user of your DB instance

admin
1 to 16 alphanumeric characters. First character must be a letter
Auto generate a password

Amazon RDS can generate a password for you, or you can specify your own password

Master password Info

Constraints: At least 8 printable ASCII characters. Can't contain any of the following: / (slash), *(double quote) and @ (at sign).

Confirm password Info

2.4.10.5.1.1 DB instance size

All database instance classes are supported by the web content management system. A micro
class database instance may be sufficient for a small website. For larger websites, a larger
class may be required. Please see general Amazon AWS RDS documentation for details.
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DB instance size

DB instance class Info
Choose a
limited to those supported

meets your processing power and memory requirements. The DB instance class options below are

engine you selected above

© Burstable classes (includes t classes)

db.t2.micro
1vCPUs  1GIBRAM  Not EBS Optimized

(D Include previous generation classes

DB instance size

DB instance class Info

ing pov

e r and memory requirements. The DB instance class options b
engine you selected ab

to those supported by

© Standard classes (includes m classes)
Memory Optimized classes (includes r and x classes)

Burstable classes (includes t classes)

db.m5.xlarge
4 vCPUs 16 GiB RAM EBS: 3500 Mbps

(D Include previous generation classes

2.4.10.5.2 Connectivity
The database server should be assigned to the same Virtual Private Cloud as the
web/application server and optional cache server — as created and noted previously.

The database port number should be left as the default value.

= Connectivity

Virtual private cloud (VPC) Info
VPC that defines the virtual networking environment for this DB instance

Default VPC (vpc-20733348) v

Only VPCs with a corresponding DB subnet group are listed

(@ After a database is created, you can't change the VPC selection.

¥ Additional connectivity

Subnet group Info
net group that defines which subnets and IP ranges the DB instance can use in the VPC you

default-vpc-20733348 v

Publicly accessible info
Yes
‘Amazon EC2 instances and devices ou the VPC ca
or more VPC sect groups that specify which EC2 in:
connect to the database.

O No

connect to your database. Choos
nd devices inside the VPC

will not assign a public IP address te the database. Only Amazon EC2 instances and
evices inside the YPC can connect to your database

VPC security group
Choose one or more RDS security groups to allow access to your database. Ensure that the s
traffic from EC2 instances and devices outside your VPC. (Security groups are required for publ

group rules allow incoming
ly accessible databases.)

O Choose existing Create new
Choose existing VPC security groups Create new VPC security group

Existing VPC security groups

v
Availability Zone Info
No preference v
Database port Info
TCP/IP port that the database will use for application connections,
1433 +
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2.4.10.5.3 Database name
Currently, Amazon AWS RDS does not support creating an initial database for Microsoft
SQL Server.

No initial database name is configured and created for Microsoft SQL Server during
deployment of the database server. Instead, the initial database name is created by the web
content management system as and when the Software Environment Properties
RDS DB NAME is configured for the Web/Application Server, later.

An initial database name should be chosen and noted (see 2.4.3 Deployment Checklist &
Notes) as it will be needed to configure the web content management system, later.

2.410.5.4 Additional configuration
A number of other configuration options are available such as automatic backups and
monitoring. Please see the Amazon AWS documentation for details.

® You are responsible for ensuring that you have all of the necessary rights for any third-party products or
services that you use with AWS services.

Canct m

2.4.10.5.5 Create database
Creating the database server may take some minutes to complete.

Your database might take a few minutes to launch.

Dashboard

RDS Databases
Databases

Query Editor

Perfarmance Insights Databases © Group resources restore froms3_| [N
Snapshots Q q &
Automated backups
Reserved instances DB identifier a Role ¥ Engine v Region & AZ ¥ Size v Status ¥
Proxies

wem-mssal Instance SQL Server Express Edition - db.t2.micro @ Creating
Subnet groups < >
Parameter groups
Option groups
Events
Event subscriptions
Recommendations ()

Certificate update
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Amazon RDS % @ Successfully created database wem-mysql. View credential details x
Dashboard RDS > Databases
Databases
Performance Insights Databases @© Group resources Restore from 53 m
Snapshots
f

Automated backups Q ®
Reserved instances

DB identifier a Role ¥ Engine v Region & AZ ¥ Size @ Status ¥ cpPuy
Proxies

wam-mysgl Instance MySQL Community eu-west-2b dbt2mice @ Available
Subnet groups

< >

Parameter groups

Option groups

Events

Event subscriptions

Recommendations

Certificate update

2.4.10.5.6 Database address

The created database server is automatically assigned an endpoint address. The automatically
assigned “Endpoint” address and “Port” number should be noted (see 2.4.3 Deployment
Checklist & Notes) as they will be needed to configure the web content management system,
later.

For example:

- Endpoint:
wem-mssql.c4w3zpvzpgax.eu-west-2.rds.amazonaws.com

- Port:
1433

You may also want to check that the database server has been assigned to the intended VPC
and VPC security group.
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Dashboard
Databases

Query Editor
Performance Insights
Snapshots
Automated backups
Reserved instances

Proxies

Subnet groups
Parameter groups

Option groups

Events

Event subscriptions

Recommendations @)

Certificate update

RDS > Databases > wem-mssql

wcm-mssql

Summary
DB identifier
wem-mssql

Role

Instance

CPU

Current activity

1128.17%

——1 0 Sessions

Connectivity & security Monitoring

Connectivity & security

Endpoint & port

Endpoint

wem-mssql.c4w3zpvzpgax.eu-
west-2.rds.amazonaws.com

Port
1433

2.4.10.6 Amazon Aurora MySQL
Amazon Aurora MySQL is a MySQL-compatible database server, which can also be used for
the Asbru Web Content Management System. An Amazon Aurora MySQL database should

simply be configured as if it is a MySQL database — except for database server configurations
with separate “writer” and “reader” endpoints:

- Amazon Aurora MySQL Serverless
Uses a single Endpoint for the database server cluster as if it is a single database server

instance. No special configuration is required.

Logs & events

Networking

Availability zone

eu-west-2¢

VPC
vpc-20733348

Subnet group
default-vpc-20733348

Subnets
subnet-9f9ed4f6
subnet-2412b768
subnet-b2891fc8

- Amazon Aurora MySQL One writer and multiple readers
Uses separate “Writer” and “Reader” Endpoints for the database server cluster. Both the
“Writer” and “Reader” Endpoints for the database server cluster must be configured for

the Asbru Web Content Management System.

- Amazon Aurora MySQL Global
Uses separate “Writer” and “Reader” Endpoints for the database server cluster. Both the
“Writer” and “Reader” Endpoints for the database server cluster must be configured for

the Asbru Web Content Management System.
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Modity
Class
@© Available db.t2.micro
Region & AZ
SQL Server Express Edition eu-west-2c

Maintenance & backups Tags

Security

VPC security groups

default (sg-57cc9535)
(active)

Public accessibility
No

Certificate authority
rds-ca-2019

Certificate authority date
Aug 22nd, 2024



RDS Create database

Create database

Choose a database creation method info

© Standard Create
You set all of the configuration optiens, including ones
for availability, security, backups, and maintenance.

Easy Create
Use recommended best-practice configurations. Some
configuration options can be changed after the
database is created

Engine options

Engine type Info

O Amazon Aurora MySQL

+
+

¢

PostgreSQL Oracle

MariaDB

Microsoft SQL Server

ORACLE 2@ SOL server

Edition
© Amazon Aurora with MySQL compatibility

Amazon Aurora with PostgreSQL compatibi

Version Info

Aurora (MySQL)-5.6.10a

Database features are supported with specific en

Database Location

© Regional

You provision your Aurora database in a single AWS Region.

Global

e versions. Info

You can provision your Aurora database in multiple AWS Regions. Writes in the primary AWS
Region are replicated with typical latency of less than 1 sec to secondary AWS Regions.

Database features

© One writer and multiple readers
Supports multiple reader instances connected to the
same storage volume as a single writer instance. This is
a good general-purpose option for most workloads.

Serverless

You specify the minimum and maximum amount of
resources needed, and Aurora scales the capacity based
on database load. This is a good option for intermittent
or unpredictable workloads.

Database Location

© Regional

You provision your Aurora database in a single AWS Region,

Global

Vou can provision your Aurora database in multiple AWS Regions. Writes in the primary AWS

Region are replicated with typical latency of less than 1 sec

Database features

One writer and multiple readers

Supports multiple reader instances connected to the
same storage volume as a single writer instance. This is
a good general-purpose option for most workloads.

secondary AWS Regions.

© Serverless
You specify the minimum and maximum amount of
resources needed, and Aurora scales the capacity based
on database load. This is a good option for intermittent
or unpredictable workloads.
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Database Location
Regional
You provision your Aurora database in a single AWS Region.

© Global

Templates

Choose a sample template to meet your use case.

© Production
Use defaults for high availability and fast, consistent

perfo

2.410.6.1 Settings
The database server instance must be given a unique identifier. This identifier is only used for
the Amazon AWS administration — it is not used by the web content management system.

A master username and password must also be configured for the database server.

The database master username and password should be noted (see 2.4.3 Deployment
Checklist & Notes) as they will be needed to configure the web content management system,
later.

For example:

- DB cluster identifier / Global database identifier:
wcem-aurora-mysql

- Master username:
admin

- Master password:
secretsecret

- Confirm password:
secretsecret

The database master username and password should be noted (see 2.4.3 Deployment

Checklist & Notes) as they will be needed to configure the web content management system,
later.
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2.4.10.6.1.1 Serverless

Settings

DB cluster identifier Info
aname for your DB cluster. The name must be unique across all DB cluster

y your count in the curre

wem-aurora-mysql

The DB cluster identifi
characters or hyph:

Il lowercase (as in "mydbcluster raints: 1 to 60 alphanumeric

end with a hyphen

¥ Credentials Settings
Master username  Info
Type a login ID for the master user of your DB instance.
admin
1 to 16 alphanumeric characters. First character must be a letter

Auto generate a password
Amazon RDS can generate a password for you, or you can specify your own password

Master password Info

ers. Can't contain any of the following: / (sl

(double quote) and @ (at sign)

Confirm password Info

24.10.6.1.1.1  Capacity settings

For the serverless database server instance option the minimum and maximum capacity is
given for automatic scaling depending on the required capacity. Please see the Amazon AWS
RDS documentation for details on the capacity and scaling options.

Capacity settings

This billing estimate is based on published prices. Learn more [

Minimum Aurora capacity unit info Maximum Aurora capacity unit Info
1 v 64 v
2GB RAM 122GB RAM

¥ Additional scaling configuration

Force scaling the capacity to the specified values when the timeout is

reached Info

as soon as possible. Disable to cancel the capacity changes
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2.4.10.6.1.2  One writer and multiple readers
Settings

DB cluster identifier Info
Type a name for your DB cluster. The name must be unique across all DB clusters owned by your AWS account in the current AWS
Region.

wem-aurora-mysql

The DB cluster identifier is case-insensitive, but is stored as all lowercase (as in "mydbcluster). Constraints: 1 to 60 alphanumeric
characters or hyphens. First character must be a letter. Can't contain two consecutive hyphens. Can't end with a hyphen.

¥ Credentials Settings

Master username Info
Type a login ID for the master user of your DB instance.

admin
1 to 16 alphanumeric characters. First character must be a letter

Auto generate a password
Amazon RDS can generate a password for you, or you can specify your own password

Master password Info
ssscssssccce

Constraints: At least 8 printable ASCII characters. Can't contain any of the following: / (slash), *(double quote} and @ (at sign).

Confirm password Info

2.4.10.6.1.2.1 DB instance size

All database instance classes are supported by the web content management system. A small
class database instance may be sufficient for a small website. For larger websites, a larger
class may be required. Please see general Amazon AWS RDS documentation for details.

DB instance size

DB instance class Info
Ch DB instance class
limited to those supported

yeur processing power and memory requirements. The DB instance class options below are
ine you selected above.

Memory Optimized classes (includes r and x classes)

© Burstable classes (includes t classes)

db.t2.small
1vCPUs  2GIBRAM  Not EBS Optimized

(D Include previous generation classes

2.4.10.6.1.2.2  Single-server instance
As default a replicated reader node database server instance is deployed for high availability
and increased capacity and performance.

Optionally, the replicated reader node can de disabled. (Eventually, adding a replicated reader
node, later, if and when it should be required).

Availability & durability

Multi-AZ deployment Info
Don't create an Aurora Replica
© Create an Aurora Replica or Reader node in a different AZ (recommended for

scaled availability)
Creates an Aurora Replica for fast failover and high availability.
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24.10.6.1.3  Global

Settings

Global database identifier Info
Type a name for your global database. The name must be unique a

ss all global databases in your AWS account

wem-aurora-mysql

Il lowercase (as in "mydbinstance’). Constraints: 1to 60
an't contain two consecutive hyphens. Can't end with a

The global database identifier is case-insensitive, but is store
alphanumeric characters or hyphens. First character must be a s
hyphen.

¥ Credentials Settings

Master username  Info
Type a login ID for the master user of your DB instance
admin
1 to 16 alphanumeric characters. First character must be a letter
Auto generate a password
Amazon RDS can generate a password for you, or you can specify your own password
Master password Info
sesssssssene

Constraints: At least 8 printable ASCII characters. Can't contain any of the following: / (slash), "(double quote) and @ (at sign.

Confirm password Info

2.4.10.6.1.3.1 DB instance size

All database instance classes are supported by the web content management system. A small
class database instance may be sufficient for a small website. For larger websites, a larger
class may be required. Please see general Amazon AWS RDS documentation for details.

Primary region settings

DB instance size

r and memory requirements. The DB instance class options below

r processing pe
you selected al

© Memory Optimized classes (includes r and x classes)

db.r5.large v
2 vCPUs 16 GiB RAM EBS: 3500 Mbps

B Include previous generation classes

2.4.10.6.1.3.2  Single-server instance
As default a replicated reader node database server instance is deployed for high availability
and increased capacity and performance.

Optionally, the replicated reader node can de disabled. (Eventually, adding a replicated reader
node, later, if and when it should be required).

Availability & durability

Multi-AZ deployment Info
Don't create an Aurora Replica
© Create an Aurora Replica or Reader node in a different AZ (recommended for

scaled availability)
Creates an Aurora Replica for fast failover and high availability
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2.410.6.2 Connectivity
The database server should be assigned to the same Virtual Private Cloud as the
web/application server and optional cache server — as created and noted previously.

The database port number should be left as the default value.

Connectivity

Virtual private cloud (VPC) Info
VPC that defines the virtual networking environment for this DB instance.

Default VPC (vpc-20733348) v

Only VPCs with a corresponding DB subnet group are listed

(@ After a database is created, you can't change the VPC selection.

» Additional connectivity configuration

2.410.6.3 Database name
An initial database should be created for the web content management system through the
“Additional configuration” option.

Note: If no initial database name is given then no default database will be created and the web

content management system may not work (unless you manually create a database on the
database server).

Note: If you use the “Easy Create” option (not recommended) then the default initial database
name is: ebdb

The initial database name should be noted (see 2.4.3 Deployment Checklist & Notes) as it will
be needed to configure the web content management system, later.

2.4.10.6.3.1  Serverless

v Additional configuration

Database options, encryption enabled, backup enabled, backtrack disabled, Performance Insights enabled, Enhanced Monitoring
enabled, maintenance, CloudWatch Logs, delete protection enabled

Database options

Initial database name Info

[ ]

If you do not specify a database name, Amazon RDS does not create a database

2.4.10.6.3.2  One write and multiple readers

v Additional configuration

Database options, encryption enabled, failover, backup enabled, backtrack disabled, Enhanced Monitoring enabled,
maintenance, CloudWatch Logs, delete protection disables

Database options

DB instance identifier Info
wem-aurora-mysql-instance-1

If you do not provide one, a default identifier based on the cluster identifier will be used.

Initial database name Info

wem

If you do not specify a database name, Amazon RDS does not create a database.
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2.4.10.6.3.3  Global
Note: Currently, the “Global” database configuration option does not support configuration of
an “Initial database name”.

When you configure the database server configuration settings for the Elastic Beanstalk
Software Environment Properties for the Asbru Web Content Management System, you
should simply configure a database name (for example “wcm”) as the “RDS_ DB NAME”
and “RDS2 DB NAME”. The Asbru Web Content Management System will then attempt to
create the database on first access to the web content management system administration.

Alternatively, you can access the database server and create a database, manually.

v Additional configuration
Database options, failover, backup enabled, backtrack disabled, Performance Insights enabled, Enhanced Monitoring enabled,
maintenance, CloudWatch Logs, delete protection disabled

Database options

DB instance identifier info
Type a name for your DB instance. The name must be unique across all DB instances owned by your AWS account in the current AWS
Region.

wem-aurora-mysql-instance-1

0 alphanumeric
ns. Can't end

(as in “mydbinstance’). Const

DB cluster identifier Info

wem-aurora-mysql-cluster-1

If you do net provide one, a default identifier based on the instance identifier will be used.

DB cluster parameter group Info

default.aurora5.6 v

DB parameter group Info

default.aurora5.6 v

Option group Info

Failover priority

No preference v

2.4.10.6.4 Additional configuration
A number of other configuration options are available such as automatic backups and
monitoring. Please see the Amazon AWS documentation for details.

@ You are responsible for ensuring that you have all of the necessary rights for any third-party products or
services that you use with AWS services.

2.410.6.5 Create Database
Creating the database server may take some minutes to complete.
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2.4.10.6.5.1 Serverless

Your database might take a few minutes to launch.

Dashboard
RDS Databases

Databases

Query Editor

Databases @ Group resources

Snapshots a . @
Automated backups

Performance Insights

Reserved instances DB identifier A Role v Engine v Region & AZ 7 Size ¥ Status ¥ CPU =}

Proxies
wem-aurora-mysql Serverless Aurora MySQL eu-west-2 - @ Creating -

Subnet groups < >

Parameter groups

Option groups

Events

Event subscriptions

Recommendations ()

Certificate update

Amazon RDS X © Successfully created dat: View credential details

Dashboard RDS > Databases
Databases
Query Editor Databases @© Group resources Restore from 53 Create database

Performance Insights

1
Snapshots Q @
Automated backups
DB identifier a Role v Engine v Region & AZ ¥ Size v Status v cPL
Reserved instances
Proxies wem-aurora-mysgl Serverless Aurora MySQL eu-west-2 4 capacity units @ Available -
< >

Subnet groups
Parameter groups

Option groups

Events

Event subscriptions

Recommendations ()

Certificate update

2.4.10.6.5.2  One writer and multiple readers

Amazon RDS X € Creating database wam-aurora-mysgl. View credential details X

Your database might take a few minutes to launch.

Dashboard

RDS Databases
Databases
Query Editor
Databases @ Group resources Restore from S3 Create database
Snapshots a . ®
Automated backups

Performance Insights

Reserved instances DB identifier a Role + Engine v Region & AZ ¥ Size v Status v cPU
Proxies

wem-aurora-mysql Regional Aurora MySQL eu-west-2 2 instances @ Creating -
Subnet groups

wem-aurora-mysql-instance-1 Reader Aurora MySQL eu-west-2a db.t2.small @ Creating -
Parameter groups
Option groups wem-aurora-mysgl-instance-1-eu-west-2c Reader Aurora MySQL eu-west-2c db.t2.small @ Creating -
< >

Events

Event subscriptions

Recommendations

Certificate update
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Amazon RDS X © Successfully created database wem-aurora-mysal. ew credential det

Dashboard RDS Databases
Databases
Query Editor Databases © Group resources restore froms3_| [

Performance Insights

Q 1 ®

Snapshots
Automated backups

DB identifier A Role ¥ Engine ¥ Region & AZ ¥ Size ¥ Status ¥ cPU
Reserved instances
Proxies wem-aurera-mysql Regional Aurora MySQL eu-west-2 2 instances @© Available -
Subnet groups wem-aurora-mysql-instance-1 Writer Aurora MySQL eu-west-2a db.t2.small @ Creating -
Parameter groups wem-aurora-mysql-instance-1-eu-west-2c Reader Aurora MySQL au-west-2c db.t2.small @) Creating -
Option groups < >

Events

Event subscriptions

Recommendations

Certificate update

24.10.6.5.3  Global
Amazon RDS X @ Successfully created database wem-aurora-mysql. X

Dashboard RDS Databases
Databases
Query Editor Databases @© Group resources Restore from S3 Create database

Performance Insights

Q 1 @

Snapshots
Automated backups
DB identifier A Role ¥ Engine v Region & AZ ¥ Size v Status v cPU

Reserved instances
Proxies wem-aurora-mysql Global Aurora MySQL 1 region 1 cluster © Available -
Subnet groups wem-aurora-mysql-cluster-1 Primary Aurora MySQL eu-west-2 2instances @ Creating -
Parameter groups wem-aurora-mysql-instance-1 Reader Aurora MySQL au-west-2a db.r5.large @ Creating -
Option groups

wem-aurora-mysql-instance-1-eu-west-2c Reader Aurora MySQL eu-west-2c db.rs.large @ Creating -
Events e 2

Event subscriptions

Recommendations

Certificate update

Amazon RDS X © Successfully created database wem-aurora-mysal. View credential details x

Dashboard RDS Databases
Databases
Query Editor Databases @ Group resources Restore from 53 m

Performance Insights

Q 1 (o]

Snapshots
Automated backups
DB identifier a Role ¥ Engine ¥ Region & AZ ¥ size ¥ Status ¥ cPu

Reserved instances
Proxies wem-aurora-mysql Global Aurora MySQL 1 region 1 cluster @ Available -
Subnet groups wem-aurora-mysgl-cluster-1 Primary Aurora MySQL eu-west-2 2 instances @ Available -
Parameter groups wem-aurora-mysgl-instance-1 Writer Aurora MySQL eu-west-2a db.rs large @ Available o 1s)
Option groups

wem-aurora-mysgl-instance-1-eu-west-2¢ Reader Aurora MySQL eu-west-2c db.r5 large @ Available s
Events < >

Event subscriptions

Recommendations

Certificate update
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The created database server is automatically assigned an endpoint address. The automatically
assigned “Endpoint” address(es) and “Port” number should be noted (see 2.4.3 Deployment
Checklist & Notes) as they will be needed to configure the web content management system,

later.
For example:

- Endpoint:

wcem-aurora-mysql.cluster-c4w3zpvzpgax.eu-west-2.rds.amazonaws.com

- Port:
3306

You may also want to check that the database server has been assigned to the intended VPC

and VPC security group.

Amazon RDS X RDS > Databases > wcm-aurora-mysql
bashboard wcm-aurora-mysql
Databases
Query Editor Summary
Performance Insights
DB cluster id cPU
Snapshots
wem-aurora-mysql - 1442%
Automated backups
Reserved instances Role Current activity
) Serverless
Proxies
Subnet groups
Parameter groups Connectivity & security Monitoring Logs & events Configuration
Option groups
Events Connectivity & security
Event subscriptions
Endpoint & port Networking
Recommendations ()
Endpoint VPC

Certificate update
wem-aurora-mysql.cluster-c4w3zpvzpgax.eu-

west-2.rds.amazonaws.com

Port
3306

2.4.10.6.6.2  One writer and multiple readers

vpe-20733348

Subnet group
default-vpc-20733348

Subnets
subnet-9f9ed4fe
subnet-2412b768
subnet-b2891fc8

Info
@ Available

Engine

Aurora MySQL

Maintenance & backups

Current capacity

4 capacity units

Region & AZ

eu-west-2

Tags

Security

VPC security groups

default {sg-57cc9535)
(active )

The created database server is automatically assigned two endpoint addresses — “writer” and
“reader”. The automatically assigned “Endpoint” addresses and “Port” number should be
noted (see 2.4.3 Deployment Checklist & Notes) as they will be needed to configure the web

content management system, later.

For example:
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- Endpoint - Writer:
wcem-aurora-mysql.cluster-c4w3zpvzpgax.eu-west-2.rds.amazonaws.com

- Endpoint - Reader:
wem-aurora-mysql.cluster-ro-c4w3zpvzpgax.eu-west-2.rds.amazonaws.com

- Port:
3306

You may also want to check that the database server has been assigned to the intended VPC
and VPC security group.

Amazon RDS X RDS > Databases » wcm-aurora-mysql
wcm-aurora-mysql
Databases
Query Editor Related
Performance Insights Q ®
Snapshots
Automated backups DB identifier A Role w Engine v Region & AZ ¥ Size v Status Vv CcPU
Reserved instances
[+ ] wcm-aurora-mysql Regional Aurora MySQL eu-west-2 2 instances © Available

Proxies

wem-aurora-mysql-instance-1 Writer Aurora MySQL eu-west-2a db.t2.small @ Creating
Subnet groups

wcm-aurora-mysql-instance-1-eu-west-2c Reader Aurora MySQL eu-west-2c db.t2.small @ Creating
Parameter groups

< >

Option groups
Events Connectivity & security Monitoring Logs & events Configuration Maintenance & backups Tags

Event subscriptions

Recommendations y -

Certificate update

Q 1 @
Endpoint name a Status v Type v Port
wem-aurora-mysql.cluster-ro-caw3zp u-west-2.rds.amazonaws.com Available Reader 3306
wem-aurora-mysql cluster-c4 eu-west-2.rd com Available Writer 3306

2.4.10.6.6.2.1  Add additional readers
Additional replicated reader database server instances can be added through “Actions — Add
reader”.

Additional reader database instances will share the existing Reader Endpoint and will
automatically become available to the Asbru Web Content Management System.
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Amazon RDS X RDS > Databases » wcm-aurora-mysql
Dashboard wcm-aurora-mysql ctions
Databases Stop
Query Editor Related
Performance Insights Q
Snapshots
Automated backups DB identifier A Role ¥ Engine v Region & AZ ¥ Size|  Add reader
Reserved instances. Create cross region read replica
[+ ] wcm-aurora-mysql Regional Aurora MySQL eu-west-2 3 insl
Proxies Create clone
wcm-aurora-mysql-instance-1 ‘Writer Aurora MySQL eu-west-2a db.t2
Subnet groups
wem-aurora-mysql-instance-1-eu-west-2c Reader Aurora MySQL eu-west-2¢ db.t2  Restore to point in time
Parameter groups
Option groups wcm-aurora-mysql-reader2 Reader Aurora MysQL eu-west-2b db.t2
A Add replica auto scaling
Events

Event subscriptions — o N .
Connectivity & security Moenitoring Lags & events Configuration Maintenance & backups Tags

Recommandations

Certificate update

Q 1 @
Endpoint name A Status v Type v Port
‘wem-aurora-mysql.cluster-ro-c P u-west-2.rds.amazonaws.com Available Reader 3306
‘wem-aurora-mysql.cluster-cés eu-west-2.rd com Available Writer 3306

24.10.6.6.3  Global

The created database server is automatically assigned two endpoint addresses — “writer” and
“reader”. The automatically assigned “Endpoint” addresses and “Port” number should be
noted (see 2.4.3 Deployment Checklist & Notes) as they will be needed to configure the web
content management system, later.

For example:

- Endpoint - Writer:
wem-aurora-mysql-cluster-1.cluster-c4w3zpvzpgax.eu-west-2.rds.amazonaws.com

- Endpoint - Reader:
wem-aurora-mysql-cluster-1.cluster-ro-c4w3zpvzpgax.eu-west-2.rds.amazonaws.com

- Port:
3306

You may also want to check that the database server has been assigned to the intended VPC
and VPC security group.
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Amazon RDS X RDS Databases wem-aurora-mysqgl

wcm-aurora-mysql

Dashboard
Databases
Query Editor Related
Performance Insights Q &
Snapshots
Automated backups DB identifier A Role ¥ Engine v Region & AZ Vv Size v Status v cPU
Reserved instances
[+] wem-aurera-mysql Global Aurora MySQL 1 region 1 cluster @ Available B
Proxies
wcm-aurora-mysql-cluster-1 Primary Aurora MySQL eu-west-2 2 instances @ Available -
Subnet groups.
wem-aurora-mysgl-instance-1 Writer Aurora MySQL eu-west-2a db.r5.large ® Available [ il
Parameter groups
Option groups wem-aurora-mysgl-instance-1-eu-west-2c Reader Aurora MySQL eu-west-2¢ db.r5.large © Available ' 4]
< >
Events
Event subscriptions
Configuration
Recommendations
Certificate update
Instance
Configuration Availability Regions
eu-west-2 (London)
Engine Encryption
Aurora MySQL Enabled

Global database identifier

wem-aurora-mysql

Amazon RDS X RDS > Databases > wcm-aurora-mysql » wem-aurora-mysql-cluster-1

wcm-aurora-mysql-cluster-1

Dashboard
Databases
Query Editor Related
Performance Insights Q &
Snapshots
Automated backups DB identifier A Role ¥ Engine v Region & AZ v Size v Status v cpPU
Reserved instances
wem-aurora-mysgl Global Aurora MySQL 1 region 1 cluster © Available -
Proxies
o wem-aurora-mysql-cluster-1 Primary Aurora MySQL eu-west-2 2 instances @ Available -
Subnet groups
wem-aurora-mysql-instance-1 Writer Aurora MySQL eu-west-2a db.r5.large © Available [
Parameter groups
Option groups wcm-aurora-mysql-instance-1-eu-west-2c Reader Aurora MySQL eu-west-2¢ db.r5.large @ Available I
3 >
Events
Event subscriptions i e _ _
Connectivity & security Monitoring Logs & events Configuration Maintenance & backups Tags

Recommendations

Certificate update . )
Endpoints (2) Create custom endpoint

Q 1 @
Endpoint name a Status ¥ Type ¥ Port
wem-aurora-mysgl-cluster-1.cluster-ro-c. eu-west-2.rd com Available Reader 3306
wem-aurora-mysql-cluster-1.cluster-c4w3zpvzpgax.eu-west-2.rds.amazonaws.com Available Writer 3306

2.4.10.6.6.3.1 Add additional readers
Additional replicated reader database server instances can be added through “Actions — Add
reader”.

Additional reader database instances will share the existing Reader Endpoint and will
automatically become available to the Asbru Web Content Management System.
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Add reader

Dashboard
Databases
Query Editor Related
Performance Insights Q
Snapshots
Automated backups DB identifier a Role ¥ Engine ¥ Region & AZ ¥ Size
Reserved instances
wem-aurora-mysql Global Aurora MySQL 1 region 1 clus
Proxies
o wem-aurora-mysql-cluster-1 Primary Aurora MySQL eu-west-1 2insti
Security groups
wem-aurora-mysql-instance-1 Writer Aurora MySQL eu-west-1b db.rs.
Subnet groups
Parameter groups wem-aurora-mysql-instance-1-eu-west-1a Reader Aurora MySQL eu-west-1a dbur5.
Option groups. 4
Events .
Connectivity & security Monitoring Logs & events Configuration Maintenance & backups Tags
Event subscriptions
Recommendations ()
Endpoints (2
Certificate update
Q
Endpoint name a Status
wem-aurora-mysql-cluster-1.cluster-ro-chvvuqwaxp7v.eu-west-1.rds.amazonaws.com Available
wem-aurora-mysql-cluster-1.cluster-cfuvuqwzxp7v.eu-west-1.rd om Available

24.10.6.6.3.2 Addregion

Additional regions with replicated reader database server instances can be added through

“Actions — Add region”.

Additional reader database instances will be assigned their own new Writer and Reader
Endpoints which will not automatically become available to the Asbru Web Content

Management System.

Create cross region read replica

Remove from Global

Restore to point in time

Add replica auto scaling

Create custom endpoint

1 @
Type v Port
Reader 3306
Writer 3306

The use of the Global database server deployed to multiple regions each with its own Writer
and Reader Endpoints, should have a matching deployment of multiple environments of the
Asbru Web Content Management System in the same regions as the Global database server
regions, where each deployed web content management system environment is configured to

use the Global database server’s endpoints for that region.
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Dashboard
Databases

Query Editor
Performance Insights
Snapshots
Automated backups
Reserved instances

Proxies

Security groups
Subnet groups
Parameter groups

Option groups

Events

Event subscriptions

Recommendations ()

Certificate update

RDS > Databases > wcm-aurora-mysql

wcm-aurora-mysql
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Delete
Related Add region
Q @
DB identifier a Role Engine Region & AZ Size Status cPu
o wem-aurera-mysgl Global Aurora MySQL 1 region 1 cluster © Available -
wem-aurora-mysql-cluster-1 Primary Aurora MySQL eu-west-1 2instances © Available -
wem-aurora-mysql-instance-1 Writer Aurora MySQL eu-west-1b dburS.large © Available [—
wem-aurora-mysql-instance-1-eu-west-1a Reader Aurora MySQL eu-west-1a dburS.large © Available -
< >
Configuration
Instance
Configuration Availability Regions
eu-west-1 (Ireland)
Engine Encryption
Aurora MySQL Enabled

Global database identifier

wem-aurora-mysql

2.410.7 Amazon Aurora PostgreSQL
Amazon Aurora PostgreSQL is a PostgreSQL-compatible database server, which can also be
used for the Asbru Web Content Management System. An Amazon Aurora PostgreSQL

database should simply be configured as if it is a PostgreSQL database — except for database
server configurations with separate “writer” and “reader” endpoints:

- Amazon Aurora PostgreSQL One writer and multiple readers

Uses separate “Writer” and “Reader” Endpoints for the database server cluster. Both the
“Writer” and “Reader” Endpoints for the database server cluster must be configured for
the Asbru Web Content Management System.
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RDS Create database

Create database

Choose a database creation method info

© standard Create Easy Create
v nfiguration options, including ones. L
backups, and maintenance.

& recommended best-practice configurations. Some
ions can be changed after the

Engine options

Engine type Info

© Amazon Aurora MySQL MariaDB
+

PostgreSQL Oracle Microsoft SQL Server

ORACLE S8 server

Edition
Amazon Aurora with MySQL compatibility
© Amazon Aurora with PostgreSQL compatibility

Version Info
Aurora PostgreSQL (Compatible with PostgreSQL 11.6) v

Database features are supparted with specific engine versions. Info

Both production and dev/test deployments are supported by the web content management
system.

Use the production template for an optional replicated standby database server instance.

Templates

Choose a sample template to meet your use case.

© Production Dev/Test
se for high availability and fast, consistent This inst ended for development use outside
of a pre n environment

2.410.71 Settings
The database server instance must be given a unique identifier. This identifier is only used for
the Amazon AWS administration — it is not used by the web content management system.

A master username and password must also be configured for the database server.

The database master username and password should be noted (see 2.4.3 Deployment
Checklist & Notes) as they will be needed to configure the web content management system,
later.

For example:

- DB instance identifier:
wcem-aurora-pgsql
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- Master username:
postgres

- Master password:
secretsecret

- Confirm password:
secretsecret

The database master username and password should be noted (see 2.4.3 Deployment
Checklist & Notes) as they will be needed to configure the web content management system,
later.

Settings

DB cluster identifier Info
Type a name for your DB cluster. The name must be unique across all DB clusters owned by your AWS account in the current AWS
Region.

wem-aurora-pgsal

e-insensitive, but is stored as all lowercase (as in "mydbcluster”). Constraints: 1 to 60 alphanumeric
t character must be a letter. Can't contain two consecutive hyphens. Can't end with a hyphen.

The DB cluster iden
characters or hyphy

¥ Credentials Settings

Master username Info
Type a login D for the master user of your DB instance
postgres
1 to 16 alphanumeric characters. First character must be a letter
Auto generate a password
Amazon RDS can generate a password for you, or you can specify your own password
Master password Info
ssssssssssss

Constraints: At least 8 printable ASCII charac

Can't contain any of the following: / (slash), “(double quote) and @ (at sign).

Confirm password Info

2.4.10.7.1.1 DB instance size

All database instance classes are supported by the web content management system. A
medium class database instance may be sufficient for a small website. For larger websites, a
larger class may be required. Please see general Amazon AWS RDS documentation for
details.

DB instance size

DB instance class Info
Choose a DB instance class that m
limited to those supported by

Memory Optimized classes (includes r and x classes)
© Burstable classes (includes t classes)
db.t3.medium v
2vCPUs 4 GiB RAM EBS: 1500 Mbps

(D Include previous generation classes

2.4.10.7.1.2  Single-server instance
As default a replicated reader node database server instance is deployed for high availability
and increased capacity and performance.

Optionally, the replicated reader node can de disabled. (Eventually, adding a replicated reader
node, later, if and when it should be required).
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Availability & durability

Multi-AZ deployment Info
Don't create an Aurora Replica
© Create an Aurora Replica or Reader node in a different AZ (recommended for

scaled availability)
Creates an Aurora Replica for fast failover and high availability

2.410.7.2 Connectivity
The database server should be assigned to the same Virtual Private Cloud as the
web/application server and optional cache server — as created and noted previously.

The database port number should be left as the default value.

Connectivity

Virtual private coud (VPC) Info
VPC that defines the virtual networking environment for this DB instance

Default VPC (vpc-20733348) v

Only VPCs with a corresponding DB subnet group are listed

@ After a database is created, you can't change the VPC selection.

» Additional connectivity configuration

2.4.10.7.3 Database name
An initial database should be created for the web content management system through the
“Additional configuration” option.

Note: If no initial database name is given then no default database will be created and the web
content management system may not work (unless you manually create a database on the

database server).

Note: If you use the “Easy Create” option (not recommended) then the default initial database
name is: ebdb

The initial database name should be noted (see 2.4.3 Deployment Checklist & Notes) as it will
be needed to configure the web content management system, later.

v Additional configuration

Database options, encryption enabled, failover, backup enabled, backtrack disabled, Performance Insights enabled, Enhanced
Monitoring enabled, maintenance, CloudWatch Logs, delete protection enabled

Database options

DB instance identifier info

wam-aurora-pgsgl-instance-1

If you do not provide one, a default identifier based on the cluster identifier will be used.

Initial database name Info

[em

If you do not specify a database name, Amazon RDS does not create a database.

2.4.10.7.4 Additional configuration
A number of other configuration options are available such as automatic backups and
monitoring. Please see the Amazon AWS documentation for details.
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e 00000000

@ You are responsible for ensuring that you have all of the necessary rights for any third-party products or
services that you use with AWS services.

2.410.7.5 Create Database
Creating the database server may take some minutes to complete.

Amazon RDS X ¢ Creating database wam-aurora-pgsql- View credential details X

Your database might take a few minutes to launch.

Dashboard
RDS Databases
Databases
Query Editor
performance gt Databases () i retore o ss | (T
Snapshots Q g ®
Automated backups
Reserved instances DB identifier a Role ¥ Engine v Region & AZ ¥ Size v Status ¥ cF
Proxies
wem-aurora-pgsql Regional Aurora PostgreSQL eu-west-2 2instances @ Creating
Subnet groups
wem-aurora-pgsql-instance-1 Reader Aurora PostgreSQL eu-west-2a db.t3.medium @ Creating
Parameter groups
Option groups wem-aurora-pgsql-instance-1-eu-west-2¢ Reader Aurora PostgreSQL eu-west-2¢ db.t3.medium @ Creating
< >

Events

Event subscriptions

Recommendations

Certificate update

Amazon RDS X © Successfully created database wcm-aurora-pgsal. View credential details

Dashboard RDS > Databases
Databases
Query ot Databases © o resures TIRTERER oo cotabese |
Performance Insights
1

Snapshots a @
Automated backups

DB identifier a Role ¥ Engine v Region & AZ ¥ Size v Status ¥ cl
Reserved instances
Proxies wem-aurora-pgsql Regional Aurora PostgreSQL eu-west-2 2 instances @ Available
Subnet groups wem-aurora-pgsql-instance-1 Writer Aurora PostgreSQL eu-west-2a db.t3.medium @ Available 1
Parameter groups wem-aurora-pgsql-instance-1-eu-west-2¢ Reader Aurora PostgreSQL eu-west-2¢ db.t3.medium @ Available -
Option groups < >

Events

Event subscriptions

Recommendations

Certificate update

2.4.10.7.6 Database address

The created database server is automatically assigned two endpoint addresses — “writer” and
“reader”. The automatically assigned “Endpoint” addresses and “Port” number should be
noted (see 2.4.3 Deployment Checklist & Notes) as they will be needed to configure the web
content management system, later.

For example:

- Endpoint - Writer:
wem-aurora-pgsql.cluster-c4w3zpvzpgax.eu-west-2.rds.amazonaws.com
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- Endpoint - Reader:
wem-aurora-pgsql.cluster-ro-c4w3zpvzpgax.eu-west-2.rds.amazonaws.com

- Port:
5432

You may also want to check that the database server has been assigned to the intended VPC
and VPC security group.

Amazon RDS X RDS > Databases > wem-aurora-pgsql
wem-aurora-pgsql
Databases
Query Editor Related
Performance Insights Q &
Snapshots
Automated backups DB identifier 'y Role ¥ Engine v Region & AZ ¥ Size v Status v
Reserved instances
[+] wcm-aurora-pgsql Regional Aurora PostgreSQL eu-west-2 2 instances. @ Available

Proxies

wem-aurera-pgsql-instance-1 Writer Aurora PostgreSQL eu-west-2a db.t3.medium @© Available
Subnet groups

wem-aurera-pgsql-instance-1-eu-west-2c Reader Aurora PostgreSQL eu-west-2¢ db.t3.medium @© Available
Parameter groups

< >

Option groups
Events Connectivity & security Monitoring Logs & events Configuration Maintenance & backups Tags

Event subscriptions

Recommendations

Certificate update

Q 1 @
Endpoint name a Status v Type v Port
wem-aurora-pgsql.cluster-ro-c u-west-2.rds.amazonaws.com Available Reader 5432
wem-aurora-pgsql.cluster-cd u-west-2.rd om Available Writer 5432

2.4.10.7.6.1  Add additional readers
Additional replicated reader database server instances can be added through “Actions — Add
reader”.

Additional reader database instances will share the existing Reader Endpoint and will
automatically become available to the Asbru Web Content Management System.
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Amazon RDS X RDS > Databases » wcm-aurora-pgsql
Dashboard wem-aurora-pgsql ctions
Databases Stop
Query Editor Related Start activity stream
Performance Insights Q
Snapshots
Automated backups DB identifier A Role ¥ Engine v Region & AZ ¥
Reserved instances Add reader
[+] wcm-aurora-pgsql Regional Aurora PostgreSQL eu-west-2

Proxies

wem-aurora-pgsql-instance-1 Writer Aurora PostgreSQL eu-west-2a ' Create clone
Subnet groups

wem-aurora-pgsql-instance-1-eu-west-2c Reader Aurora PostgreSQL eu-west-2c (
Parameter groups

) < Restore to point in time

Option groups
Events Connectivity & security Monitoring Logs & events Configuration Maintenance & backups Tags

Event subscriptions

Recommendations i -
Endpoints (2 Create custom endpoint

Certificate update

Q 1 @
Endpoint name ry Status v Type v Port
wem-aurora-pgsql.cluster-ro-cw3zpvzpgax.eu-west-2.rds.amazonaws.com Available Reader 5432
wem-aurora-pgsql.cluster-cd eu-west-2.rd: com Available Writer 5432

2411 Cache Server
Optionally, a Cache Server may be deployed for co-ordinated caching of website content and
other data and/or for session manager storage.

The web content management system supports both Amazon AWS ElastiCache Memcached
and Redis cache servers (https://console.aws.amazon.com/elasticache/).
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ElastiCache

ElastiCache is a web service that makes it easier to launch,

manage, and scale a distributed in-memory cache in the cloud.

Get Started Now

|II[

T,

Launch a Cluster

Create Clusters with just a few clicks. You can
choose either Memcached or Redis as the
engine software for this cluster.

Link to Documentation (Memcached)

Link to Documentation (Redis)

r"—_iﬂ

Connect

Once you have authorized access to the Cluster and it is
in the available state, you can log into an EC2 instance
and connect it to a Node in the cluster.

Link to Documentation (Memcached)

Link to Documentation (Redis)

ElastiCache Documentation & Support

A

Manage
Using the AWS Management Console, you can easily add
resources, modify configuration and monitor nodes of your
ElastiCache environment to meet your applications requirements.

Link to Documentation (Memcached)

Link to Documentation (Redis)

Getting Started Guide (Memcached) | Getting Started Guide (Redis) | ElastiCache Documentation | AWS Support | ElastiCache Forums

2.4.11.1 ElastiCache Redis
The cache server instance must be given a unique name. This name is only used for the
Amazon AWS administration — it is not used by the web content management system.

The port number should be left as the default value.

Any node type (instance size) is supported by the web content management system.
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Create your Amazon ElastiCache cluster 2]

Cluster engine ® Redis
In-memory data structure store used as database, cache and message
broker. ElastiCache for Redis offers Multi-AZ with Auto-Failover and
enhanced robustness.

Cluster Mode enabled

Memcached
High-performance. distributed memory abject caching system. intended
for use in speeding up dynamic web applications

Redis settings

Name ‘ wem-redis| i}

Engine version compatibility = 506 v o
Port | 6379 ]

Parameter group  default redis5.0 v O

Node type cache.t3.micro (0.5 GiB) v

Number of replicas 0 (i ]

The cache server should be assigned to the same Virtual Private Cloud and Security Group as
the database server and web/application server — as created and noted previously.

« Advanced Redis settings

Advanced settings have common defaults set to give you the fastest way 1o get started. You can modify these now or after your cluster has been created

Subnetgroup  wcm-subnet (vpc-20733348) - 0

Availability zones placement @ No preference [i]
Select zones

Security
Security groups  default (sg-57cc9535) ¢ (i)
Encryption at-rest i ]
Encryption in-transit i}

241111 Cache server address
Creating the cache server may take some minutes to complete.

The created cache server is automatically assigned an endpoint address. The automatically
assigned “Endpoint” address and “Port” number should be noted (see 2.4.3 Deployment
Checklist & Notes) as they will be needed to configure the web content management system,
later.

For example:

- Endpoint:
wem-redis.gleosl.0001.euw?2.cache.amazonaws.com

- Port:
6379
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< Name: wem-redis

ElastiCache Dashboard _
Description Nodes
Memcached
Add Replication Actions v o & (2]
| Redis
Global Datastore Viewing 1of 1Nodes (T O
Service Updates
a Node Name +  Status Port Endpoint Parameter Group Status Ione Created on
Reserved Nodes
@ wemeredis available 6379 wem-redis gleosl 0001 euw?2 cache amazonaws com in-sync eu-west-2a July 10, 2020 at 3:20:27 PM UTC+1

Backups
Parameter Groups
Subnet Groups
Events

ElastiCache Cluster Client

2.4.11.2 ElastiCache Memcached
The cache server instance must be given a unique name. This name is only used for the
Amazon AWS administration — it is not used by the web content management system.

The port number should be left as the default value.

Any node type (instance size) is supported by the web content management system.

Create your Amazon ElastiCache cluster 2]

Cluster engine Redis
In-memory data structure store used as database, cache and message
broker. ElastiCache for Redis offers Multi-AZ with Auto-Failover and
enhanced robustness

® Memcached
High-performance, distributed memary object caching system, intended
for use in speeding up dynamic web applications.

Memcached settings

Name  wcm-memcached L]

Engine version compatibility 1.5.16 K : ]
Port | 11211 i)

Parameter group default memcached1.5 - 0

Node type cache rb large (13.07 GiB) O

Number of nodes 1 A ]

The cache server should be assigned to the same Virtual Private Cloud and Security Group as
the database server and web/application server — as created and noted previously.

+ Advanced Memcached settings

Advanced settings have common defaults set to give you the fastest way to get started. You can modify these now or after your cluster has been created.

subnet group | wem-subnet (vpe-012664710591601a) e

Availability zones placement ® No preference i)
Select zones
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Security groups  default (sg-0933f0149f26a8181) & i}
Maintenance
Maintenance window @ No preference i)
Specify maintenance window
Topic for SNS notification Disable notifications > 0

2.4.11.2.1 Cache server address
Creating the cache server may take some minutes to complete.

The created cache server is automatically assigned an endpoint address. The automatically
assigned “Endpoint” address and “Port” number should be noted (see 2.4.3 Deployment
Checklist & Notes) as they will be needed to configure the web content management system,
later.

For example:

- Endpoint:
wem-memcached.gleosl.0001.euw?2.cache.amazonaws.com
- Port:
11211
< Name: wem-memcached
ElastiCache Dashboard
Description Nodes
| :T‘Hmeu T o % e
edis
Global Datastore Viewing1of1Nedes (T

Service Updates .
Node Name + Status Port Endpoint Parameter Group Status Zone Created on

Reserved Nodes

0001 available 21 wem-memcached gleos| 0001 euw2 cache amazonaws com in-sync eu-west-2b July 10, 2020 at 2:33:36 PM UTC+1

Backups
Parameter Groups
Subnet Groups
Events

ElastiCache Cluster Client

2412 Web/Application Server

All programming language versions of the Asbru Web Content Management System support
deployment on Amazon AWS Elastic Beanstalk
(https://console.aws.amazon.com/elasticbeanstalk/).

Note: Amazon AWS Elastic Beanstalk supports deployment of a database server as part of the
deployment of a web application/environment. Use of this functionality is not recommended
and is not described in the following. Such a deployed, linked database server will be
terminated when the web/application servers are terminated and all data will be lost if not

backed up.

The cloud storage and database server and optional cache server for the web content
management system should be deployed before the web content management system is
deployed as the details of those services need to be configured for the web content
management system.
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24121 Elastic Beanstalk
The web content management system can be deployed as a web server environment.

Elastic Beanstalk X Elastic Beansialk Environments
Environments . =
All environments c
Applications
Q 1 @
Environment Application Date Last Runnin Platform
Health v S ’ URL ¥ J Platform v
name a name v created ¥ modified v versions v state ¥
Empty
No environments to display
< >
Elastic Beanstalk X Elastic Beanstalk > Create environment
Environments Select environment tier
Applications

AWS Elastic Beanstalk has two types of environment tiers to support different types of web applications. Web servers are standard
applications that listen for and then process HTTP requests, typically over port 80. Workers are specialized applications that have a
background processing task that listens for messages on an Amazon SQS queue. Worker applications post those messages to your
application by using HTTP.

O web server environment
Run 3 website, web application, of web AP that serves HTTP requests.
Leamn more [2

Worker environment

Run a worker application that processes long-running workloads on demand or performs tasks on a schedule.
Leam mars [4

241211 Application name

The application and environment must be given a unique name. This name is only used for the
Amazon AWS administration — it is not used by the web content management system. Though,
the given name will be used as part of the automatically generated Amazon AWS domain
name for your website, so use of a descriptive name such as for example your organisation
name is recommended.
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Elastic Beanstalk X

Elastic Beanstalk Create environment
Environments Create a web server environment
Applications Launch an environment with a sample application or your own code. By creating an environment. you allow AWS Elastic Beanstalk to

manage AWS resources and permissions on your behalf. Learn mere [

Application information

Application name

wem

Up to 100 Unicode characters, not including forward slash (

» Application tags (optional)

Environment information

Choose the name, subdomain, and description for your environment. These cannot be changed later.

Environment name:

Wem-env

Domain

Description

2.412.1.2 Platform
Depending on your preferred programming language version of the Asbru Web Content
Management System, the appropriate platform must be selected.

If you have no programming language version preference, the JSP programming language
version is recommended.

24.12.1.2.1 JSP, Tomcat, Java

The JSP version of the Asbru Web Content Management System is developed and tested for
the Java 8 and Tomcat 8.5 standard reference implementations of the Java 8 and the Java JSP
2.3 and Servlet 3.1 specifications, which is the recommended environment.

The Asbru Web Content Management System should also work with Java 8 compatible newer
versions and alternative implementations of Java.

The Asbru Web Content Management System should also work with Tomcat 8.5 compatible
newer versions and alternative implementations of the Java JSP 2.3 and Servlet 3.1
specifications. However, please note that the optional “Memcached/Redis session manager”
software includes a Tomcat 8.5 version specific component (memcached-session-manager-
tc8-x.x.x.jar), which may need to be replaced with another version for use with other Java/JSP
application servers than Tomcat 8.5).
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Elastic Beanstalk X Platform

Environmenis
© Managed platform
Applications Platforms published and maintained by AWS
Elastic Beanstalk Learn more [/

Platform

Tomcat v

Platform branch

Tomcat 8.5 with Java 8 running on 64bit Amazon Linux v
Platform version

3.3.6 (Recommended) v

24.12.1.2.2 .NET, IIS, Windows Server
The .NET version of the Asbru Web Content Management System is developed and tested for
the .NET Framework 4.6.2 and newer, compatible versions of .NET, IIS and Windows Server.

Platform

© Managed platform
Platforms published and maintained by AWS
Elastic Beanstalk Learn more [

Platiorm

_NET on Windows Server v

Platform branch

1IS 10.0 running on 64bit Windows Server 2019 v

Platform version

256 (Recommended) v

24.12.1.2.3 PHP
The PHP version of the Asbru Web Content Management System is developed and tested for
PHP 5.5 or newer. PHP 7.4 is the recommended environment.

Platform

© Managed platform
Platforms published and maintained by AWS
Elastic Beanstalk Learn more [

Platiorm

PHP v
Platform branch

PHP 7.4 running on 64bit Amazon Linux 2 v
Platform version

3.0.2 (Recommended) v

2.4121.3 Asbru WCMS software package

To deploy the web content management system, the relevant AsbruWCM .zip software
package should be uploaded. Uploading the software package may take a few minutes
depending on your Internet connection speed.
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Elastic Beanstalk X Application code

Environments Sample application

Get started right away with samp

Applications

© Upload your code
Upload a source bundle from your computer or copy one from Amazon 83

¥ Source code origin

(Maximum size 512 MB)
O Local fie

Public $3 URL

[ Choese file

File name : AsbruWCM.jsp.zip
@ File successfully uploaded

Version label
Unique name for this version of your applicatio

wem-source

» Application code tags

Cancel Configure more optiens

2.412.1.4 Configuration Options
Before the environment is created, a number of options should be configured through
“Configure more options”.

2.4.12.1.4.1  Presets

The web content management system can be deployed on a single web/application server
instance or on two or more web/application server instances for high availability and
increased capacity.

The web content management system can be deployed on a single instance, initially, and
additional instances can be deployed, later. Further details need to be configured after the
initial deployment and deployed instances may need to be rebuilt.

Elastic Beanstalk X Elastic Beanstalk Create environment
Environments Configure WemJsp-env
Applications

Presets

Start from a preset that matches your use case or choose Custom configuration to unset recommended values and use the service's default values.

Configuration presets
Q single instance (Free Tier eligivle)

Single instance (using Spot instance)
High availability
High availability (using Spot and On-Demand instances)

Custom configuration
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The web/application server environment should be assigned to the same Security Group as the
database server and optional cache server — as created and noted previously. This is done

through “Instances — Edit”.

Software

AWS X-Ray: disabled

Rotate logs’ disabled (default)
Log streaming: disabled (default)
Environment properties: 1
JDBC_CONNECTION_STRING

Elastic Beanstalk X Elastic Beanstalk Create environment
Environments MOdIfy instances
Applications

Root volume (boot device)

Root volume type
(Contai ¥
Size

The number of

Instances

Root volume type: container default
Root volume size (GB): container default
Root volume IOPS: container default

Security groups

10PS
Inputfoutput operations per second for a provisioned IOPS (S8D) volume.

Capacity
Environment type: single instance

Fleet composition: On-Demand instance

EC2 instance type: t2 micro
EC2 image 1D-ami-0f973dd1ca80dsf45

EC2 security groups

Group name

Group ID

Name

defautt

50-570¢9535

Software

AWS X-Ray: disabled

Rotate logs’ disabled (default)
Log streaming: disabled (default)
Environment properties: 1
JDBC_CONNECTION_STRING

24.12.14.3  Capacity

Instances

Root volume type: container default
Root volume size (GB): container default
Root volume IOPS: container default
Security groups: sg-57¢c9535

Capacity

Environment type: single instance

Fleet composition: On-Demand instance

EC2 instance type: 12 micro

EC2 image |D:ami-0f973dd 1ca89daf45

The number and type of web/application server instances the web content management
system is deployed on is configured through “Capacity — Edit”.

The initial capacity settings can be changed, later. A “single instance” deployment can be
changed to “high availability” / “load balanced” multi-instance deployment, later.

For a “load balanced” environment the min. and max. number of deployed web/application

server instances must be configured.
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All web/application server instance types are supported by the web content management
system. A micro instance type may be sufficient for a small website. For larger websites, a
larger instance type may be required. Please see general Amazon AWS Elastic Beanstalk and
EC2 documentation for details.

Software Instances Capacity

AWS X-Ray: disabled Root volume type: container default Environment type: single instance
Rotate logs’ disabled (default) Root volume size (GB): container default Fleet composition: On-Demand instance
Log streaming disabled (default) Root volume I0PS: container default EC2 instance type: t2.micro

EC2 image ID-ami-01973dd1ca89dsf4s
Environment properties: 1 Security groups: sg-57¢c9535 9

JDBG_CONNECTION_STRING

Elastic Beanstalk X Elastic Beanstalk Environments Wemlsp-env Configuration

Environments MOdIfy Capacity

Applications Configure the compute capacity of your environment and Auto Scaling settings to optimize the number of instances used.

v wemsp Auto Scaling Group
Application versions
Environment type:
Saved configurations
single ins... ¥

¥ WemJsp-env Instances
Go to environment  [2 Min :
Configuration Max 2
Logs
Health Fleet composition )
Spot Instances are launched at the lowest available price. Learn more
Monitoring ‘© On-Demand instance
Alarms Spot instance enabled

Managed updates
Maximum spot price

Events The maximum price per instance-hour, in USD, that you're willing to payfor a Spot Instance. Setting a custom price limits your chances to fulfill your target capacity using Spotinstances.
Tags
¥ Recent environments On-Demand base

The minimum num

T mand Instances that your Auto Scaling group provisions before considering Spot Instances as your
environment scales out.

Wemdsp-env

On-Demand above base

L entage of On-Demand Instances as part of any additional capacity that your Auto Scaling group p
base instances

s beyond the On-Demand

Instance type

2 micro v

AMIID

ami-0f973dd1cagoderds
Availability Zones
Number of Availability Zones (AZs) to use.

Placement
Specify Availability Zones (47s) o use.
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Elastic Beanstalk X Elastic Beanstalk Environments WemJsp-env Configuration

Environments MOdIfy Capacity

Applications Configure the compute capacity of your envirenment and Auto Scaling setfings o optimize the number of instances used.

¥ wem-jsp Auto Scaling Group

Application versions
N Environment type
Saved configurations
Loadbal... ¥

¥ WwemJsp-env Instances.
Go to environment [4 Min| 1 =
Configuration wax| 4 =
Logs
Health Fleet composition
Choose a mix of On-Demand and Spot Instances with multiple instance types. Spot Instances are automatically launched atthe lowest available price. Learn more [
Henttorna © On-Demand instances
Alarms

Combine purchase options and instances
Managed updates

Maximum spot price

Events The maximum price per instance

ur, in USD, that yoi lling to pay for a Spot Instance. Setting a custem price limits your chances to fulfill your target capacity using Spot instances.

Tags

¥ Recent environments

On-Demand base

 of On-Demand Instances that your Auto Scaling group provisions beft

Wemdsp-env considering Spot Instances as your

On-Demand above base

TI e of On-Demand Instances as part of any additional capacity that your Auto Sealing group provisions beyond the On-Demand

Instance type

t2micro v

AMI ID
ami-0f973dd1ca89dafds

Availability Zones
Number of Availability Zones (AZs) to use

Placement
Specify Availability Zones (AZs) o use.

2.4.12.143.1  Automatic capacity scaling

For a “load balanced” deployment with multiple web/application server instances a number of
parameters for when additional web/application server instances are deployed and when
unneeded web/application server instances are terminated.

The initial scaling triggers can be changed and more options are available, later.
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Elastic Beanstalk X Scaling triggers
Environments Metric

Change
Applications

Networ.

Statistic

Choose howthe mefric is interpreted
Average v

unit
Bytes v

Period

The period n metric evaluations

5 Min

Breach duration

The amount of time a metric c:

5 + Min

Upper threshold

6000000 = Bytes

Lower threshold

2000000 = Bytes

Software

AWS X-Ray: disabled

Rotate logs: disabled (default)
Log streaming: disabled  (default)
Environment properties: 0

2.4.12.1.4.4 Load balancer

ric that is monitered to determine ifthe environment's capacity is too low or too high.

ggering a scaling operation

Instances

IMDSv1: enabled

Root volume type: container default

Root volume size (GB): container default

Root volume IOPS: container default

Security groups:
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oo | I

Capacity

Environment type: 10ad balancing, auto scaling
Availability Zones: Any

Fleet composition: On-Demand instances

EC2 instance type: t2.micro
EC2 image ID'ami-0c4e85329800d72e6

Instances: 1-4

For web/application server deployments with more than one server instance a load balancer

service is also deployed.

As default the load balancer is configured as an Application Load Balancer with unencrypted

HTTP website access only.

To also support encrypted HTTPS website access a HTTPS listener should be configured:

- Port:
443

- Protocol:
HTTPS

- SSL certificate:

Any SSL certificate issued for your website domain created/imported into the Amazon

AWS Certificate Manager.
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Environments

Applications

v wem
Application versions

Saved configurations

¥ Recent environments

Wem-env

Elastic Beanstalk

Environments

Applications

¥ wem
Application versions

Saved configurations

v wem-env
Go to environment 4
Configuration
Logs

Health

X

X
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Elastic Beanstalk Applications wem

Modify load balancer

© Application Load Balancer
Application layer load balancer—routing HTTP and HTTPS traffic based en protocol, port, and route to environment processes.

Classic Load Balancer
Previous generation — HTTP, HTTPS, and TCP

Network Load Balancer
Ultra-high performance and static IP addresses for your application.

Listeners

You can specity listeners for your Ioad balancer. Each listener routes incoming client traffic on a specified port using a specified protocol to yaur enviranment
processes. By default, weVve configured your load balancer with a standard web server on port 80

Actions ¥ | ‘ + Add listener ‘
Port Protocol §SL certificate Default process Enabled
80 HTTP - default ©
Application Load Balancer listener X
Port
443 s
Protocol
The transport protocol that the load balancer uses for reuting incoming traffic from clients.
HTTPS v
SSL certificate
- Choose a certificate — v C
SSL policy
The e Sockets L; (38L) negotiation configuration, known as a security policy, that this load

balancer uses to negotiate SSL connections with clients.

Default process

The process to which the I foutes tralfic by default, when the message path doesntmatch any
custom li ule.
default v
Elastic Beanstalk Environments Wem-env Configuration

Modify Application Load Balancer

Listeners

You can speciy listeners for your load balancer. Each listener routes incoming client trafiic on a specified port using a specified protocol to your enviranment processes. By default, we've
configured your load balancer with a standard web server on port 20

actions v | [ + Addlistener
Default
Port Protocel SSL certificate Enabled
process
80 HTTP - default [ @}
ourwebsite.com - 5c983017-2901-4089-bd3e-
143 HTTPS v default ©

159696c2e4ba

24.12.14.5 Security Key Pair

Optionally, you may want to configure an EC2 key pair (as created earlier) for direct access to
the deployed web/application server instances through SSH or Windows Remote Desktop.
This is configured through “Security — Edit”.
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Note: Deployed web/application server instances should only be accessed for testing and

debugging. Deployed instances should not be modified manually. All modifications will be

lost on manual or automatic redeployment or termination of the web/application server

instances.

Elastic Beanstalk X

Environments

Applications

24.12.14.6  Network

Load balancer

Load balancer type: application
Listeners: 1

Processes: 1

Rules: 0

Elastic Beanstalk
Modify security
Service role
Service role
aws-elasticbeanstalk-service-role
Virtual machine permissions

EC2 key pair
AWS-EC2

Create environment

Rolling updates and deployments

Deployment policy- All at once
Rolling updates: disabled
Health check: enabled

AWS-EC2

o

aws-elasticheanstalk-ec2-role

Load balancer

Load balancer type: application
Listeners: 1

Processes: 1

Rules: 0

Rolling updates and deployments

Deployment policy: All at once
Rolling updates: disabled
Health check: enabled

Security

Service role:
arn aws’iam 233015024152 role/aws-
elasticheanstalk-service-role

Virtual machine key pair:

Virtual machine instance profile: aws-
elasticbeanstalk-ec2-role

(oo | I

Security

Service role:

arn-aws:iam: 233015024152 rolefaws-
elasticbeanstalk-service-role

Virtual machine key pair- AWS-EC2

Virtual machine instance profile: aws-
elasticbeanstalk-ec2-role

The web/application server environment should be assigned to the same Virtual Private Cloud
as the database server and optional cache server — as created and noted previously. This is
done through “Network — Edit”.

The web/application server environment should also be assigned a public IP address for
access to the website and the web content management system.
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Network Database Tags

Engine’ -

Instance class: —
Storage (GB): -
Multi-AZ: —

@ This environment is not part of a
VPC.

Elastic Beanstalk X Elastic Beanstalk Create environment

Environments MOdIfy network

Applications

Virtual private cloud (VPC)

VPC
Launch your environment in a custom VPG instead of the default VPC. You can create a VPC and subnets in the VPC management console. Learn more

Vpc-20733348 (172.31.0.0/16) (defaul) v | C

Create custom VPC

Load balancer settings

Assign your load balancer to a subnetin each Availability Zone (AZ) in which your application runs. For a publicly accessible application, set Visibility to Public
and choose public subnets

Visibility
Make your load balancer internal if your application serves requests anly from connected VPGs. Publicload balancers serve requests from the Intemet

Public v

Load balancer subnets

Availability Zone Subnet CIDR Name
eu-west-2a subnet-b2891fc8 172.31.16.0/20

eu-west-2b subnet-2412b768 172.31.32.0/20

eu-west-2c subnet-9f9ed4f6 172.31.0.0/20

Instance settings

Choose a subnetin each AZ for the instances that run your application. To avoid exposing your instances to the Intemet, run your instances in private subnets
and load balancer in public subnets. To run your I0ad balancer and instances in the same public subnets, assign public IP addresses to the instances

Public IP address
Assign a public IP address to the Amazon EC2 instances in your environment

Instance subnets

Availability Zone Subnet CIDR Name
eu-west-2a subnet-b2801fcé 172.31.16.0/20

eu-west-2b subnet-2412b768 172.31.32.0/20

eu-west-2¢c subnet-9f9ed4f6 172.31.0.0/20
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Network Database Tags
VPC: vpe-20733348 (172.31.0.016) (default) Engine Tags
Load balancer visibility: Public Instance class

Load balancer subnets: subnet-b2891fc8
subnet-2412b768 subnet-9f9ed4is
Associate public IP address: enabled
Instance subnets: subnet-b2891fc8, subnet-
2412b768,subnet-0f9edafc

Storage (GB)
Multi-AZ

2.4.12.1.4.7 Database

Note: The database should not be edited/created here as it has already been created separately
earlier. The database should be created separately, as a database created as part of Elastic
Beanstalk environment may be deleted if/when Elastic Beanstalk environment is terminated
and all database data may be lost. Also, all database options may not be available through the
Elastic Beanstalk environment configuration.

Network Database Tags
VPC: vpc-20733348 (172.31.0.0/16) (default) Engine Tags
Assotiate public IP address’ enabled Instance class

Instance subnets: subnet-b2891ic8, subnet-
2412b768 subnet-9fded4f6

Storage (GB)
MuUlti-AZ:

241215 Create Environment
Creating the web/application server environment may take some minutes to complete.

Elastic Beanstalk X Elastic Beanstalk Environments Wem-env
Environments Creating Wem-env
Applications @ This will take a few minutes.

v wem
Application versions

Saved configurations

> Wem-env
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Elastic Beanstalk X Elastic Beanstalk Environments Wem-env
Eemens B < Refresh ‘ ‘ Actions v ‘
Applications ‘Wem-env.eba-clijkk u-west-; m[2 (e

Application name: wem

v owem Health Running version Platform
Application versions

WCm-source
Saved configurations
Upload and deploy i

&

v Wem-env Ok
Tomcat 8.5 with Java & running on

Go to environment [4 64bit Amazon Linux/3 3.8
Configuration

Logs

Health

Monitoring Recent events Show all
Alarms

1
Managed updates

Events Time Type Details
Tags
2020-07-11 114747
UTCH+0100 INFO Environment health has fransitioned from Pending to Ok. Initialization completed 23 seconds ago and fook 3 minutes.
2020-07-1111:47.45 .
UTC+0100 INFO Successfully launched environment: Wem-env
2020-07-11 11:47:43
INFO Application available at Wcm-env.eba-ctjjkkus.eu-west-2. elasticbeanstalk.com.
UTC+0100
2020-07-11 11:46:41 INFO Created Load Balancer listener named: arn:aws:elasticloadbalancing-eu-west-2:233015024152 listener/app/awseb-AWSEB-
UTC+0100 1CQI7IBWBSQEV/c399671556b745b7/a25c586052ddf5c9
2020-07-11 11:46:41 WO Created Ioad balancer named: am:aws:elasticloadbalancing-eu-west-2:233015024152-loadbalancer/app/awseb-AWSEB-
UTC+0100 1CQJ7IBWB8BQ6EV/c399671556074507

24.12.1.6 Website address

The created web/application server environment is automatically assigned an endpoint
address. The automatically assigned “Endpoint” address should be noted (see 2.4.3
Deployment Checklist & Notes) as it will be needed to access the website and the web content
management system, and configure the DNS domain name for the website, later.

For example:
- wem-env.eba-ctjjkkus.eu-west-2.elasticbeanstalk.com

Note: The website should not be accessed, yet. First, the cloud storage, database server and
optional cache server should be configured for the web content management system.

Elastic Beanstalk X Elastic Beanstalk Environments Wem-env
Frvrenments IS Z Refresh | ‘ Actions ¥
Applications Wcm-env.eba-ctijkkus.eu-west- m[4 (e i

Application name: wem

2.412.1.7 Website Domain Name
The automatically assigned website address can be used to access the website, but for
production use you will probably want to use your own website domain name address.

A new website domain name can be registered through the Amazon AWS Route 53 domain
name registration or an existing website domain name can be transferred to the Amazon
Route 53 Domain Name Service (DNS). Please see the Amazon AWS Route 53
documentation for details.
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Alternatively, you may want to register a new website domain name or use an existing
website domain name with a third-party domain name registration service and DNS. To use
an existing website domain name for your deployed web/application server environment, you
can configure a CNAME alias through your DNS provider - for example:

yourwebsite.com CNAME wem-env.eba-ctjjkkus.cu-west-2.elasticbeanstalk.com
* yourwebsite.com CNAME wcm-env.eba-ctjjkkus.eu-west-2.elasticbeanstalk.com

to direct yourwebsite.com and www.yourwebsite.com etc. to your deployed web/application
server environment.

Optionally, you may also want to configure your own website subdomain name for your cloud
storage — for example:

media.yourwebsite.com CNAME asbru-wcm.s3.eu-west-2.amazonaws.com

2.412.1.8 Configuration

After the initial web/application server environment has been deployed, a number of software
environment properties for the web content management system and the cloud storage,
database base server and optional cache server need to be configured.

Also, most other web/application server environment settings can be reconfigured when and if
needed.

Note: When first configuring the software environment properties for the web content

management system, the changes should first be applied which will “update” the web content
management system environment; and then the web content management system environment

should be “redeployed” to ensure that required driver software packages etc. for the
configured components are installed and configured (see 2.4.12.1.9 Apply and Redeploy
Environment/Application Configuration Changes).

24.12.1.8.1 Software Environment Properties

The cloud storage, database server and optional cache server must be configured for the web
content management system through the web/application server environment’s
“Configuration — Software — Edit”.

Elastic Beanstalk X Elastic Beanstalk Environments Wem-env Configuration

Environments Configuration overview

Applications © Tavie View
wem Q

Application versions

Saved configurations Category Options Actions

Environment properties: AWS_ACCESS_KEY_ID. AWS_S3_BUCKET AWS_S3_REGION, AWS_S3_URL.
AWS_SECRET_KEY, CACHE_SERVER, JDBC2_CONNECTION_STRING, JDBC_CONNECTION_STRING,
RDS2_DB_NAME, RDS2_HOSTNAME, RDS2_PASSWORD, RDS2_PORT, RDS2_USERNAME,
Go to environment [ RDS_DB_NAME, RDS_HOSTNAME, RDS_PASSWORD, RDS_PORT, RDS_USERNAME,

N SESSION_MANAGER, SESSION_MANAGER_HOST
Configuration Gzip compression: enabled

Logs Software Initial JVM heap size (Xms): 256m
JVM options:

Health Log streaming: disabled

Max JUM heap size (Xmy): 256m
Proxy server: apache

Alarms Rotate logs disabled

X-Ray daemon: disabled

YU MaxPermsize: 64m

Wwem-env

Monitoring

Managed updates

Page 100 of 206



Asbru Web Content
Management System

Installation Guide

Elastic Beanstalk X Elastic Beanstalk Environments Wem-env Configuration

Environments M0d|fy Soﬁware

Applications The following settings cantrol container behavior and let you pass key-value pairs in as OS environment variables Learn more [4
N Environment properties

Elastic Beanstalk X LI

The following properties are passed in the application as enviranment properiies. Learn more [

Environments
Applications Name Value
AWS_ACCESS_KEY_ID
v wem
Application versions AWS_S3 BUCKET

Saved configurations
AWS_S3_REGION

wem-env AWS_S3_URL
Go to environment [4
Configuration AWS_SECRET KEY
Logs
CACHE_SERVER
Health
Monitoring JDBC2_CONNECTION_STRING
Alarms
Managed updates IDBC_CONNECTION_STRING
Events
RDS2_DB_NAME
Tags

RDS2_HOSTNAME

¥ Recent environments
RDS2_PASSWORD

Wem-env
RDS2_PORT
RDS2_USERNAME
RDS_DB_NAME
RDS_HOSTNAME
RDS_PASSWORD
RDS_PORT
RDS_USERNAME

SESSION_MANAGER

SESSION_MANAGER_HOST

24.12.1.8.1.1 Media Storage
The cloud storage details for the created media storage as noted previously (see 2.4.3
Deployment Checklist & Notes) must be configured for the web content management system
to access it.
- AWS ACCESS KEY _ID

The media storage access key id — fx:

AKIATMQGHDIMG20KWOZO
- AWS SECRET KEY

The media storage secret access key — fx:
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H+NjIBUOuAovR6fDloYHhxoLnIW+kthh9EeBlGoc
- AWS_S3 BUCKET

The media storage bucket id — fx:

wcm-media
- AWS S3 REGION

The media storage region id — fx:

eu-west-2
- AWS S3 URL

The media storage address — fx:

https://wem-media.s3.eu-west-2.amazonaws.com

AWS_ACCESS_KEY_ID
wem

Application versions AWS S3 BUCKET
Saved configurations
AWS_S3_REGION

wem-env AWS_S3_URL

Go to environment [4

AWS_SECRET_KEY

2.4.12.1.8.1.2  Database Connection
The database server details for the deployed database server instance as noted previously (see
2.4.3 Deployment Checklist & Notes) must be configured for the web content management
system to access it.
- RDS_HOSTNAME

The database server address — fx:

wem-db.cdw3zpvzpgax.eu-west-2.rds.amazonaws.com

Note: For database server deployments with both “Writer” and “Reader” database server
instances, this should be the address of the “Writer” database server instance.

- RDS PORT
The database server port — fx:
3306

- RDS DB NAME
The database name — fx:
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wcem

Note: For Microsoft SQL Server and Amazon Aurora MySQL Global database server
deployments, no initial database was created during deployment of the database server. In
that case, a database name should simply be given here — fx: wem

RDS USERNAME

The database server username — fx:
admin

RDS PASSWORD

The database server password — fx:
secretsecret

RDS _DRIVER

Optionally, the database driver name to use. ODBC database driver name for .NET.
JDBC database driver class name for JSP. Extension library name for PHP. If left blank,
the web content management will use a default database driver name. Fx:

o .NET:

ODBC Driver 17 for SQL Server
Microsoft ODBC for Oracle
MySQL ODBC 8.0 Unicode Driver
PostgreSQL Unicode

o JSP:

com.microsoft.sqlserver.jdbc.SQLServerDriver
oracle.jdbe.driver.OracleDriver
com.mysql.jdbc.Driver

org.postgresql.Driver

o PHP:

mssql
oci8
mysqli
pgsql
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RDS_DB_NAME
RDS_HOSTNAME
RDS_PASSWORD
RDS_PORT

RDS_USERNAME

For database server deployments with both “Writer” and “Reader” database server instances,
these additional database server properties should also be configured. For database server
deployments without both “Writer” and “Reader” database server instances, these additional
database server properties should be left blank.

RDS2 HOSTNAME
The database server “Reader” address — fx:
wem-db-ro.c4w3zpvzpgax.eu-west-2.rds.amazonaws.com

Note: For database server deployments with both “Writer” and “Reader” database server
instances, this should be the address of the “Reader” database server instance.

RDS2 PORT

The database server port — fx:

3306

RDS2_DB_NAME

The database name — fx:

wem

Note: For Microsoft SQL Server and Amazon Aurora MySQL Global database server
deployments, no initial database was created during deployment of the database server. In
that case, a database name should simply be given here — fx: wem. This should be the
same as the “RDS_DB NAME” above.

RDS2 USERNAME

The database server username — fx:

admin

RDS2 PASSWORD

The database server password — fx:

secretsecret
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- RDS2 DRIVER

Optionally, the database driver name to use. ODBC database driver name for .NET.
JDBC database driver class name for JSP. Extension library name for PHP. If left blank,
the web content management will use a default database driver name. Fx:

o .NET:

ODBC Driver 17 for SQL Server
Microsoft ODBC for Oracle
MySQL ODBC 8.0 Unicode Driver
PostgreSQL Unicode

o JSP:

com.microsoft.sqlserver.jdbc.SQLServerDriver
oracle.jdbe.driver.OracleDriver
com.mysql.jdbc.Driver

org.postgresql.Driver

o PHP:

mssql
oci8
mysqli
pgsql

Events

RDS2_DB_NAME
Tags - =

RDS2_HOSTNAME

Recent environments

Wem-env RDS2_PASSWORD

RDS2_PORT

RDS2_USERNAME

2.4.12.1.8.1.2.1  Custom database connection string
As default, the web content management system will use the configured RDS XXXXX (and
RDS2_ XXXXX) properties to connect to the database.

Optionally, if you need to use a specific database driver or special database connection string
parameters then a custom database connection string can be configured.

- JDBC_CONNECTION_STRING
Custom database connection string as used by the web content management system — fx:

mysql:com.mysql.jdbe.Driver:admin:secretsecret@jdbc:mysql://wem-
mysql.c4w3zpvzpgax.eu-west-2.rds.amazonaws.com:3306/wecm?useSSL=false

For database server deployments with both “Writer” and “Reader” database server instances,
this additional database server property should also be configured. For database server
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deployments without both “Writer” and “Reader” database server instances, this additional
database server property should be left blank.

- JDBC2 CONNECTION STRING
Custom database connection string as used by the web content management system — fx:

mysql:com.mysql.jdbc.Driver:admin:secretsecret@jdbc:mysql://wem-mysql-
reader.c4w3zpvzpgax.eu-west-2.rds.amazonaws.com:3306/wem?useSSL=false

Note: The RDS XXXXX (and RDS2 XXXXX) properties should still be configured even if
a custom database connection string is configured.

Monitoring JDBC2_CONNECTION_STRING

Alarms

Managed updates JDBC_CONNECTION_STRING

2.4.12.1.8.1.3  Session Manager
For optional use of shared session manager storage the “SESSION_MANAGER” and
“SESSION_MANAGER_HOST” environment properties must be configured.

Note: If no shared session manager storage is configured, each web/application server
instance will manage its own session data and session data will not be shared between
multiple web/application server instances. In which case website login and web content
management system administration login etc. will only work correctly for single-instance
deployments and for load balanced multi-instance deployments configured with “sticky”
sessions.

2.4.12.1.8.1.3.1  Database

For use of the web content management system database for shared session manager storage
the “SESSION_MANAGER?” environment property value should be the database server type
and the “SESSION_MANAGER_HOST” should be left blank (The database connection
software environment properties RDS HOSTNAME, RDS PORT, RDS DB NAME,

RDS USERNAME and RDS PASSWORD will be used, instead).

- SESSION MANAGER
The database server type — fx:
mysql
pgsql
oracle
mssql
db2
- SESSION _MANAGER HOST

Should be left blank.
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2.4.12.1.8.1.3.2  ElastiCache

For use of a cache server for shared session manager storage the “SESSION  MANAGER”
environment property value should be the cache server type and the
“SESSION_MANAGER _HOST” and “SESSION_MANAGER PORT” should be the cache
server address and port. If authentication is required the

“SESSION_ MANAGER PASSWORD?” environment property value should be the cache
server authentication key/password.

- SESSION MANAGER
The cache server type — fx:

memcached
redis

- SESSION_MANAGER HOST
The cache server address — fx:

wem-memcached.gleosl.0001.euw?2.cache.amazonaws.com
wem-redis-001.g1eosl.0001.euw?2.cache.amazonaws.com

- SESSION_ MANAGER_PORT
The cache server port — fx:

11211
6379

- SESSION MANAGER PASSWORD
The cache server authentication key/password (if any) — fx:
2CeKWH{z20RYZj5M8UdqcvgIMImFKQTKvRwbmuzhoeo=

Note: The same ElastiCache service can be used as both session manager and cache server.

SESSION_MANAGER
SESSION_MANAGER_HOST
SESSION_MANAGER_PORT

SESSION_MANAGER_PASSWORD

2.4.12.1.8.1.3.3  Other session manager custom configuration
Optionally, you can provide your own custom session manager configuration.

2412181331 JSP

If you create your own “.ebextensions/jsp-session-manager/context.xml” Tomcat server
configuration file in the deployed web content management system software package then
that will be used instead of the automatically generated context.xml Tomcat server
configuration file.
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If you add your own “.ebextensions/jsp-session-manager/*.jar” Java program files then they
will be copied to the Tomcat server program library folder.

24.12.1.8.1.4  Cache Server
For optional use of shared cache server storage the “CACHE_SERVER” environment
property must be configured.

Note: If no shared cache server storage is configured, each web/application server instance
will manage its own memory cache data and cached data will not be shared between multiple
web/application server instances. Added/updated website content may not propagate to all
web/application server instances until their local cached data expires. As default local
memory cache data is configured to expire after 5 minutes, so it may take up to 5 minutes for
added/updated website content to be displayed by all web/application server instances).
- CACHE_SERVER
The cache server type:address:port — fx:
memcached:wem-memcached.gleosl.0001.euw2.cache.amazonaws.com: 11211
redis:wem-redis-001.g1leosl.0001.euw2.cache.amazonaws.com:6379

If the cache server requires password authentication — fx:

memcached:password@wcm-
memcached.gleosl.0001.euw2.cache.amazonaws.com:11211

redis:password@wcm-redis-001.g1e0s1.0001.euw2.cache.amazonaws.com:6379
If the cache server requires username/password authentication — fx:

memcached:username:password@wcm-
memcached.gleosl.0001.euw2.cache.amazonaws.com:11211

redis:username:password@wcm-redis-
001.gleosl.0001.euw2.cache.amazonaws.com:6379

Note: The same ElastiCache service can be used as both session manager and cache server.

Logs
CACHE_SERVER
Health =

2.4.12.1.8.1.4.1  JSP Memcached
Optionally, a number of configuration parameters can be provided for the cache server:

- CACHE_SERVER

memcached:username:password@host:port?expiry=EXPIRY &suspend=SUSPEND&tim
eout=TIMEOUT &threshold=THRESHOLD

Where the parameters are:
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EXPIRY
The number of seconds before cached data expires and is re-read from the database server.
As default the expiry time is 300 seconds (5 minutes).

SUSPEND

The number of seconds for which caching is suspended if connection to the configured
cache server fails. (Failure to connect to the configured cache server may slow down
website response times significantly, so attempts to connect to the cache server are
suspended for a period of time for the cache server to eventually recover).

As default the suspend time is 300 seconds (5 minutes).

TIMEOUT
The operation timeout in milliseconds.
As default the timeout time is 2500 milliseconds.

THRESHOLD
The maximum timeout exception threshold in milliseconds.
As default the threshold time is 1000 milliseconds.

For details on the parameters, please see the general documentation on the SpyMemcache
Java client library.

2.4.12.1.8.1.4.2 JSP Redis
Optionally, a number of configuration parameters can be provided for the cache server:

CACHE_SERVER

redis:username:password@host:port?expiry=EXPIRY &suspend=SUSPEND&timeout=T
IMEOUT&connectTimeout=CONNECTTIMEOUT &database=DATABASE&connectio
nPoolSize=POOLSIZE&connectionMinimumlIdleSize=IDLESIZE&retry Attempts=RET
RYATTEMPTS&retryInterval=RETRYINTERVAL

Where the parameters are:

EXPIRY
The number of seconds before cached data expires and is re-read from the database server.
As default the expiry time is 300 seconds (5 minutes).

SUSPEND

The number of seconds for which caching is suspended if connection to the configured
cache server fails. (Failure to connect to the configured cache server may slow down
website response times significantly, so attempts to connect to the cache server are
suspended for a period of time for the cache server to eventually recover).

As default the suspend time is 300 seconds (5 minutes).

TIMEOUT
The response timeout in milliseconds.
As default the timeout time is 2500 milliseconds.
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CONNECTTIMEOUT
The connect timeout in milliseconds.
As default the timeout time is 10000 milliseconds.

DATABASE
The database index number to be used.
As default the database index number is 0.

POOLSIZE
The connection pool size.
As default the connection pool size is 64.

IDLESIZE
The minimum idle connection pool size.
As default the idle connection pool size is 24.

RETRYATTEMPTS
The number of failed connection retry attempts.
As default the retry attempts is 3.

RETRYINTERVAL
The time interval between failed connection retry attempts in milliseconds.
As default the retry interval is 1500.

For details on the parameters, please see the general documentation on the Redisson Java
client library.

2.4.12.1.8.1.4.3 .NET Memcached
Optionally, a number of configuration parameters can be provided for the cache server:

CACHE_SERVER

memcached:username:password@host:port?expiry=EXPIRY &suspend=SUSPEND&con
nectionTimeout=CONNECTTIMEOUT&deadTimeout=DEADTIMEOUT&minPoolSize
=MINPOOLSIZE&maxPoolSize=MAXPOOLSIZE

Where the parameters are:

o EXPIRY
The number of seconds before cached data expires and is re-read from the
database server.
As default the expiry time is 300 seconds (5 minutes).

o SUSPEND
The number of seconds for which caching is suspended if connection to the
configured cache server fails. (Failure to connect to the configured cache server
may slow down website response times significantly, so attempts to connect to
the cache server are suspended for a period of time for the cache server to
eventually recover).
As default the suspend time is 300 seconds (5 minutes).
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CONNECTTIMEOUT
The connection timeout in seconds.

DEADTIMEOUT
The unresponsive node timeout in seconds.

MINPOOLSIZE
The minimum number of connections to the cache server.
As default the minimum pool size is 10.

MAXPOOLSIZE
The maximum number of connections to the cache server.
As default the maximum poolsize is 20.

For details on the parameters, please see the general documentation on the Enyim
Memcached .NET client library.

24.12.1.8.1.4.4 .NET Redis
Optionally, a number of configuration parameters can be provided for the cache server:

- CACHE_SERVER

redis:username:password@host:port?expiry=EXPIRY &suspend=SUSPEND& ConnectTi
meout=CONNECTTIMEOUT&SyncTimeout=SYNCTIMEOUT&PoolSize=POOLSIZE
&database=DATABASE

Where the parameters are:

O

EXPIRY

The number of seconds before cached data expires and is re-read from the
database server.

As default the expiry time is 300 seconds (5 minutes).

SUSPEND

The number of seconds for which caching is suspended if connection to the
configured cache server fails. (Failure to connect to the configured cache server
may slow down website response times significantly, so attempts to connect to
the cache server are suspended for a period of time for the cache server to
eventually recover).

As default the suspend time is 300 seconds (5 minutes).

CONNECTTIMEOUT
The connection timeout in seconds.

SYNCTIMEOUT
The synchronous operations timeout in seconds.

POOLSIZE
The number of connections to the cache server.
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o DATABASE
The cache server database index number.
As default the database is 0.

For details on the parameters, please see the general documentation on the
StackExchange.Redis.Extensions .NET client library.

2.4.12.1.8.1.4.5 PHP Memcached
Optionally, a number of configuration parameters can be provided for the cache server:

- CACHE SERVER
memcached:username:password@host:port?expiry=EXPIRY &suspend=SUSPEND
Where the parameters are:

o EXPIRY
The number of seconds before cached data expires and is re-read from the
database server.
As default the expiry time is 300 seconds (5 minutes).

o SUSPEND
The number of seconds for which caching is suspended if connection to the
configured cache server fails. (Failure to connect to the configured cache server
may slow down website response times significantly, so attempts to connect to
the cache server are suspended for a period of time for the cache server to
eventually recover).
As default the suspend time is 300 seconds (5 minutes).

For details on the parameters, please see the general documentation on the Memcached PHP
Session Manager functionality.

24.12.1.8.1.4.6  PHP Redis
Optionally, a number of configuration parameters can be provided for the cache server:

- CACHE SERVER
redis:username:password@host:port?expiry=EXPIRY &suspend=SUSPEND
Where the parameters are:

o EXPIRY
The number of seconds before cached data expires and is re-read from the
database server.
As default the expiry time is 300 seconds (5 minutes).

o SUSPEND
The number of seconds for which caching is suspended if connection to the
configured cache server fails. (Failure to connect to the configured cache server
may slow down website response times significantly, so attempts to connect to
the cache server are suspended for a period of time for the cache server to
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eventually recover).
As default the suspend time is 300 seconds (5 minutes).

For details on the parameters, please see the general documentation on the Redis PHP Session
Manager functionality.

24.12.1.8.2 Capacity
For a “load balanced” environment the min. and max. number of deployed web/application
server instances must be configured.

All web/application server instance types are supported by the web content management
system. A micro instance type may be sufficient for a small website. For larger websites, a
larger instance type may be required. Please see general Amazon AWS Elastic Beanstalk and
EC2 documentation for details.

2.4.12.1.8.2.1  Automatic capacity scaling

For a “load balanced” deployment with multiple web/application server instances a number of
parameters for when additional web/application server instances are deployed and when
unneeded web/application server instances are terminated. Please see the Amazon AWS
Elastic Beanstalk documentation for details.

Elastic Beanstalk X Scaling cooldown

360 < seconds
Environments

Applications
Scaling triggers
wem-jsp
Metric
Application versions Change the metric thatis monitored to determine ifthe envirenment's capacity is too low or too high
Saved configurations NetworkQut v
Statistic
WemJsp-env Choose how the metric is interpreted
v
Go fo environment [2 Average
Configuration Unit
Logs Bytes v
Health
Period
Monitoring The perio stric evaluations
Alarms 5 . Min

Managed updates
Breach duration

Events
The amount of time a metric can exceed a threshold before triggering a scaling operation
Tags 5 s Min
Upper threshold
Recent environments
6000000 < Bytes

Wemdsp-env
Scale up increment

1 EC2 instances

Lower threshold

2000000 - Bytes

Scale down increment

-1 EC2 instances
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Time-based scaling

Use the following settings to control time-based scaling actions. Learn more [

Current status

1 instance(s) in service, Min: 1, Max: 1

Time zone
O utc
Local
Add scheduled action
[] Name Min Max Desired Next occurrence (UTC)

No scheduled actions

2.412.1.9 Apply and Redeploy Environment/Application Configuration Changes
Note: Configuration changes should not just be “applied”. The environment/application
should also be “redeployed” to ensure that the configuration changes take effect.

When you “apply” configuration changes the web/application server environment will be
updated. However, this only saves software environment properties configuration changes — it
does not install and reconfigure components you may have added, changed or removed.

To ensure that software environment properties configuration changes take effect, the
web/application server environment should also be “redeployed”. This can be done through
the web/application server environment’s “Application versions”. Select the currently
deployed application version and select “Actions — Deploy”.

24.12.1.9.1  Apply configuration changes
Apply configuration to save the configuration changes.

Elastic Beanstalk X Elastic Beanstak > Environmenis > Wem-env > Configuration
Environments Configuration overview Cancel ‘ ‘ Review changes ‘ Apply configuration
Applications @ Table View
Elastic Beanstalk X Elastic Beanstalk Environments Wwem-env
Environments Elastic Beanstalk is updating your environment.
Applications To cancel this operation select Abort Gurrent Operation from the Actions dropdown
View Events
¥ wem
Wcm-env Z Refresh ‘ | Actions ¥

Application versions

Wem-enveba-23dsucug.eu-west 2 elasticbeanstalk.com [} (e-jkzgdyymkd

Saved configurations Application name: wem

Health Running version Platform
¥ Wem-env
wem-source
Go to environment [4 c ) %
Configuration /J\
Logs
Ok
Health Tomcat & 5 with Java & running on
Monitoring 64bit Amazon Linux/3.3.8
Alarms

Managed updates

Page 114 of 206



Elastic Beanstalk

Environments

Applications

v wem
Application versions

Saved configurations

¥ Wem-env
Go to environment [4
Configuration

Logs

24.12.1.9.2  Redeploy environment/application configuration changes

X

Elastic Beanstalk Environments Wem-env

Wem-env
Wem-env.eba-23dsucug.eu-west-;
Application name: wem

Health Running version

WCm-S0urce

Upload and deploy
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2 Refresh | ‘ Actions ¥

Platform

&

Tomcat 8.5 with Java & running on
64bit Amazon Linux/3.3 8

Redeploy the environment/application to install and reconfigure added/changed components.

Elastic Beanstalk

Environments

Applications

¥ wem
Application versions

Saved configurations

¥ Recent environments

Wem-env

Elastic Beanstalk

Environments

Applications

¥ wem
Application versions

Saved configurations

¥ Recent environments

wem-env

X

X

Elastic Beanstalk Applications wem Application versions

Application versions [ actions & |[ semings |[ upioad || oRetresn |
Delete
Version label Description Date created (I Deployed to
Manage tags
wem-source 2020-07-16T0941:20+01:00 ZUZUTISTEP-ASBIUWGM jSp Zip wem-env ‘
Deploy Application Version X
Version label:
wem-source
Environment:
Wem-env v
Environment URL:
Wem-env eba-23dsucug.eu elasticbeanstalk.com
Deploy
Elastic Beanstalk Applications wem Application versions
Infe X
The deployment to Wem-env started successfully. See the events page.
Application versions Actions v ‘ ‘ Settings ‘ | Upload ‘ ‘  Refresh ‘
Version label Description Date created Source Deployed to
wcm-source 2020-07-16T09:41:20+01°:00 20201987ep-AsbruWCM jsp.zip ‘Wem-env ‘
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Elastic Beanstalk x

Elastic Beanstalk Environments Wem-env
Environments Elastic Beanstalk is updating your environment.
Applications To cancel this operation select Abort Current Operation from the Actions dropdown

View Events

v wem

Wem-env £ Refresh ‘ | Actions ¥
Application versions Wem-env.eba-23dsucug.eu-west- m [ (e-jlzadyymit
Saved configurations Application name: wem
Health Running version Platform
¥ Wem-env
wem-source
Go to environment [4 “ %
Configuration U /d&\
Logs
Info
Health Tomcat 8.5 with Java & running on
Wonitoring B4bit Amazon Linux/3.3.8

Alarms

Managed updates

Elastic Beanstalk X Elastic Beanstalk Environments Wem-env
Environments Wcm-env & Refresh | | Actions ¥ ‘
Applications Wem-env.eba-23dsucug.eu-west. m [ (e-lzgdyymd
Application name: wem
¥y wem Health Running version Platform
Application versions WCm-source
pload and deploy d&\
¥ Wem-env Ok
a Tomcat &.5 with Java & running on
Go to environment [ 4bit Amazon Linux/3.3.8
Configuration
:

Logs

2.413 Asbru WCMS QuickStart Configuration

When the web/application server environment has been configured and deployed, the web
content management system should be configured through the automatically given
web/application server address — for example:

http://wem-env.eba-23dsucuq.eu-west-2.elasticbeanstalk.com/webadmin/

Note: If you access the web/application server address and you are redirected to the
“unavailable” error web page then your web/application server has not been configured
correctly or the database server is not available. For example, no database server details or
incorrect database server details have been configured — note that the configured database
name should be your deployed database server’s “initial database name” — not the Amazon
AWS administration name for the deployed database server.

2.413.1 Step 1: Database
Simply select “Save”.

Note: The automatically generated Database Connection string should not be changed (this
should only be configured through the AWS Elastic Beanstalk Software Environment
Properties)

Note: Database Connection Read Only is only displayed for database server configurations

with separate Writer and Reader database server instances.
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Home Browse & Edit o Login | Help | =

@SBRU WEB CONTENT MANAGEMENT

4 Configuration

S
[} System R . R
1) Database QuickStart Configuration
[ License

Superad
j ‘,\;J::sriemm In just a few simple steps you will have your own new website and be ready to browse and edit its content

= Features
5 Content

ﬁ‘g”f“g Step0:  Step 1: Step2: | Step3 Stepd: | Step5 | Step6 T
fles Sewver | Database | licenses  Superadmin | Content = Design  Settings

Database

Please select your database type and enter your database name, usemame and password (provided to you by your database/server
administrator) below and select "Save"

Database Connection

Database type. address. name, username and password

9

Save

Datab Connection

[1z//wem-aurora-pgsql.ci u-west-2.rd m:5432/wem|

Datab Connection Read Only
[wem-aurora-pasql. cluster-r U-west-2.rd m:5432/wem|

2.4.13.2 Step 2-6: Licenses, Superadmin, Content, Design, Settings
Please see 3 Quickstart Configuration - 3.3 License and onwards for details.

2.4.13.3 Website - Media Storage

Note: The automatically configured Configuration / System / Website / Media Storage
settings should not be changed (these should only be configured through the AWS Elastic
Beanstalk Software Environment Properties).
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Home Browse & Edit o admin & | Logout | Help |
0 A 99 o N N
A
C\S 1=1:40] i Workspace :. Structure Ecommerce ' Databases )0 Experience gl Users ‘l Analytics Configuration
Configuration
) System Sa
[} System g
Website = Website = Email Security  Special = Special | URL Media E]
[} Database 3
[ License Design | Sefings ~ &Forms | Settings  Pages | Seftings Rewriting  Storage E
[} Superadmin @
B website] i
0 Micro Webstes Media Storage
[) Ecommerce Use local disk/network storage (default) or cloud storage for media library images and files.
[} Usage Statistics Leave input fields blank for local disk/network storage.
[ Collaboration
) e Cloud Storage
i Access credentials for the web content management system to store media on your cloud storage.
) Images
3 Filas Service
) Links 0
] Versions -hone -
& Users @® Amazon AWS S3 Storage
() Comments O Microsoft Azure Blob Storage:
‘:,I Projects O Google Cloud Storage
) Ecommerce
() Databases O-otner -
[) Packages
() Bundles

Username / Key (Amazon/Microsoft)
|AKIATMQGHDIMG20KW0ZO |

Password / Secret (Amazon/Microsoft)
|H+NJBUOUAOVREHDIOYHxoLNIW +KfhoEeBIGoE |

Region (Amazon)
[eu-west-2 ]

Credentials (Google)

Folder(/Bucket/Container) Name
[asbru-wem

Media URL

Web address for the web content management system to retrieve media from your cloud storage.

Media web addresses URL prefix

| httpss//asbru-vicm.s3.eu-west- m

Publishing
O Use dynamic web addresses for published pages
@® Enable use of static web addresses for published pages
O Publish *.html and * js and *.css as dynamic pseudo-files/folders (default)
O Publish *.html and *js and *.css as static files (faster but disables some functionality)
@® Do not create files for static web addresses (required for cloud storage)
Note: To create/update/delete files for static web addresses after changing this configuration setting you must do a "database upgrade”

2.4.13.4 Connection Timeout

Please note that currently the Amazon AWS Elastic Beanstalk Load Balancer service use a
connection timeout of 60 seconds. Unfortunately, this is not currently configurable, so any
access to the web content management system so as database initialisation and import which
may take longer than 60 seconds may be timed out by the AWS Elastic Beanstalk Load
Balancer service.

Database initialisation and import may take longer than 60 seconds resulting in a connection
timeout, but the database initialisation and import should continue to run in the background.
You can simply access the web content management system administration database
configuration pages again, and the web content management system may show that the
database initialisation and import is still running. When the database initialisation and import
has completed you can use the web content management system administration.

Alternatively, you can configure the deployed AWS cloud services to allow direct access to
the deployed web server instances. Please see the general AWS documentation for details.
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2.5 Microsoft Azure Cloud Deployment

The Asbru Web Content Management system supports easy deployment to the Microsoft
Azure cloud hosting services simply by creating a cloud website, database and storage to use,
and uploading the Asbru Web Content Management software package.

251 Asbru WCMS software licenses

Note: A software license for the Asbru Web Content Management System software is
required for each started web/application server instance (or a Corporate software license for
an unlimited number of instances is required).

You are not permitted to start more Asbru Web Content Management System software
web/application server instances than you have Asbru Web Content Management System
software licenses — except for short-term temporary test and development purposes, for
example, to upgrade to a new Asbru Web Content Management System software version.

2.5.2 Platform Architecture / Planning
Before deploying the Asbru Web Content Management System software you should consider
the required cloud platform architecture and plan the deployment.

As minimum cloud deployment of the Asbru Web Content Management System software
requires 3 cloud service components:

- Media Storage
for permanent storage of your website media files such as images.

- Database Server
for permanent storage of your website content and user data etc.

- Web/Application Server
for running the Asbru Web Content Management System software and your website.

Optionally, you may also need/want 2 additional cloud service components:

- Cache Server
for temporary storage of your website content data etc. for improved website response
times and reduced database server use and load.

- Session Manager
for temporary storage of website visitor and web content management system

administrator logins and other user data.

Also, all your cloud service components should be able to communicate with each other
through the use of 2 underlying cloud service components:

- Virtual Network
for network access between your cloud service components.

- Public Endpoints and Firewall Access
for authorised access between your cloud service components.
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NOTE: Currently, Microsoft Azure Web App ASP.NET deployment only supports
Microsoft SQL Database. You cannot use the .NET version of the web content
management system with other databases than Microsoft SQL Database. To use another
database than Microsoft SQL Database, you need to use the Java/JSP or PHP version of
the web content management system for your Microsoft Azure Web App. Alternatively,
Microsoft need to add database drivers for other database servers to their ASP.NET
Azure Web App deployments.

NOTE: Currently, Microsoft Azure Web App ASP.NET deployment only supports use
of Microsoft Azure Cache For Redis as Session Manager. You cannot use the .NET
version of the web content management system with the Microsoft Azure SQL Database
as Session Manager. Alternatively, Microsoft need to add support for session state
management to their ASP.NET Azure Web App and Azure SQL Database deployments.

NOTE: Currently, Microsoft Azure Web App PHP deployment does not support
Memcached. You cannot use the PHP version of the web content management system
with Memcached as Session Manager and/or Cache Server. Instead, you can use
Microsoft Azure Cache For Redis as Session Manager and/or Cache Server (if any). To
use Memcached as Session Manager and/or Cache Server, you need to use the Java/JSP
version of the web content management system for your Microsoft Azure Web App.
Alternatively, Microsoft need to add support for PHP Memcached installation.

253 Deployment Checklist & Notes

To deploy the Asbru Web Content Management System on Microsoft Azure, you will need to
deploy and configure a number of different, connected services. As you configure each
service you should note some basic details, which may be needed later.

Page 120 of 206



Asbru Web Content
Management System

Installation Guide

MICROSOFT AZURE DEPLOYMENT CHECKLIST & NOTES

MICROSOFT AZURE PORTAL

Username KEEP SECRET

Password KEEP SECRET

VIRTUAL NETWORK (optional)

Virtual

Network

details

MEDIA STORAGE

Account fx. asbruwem

name

Container fx. wem-media

name

Address fx.
https://ACCOUNTNAME.bl
ob.core.windows.net/CONT
AINERNAME

Secret KEEP SECRET

Access Key

DATABASE SERVER

Type mysql pgsql oracle mssql
db2

Address fx.
wcm.database.windows.net

Port 3306 5432 1521 1433 50000

Database fx. wem

name

Username KEEP SECRET

Password KEEP SECRET
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SESSION MANAGER

Type redis memcached mysql
pgsql oracle mssql db2

Address fX. wem-
redis.redis.cache.windows.ne
t

CACHE SERVER

Type redis memcached

Address fX. wem-
redis.redis.cache.windows.ne
t

Port 6379 11211

Password KEEP SECRET

WEB/APPLICATION SERVER

Address .azurewebsites.net
WEBSITE
Address fx. www.yourwebsite.com

ASBRU WEB CONTENT MANAGEMENT SYSTEM

Superadmin KEEP SECRET
username

Superadmin KEEP SECRET
password

Superadmin

email

Number of = maximum number of
software deployed web/application
licenses server instances
Software KEEP SECRET

license keys
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254 Microsoft Azure Management Portal

To use Microsoft Azure Cloud Deployment, sign up for an account at
http://azure.microsoft.com/ and access the Microsoft Azure Management Portal at
http://portal.azure.com/. A large number of different Azure cloud services are available for
advanced requirements. The Asbru Web Content Management software can be easily
deployed using the Azure App Services service.

Please note that the Azure services, user interface and options may be changed. Please see the
general Azure documentation for details.

= Microsoft Azure £ search resources, services, and docs (G+/)

Azure services

.= - - oy
—'— o] 1] | © | i 9
& L] < = @ L1
Create a App Services  All resources  Azure Cosmos Virtual SQL databases Storage Azure Kubernetes  More services
resource DB machines accounts Database fo.. services

Recent resources

Name Type Last Viewed
= asbruwcm Storage account a few seconds ago
Pay-As-You-Go Subscription ayear ago
Navigate
Subscriptions Resource groups EEE  Allresources Dashboard
Tools
a Micrasoft Learn @ Azure Monitor U Security Center j Cost Management
Learn Azure with free online Monitor your apps and Secure your apps and Analyze and optimize your
training from Microsoft infrastructure infrastructure cloud spend for free
Useful links Azure mobile app

Technical Decumentation ' Azure Services (' Recent Azure Updates '
Azure Migration Tools Find an Azure expert Quickstart Center

" .uﬂpp Sté}é

2.5.5 Azure Virtual Network
All your website server components, web server, database server and cache server (if used),
should have access to communicate with each other.

As default this is done through deployment with “public endpoints” and “Allow access to
Azure services” for your database server and optional cache server.

Alternatively, ideally all your website server components, web server, database server and
cache server (if used), should be located on the same, private Virtual Network for access to
communicate with each other. Please see the general Microsoft Azure documentation for
details.

256 Cloud Storage

As default cloud deployed web/application servers do not have persistent storage. When a
web/application server is terminated, all data on the web/application server is lost. So it is
essential that website media files such as images uploaded to the web content management
system and/or the website is stored on persistant storage that is not lost when web/application
servers are terminated.
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Also, with deployment of multiple web/application servers for the same website they must all
have access to and share all website media files.

Persistent media storage is supported by the web content management system through the
Microsoft Azure Storage Accounts service.

Note: Alternatively, web/application servers could be deployed with shared network storage
(transparent to the web content management system). Please see general documentation on
your operating system and Microsoft Azure services.

2.5.6.1 Storage Account
Select Storage Accounts and Create Storage Account to create cloud storage for the web
content management system.

Home

Storage accounts =

Default Directory

- add 8 Manage view ~ () Refresh %5 Open query < Feedback

Subscription == (all) Resource group == @@ll) *  Location == @l) X o Add filter

Showing 0 to 0 of O records No grouping ~ | [ List view

Name Type 1y Kind ). Resource group Ty Location 1y Subscription

Create storage account

Enter a Storage Account Name and other details for your website cloud storage:

- Resource Group
The created/selected resource group should be the same for both your App Service and
Database or the two services may not be able to communicate without special
configuration.

- Storage account name

- Location
Should be the same as your App Service for best performance.

When creating the storage account, the “Storage account name” should be noted as it will be
needed to configure the web content management system, later.
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Home > Storage accounts

Create storage account

Basics Networking  Dataprotection  Advanced  Tags  Review + create

Azure Storage is a Microsoft-managed service providing cloud storage that is highly available, secure, durable, scalable, and
redundant. Azure Storage includes Azure Blobs (objects), Azure Data Lake Storage Gen2, Azure Files, Azure Queues, and
Azure Tables. The cost of your storage account depends on the usage and the options you choose belaw.

Learn more about Azure storage accounts o7

Project details

Select the subscription to manage deployed resources and costs, Use resource groups like folders to organize and manage
all your resources.

Subseription * [ Payss-vou-Go M

Resource group * ‘ Asbruwecm ~ ‘

Create new

Instance details

The default deployment model is Resource Manager, which supports the latest Azure features, You may choose to deploy
using the classic deployment model instead. Choose classic deplayment model

Storage account name * [(asbruwem .
Location * ‘ (Europe) UK South ~ ‘
performance @ (®) standard () Premium

Account kind [ storagevz (general purpose v2) ~ |
Replication [ Read-access geo-redundant storage (RA-GRS) M
Blob access tier (default) @ (O cool (®) Hot

As your website visitors may need to access media files stored on your cloud storage, it
should be configured as a “Public endpoint”.

Home > Storage accounts

Create storage account

Basis  Networking  Dataprotection  Advenced  Tags  Review + create

Network connectivity
You can connect to your storage account either publicly, via public IP addresses or service endpoints, o privately, using a
private endpoint.
Connectivity method * (@®) public endpoint (all netwarks)
(O Public endpoint (selected networks)
(O erivate endpaint
@ All networks will be able to access this storage account.
Learn more about connectivity methods o
Network routing
Determine how to route your traffic as it travels from the source to its Azure endpoint. Microsoft network reuting is recommended for most customers.
Routing preference * (®) wicrosoft network routing (default)
(O internet routing

< Previous | | Next:Data protection >

As your website visitors may need to access media files stored on your cloud storage, it
should be configured with “Allow Blob public access” enabled.
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Home > Storage accounts

Create storage account

Basics  Networking  Dataprotection  Advanced Tags  Review + create

Security
Secure transfer required © () pisabled (8) Enabled
Allow Blob public access () (O Disabled (®) Enabled
Minimum TLS version (D) ‘ Version 1.2 ~
i}
Sign up for infrastructure encryption o
Azure Files
[}
Data Lake Storage Gen2
Hierarchical namespace @ (®) pisabled (O Enabled
i)

Sign up for NFS v3 o

A number of other storage account configuration options are available. Please see the general
Microsoft Azure documentation for details.

Page 126 of 206



Home > Storage accounts

Create storage account

@ Validation p

Basis  Networking

Basics

Subscription
Resource group
Location

storage account name
Deployment model
Account kind
Replication
performance

Blob access tier (default)

Networking

Connectivity method

Default routing tier

Data protection

Point-in-time restore
Blob soft delete
Container soft delete
File share soft delete
Blob change feed

Versioning

Advanced

Secure transfer required
Infrastructure encryption
Allow Elob public access
Minimum TLS version
Large file shares
Hierarchical namespace

NFS v2

reate

Data protection  Advanced

Pay-As-You-Go
Asbruw/cM

UK South
asbruwem
Resource manager

Tags  Review * create

StorageV2 (general purpose v2)

Read-access geo-redundant storage (RA-GRS)

Standard

Hot

public endpoint (all networks)

Microsoft netwark routing (default)

Disabled
Disabled
Disabled
Disabled
Disabled
Disabled

Enabled
Disabled
Enabled
Version

Disabled
Disabled
Disabled

< Previous

Download a template for automation

Creating the storage account should take a few minutes.

Home

Deployment

P Bearch (Ctrl+) «

£ Overview

1 Inputs

Outputs

S Template

7]

, Microsoft.StorageAccount-20200908113023 | Overview  #

Cancel () Refresh

€ We'd love your feedback! =

==: Deployment is in progress

=

Deployment name: Microsoft.StorageAccount-20200908113023

s-You-Go
bruWcM

A Deployment details (Download)

No results.

Type
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= Deployment in progress..

Deployment to resource group *AsbruWCM' is in

progress.

Correlation ID: 9389026e-ae3d-4598-a350-(6973e04a658 O

Status

Security Center

Secure your apps and infrastructure
Go to Azure security center >
Operation details
Free Microsoft tutorials

Connect an app to Azure Storage
Store application data with

Storage

Secure your Azure Storage Account
Monitor, diagnose, and troubleshoo

Azure Storage




Home

Microsoft.StorageAccount-20200908113023 | Overview =

Deployment
0 Fearch (ctrl+) < [i Delete (T Redeploy () Refresh
Overview € We'd love your feedback! =
< Inputs
outputs @ Your deployment is complete

& Template Deployment name: Microsoft StorageAccount-20200808113023
Subscription: Pay-As-You-Go

Resource group: Asbrul

~ Deployment details (Download

~ Next steps

Go to resource

Home

== asbruwem =

Storage account

2 Search (Ctrl+/) < Z& Open in Explorer —> Move ~ () Refresh [ Delete
— "
= Overview
. ses Continue alerting with ARM storage accounts,
& Activity log
“a. Access control (1AM
A Essentials
€ Tags
Resource group (change) : AsbruwcM
& Diagnase and solve problems Status  Primary: Available, Secondary: Available
& Data transfer Location UK South, UK Vest
Events subscription (change) Pay-As-You-Go

% storage Explorer (preview) subscription ID 949f7fa0-bese-4116-8585-932b0d76cara

Tags (change) Click here to add tags

Settings

Access keys
== Containers
Scalable, cost-effective storage
for unstructured data

@ Geo-replication

%) CORs
Learn more

& Configuration

25.6.2 Storage Container

=4 File shares
Serverless SMB file shares

Learn more
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@ Deployment succeeded

Deployment ‘Microsoft.Storage Account-2(
to resource group 'AsbruWCh' was successful

Start time: 9/8/2020, 11:38:47 AM
Correlation ID: §388026e-ae3d-4598-3550-c6976e04a658 0

© Feedback

Security Center
Secure your apps and infrastructure
Go to Azure security center >

Free Microsoft tutorials

Connect an app to Azure Storage

Store application data with Azure Blob
Storage

Secure your Azure Storage Account
Menitor, diagnose, and troubleshoot your
Azure Storage

@ Classic alerts in Azure Monitor is announced to retire in 2021, it is recommended that you upgrade your classic alert rules to retain alerting functionality with the new alerting platform. For more information,

Performance/Access tier : Standard/Hot
Replication : Read-access geo-redundant storage (RA-GRS)

Account kind : StorageV2 (general purpose v2)

" Tables P Queues
B robuiar dats storage LU Effectively scale apps according
to traffic
Learn more
Learn more

Select Containers and Create A Container to create a Storage Container, which is required for

the Asbru Web Content Management system.

When creating the storage container, the “Container name” should be noted as it will be

needed to configure the web content management system, later.

As your website visitors may need to access media files stored on your cloud storage, it
should be configured with “Public access level: Blob (anonymous read access for blobs

only)”.

Alternatively, the Access for the new container can be Private, but this requires the Asbru
Web Content Management system to be configured to deliver all images and other files
through its image and file delivery program script. Please see the Configuration Guide for

details.
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Home asbruwem New COntalner X
= asbruwcm | Containers =

Storage account

Name *
£ search (ctri+n < + container v O Refresh [em ]
= Overview ‘ Search containers by prefix Public access level &
@ Activity log [ Blob (anonymous read access for blobs only) v
Name Last modified Public acce
A2 Access control (IAM)
. You don't have any containers yet. Click "+ Container' to get started. Blobs within the container can be read by anonymous request,
Tags but container data is not available, Anonymous clients cannot
enumerate the blobs within the container
£ Diagnose and salve problems
& Data transfer
~ Advanced
Events
iz Storage Explorer (preview)
Settings
Home > asbruwem
@ Successfully created storage container 52 A%

== asbruwcm ‘ Containers = Successfully created storage container ‘wem',

Storage account
O Search (Ctrl+/) < - Container v () Refresh
= Overview [ search containers by prefix
E Adivity log

Name Last modified Public access level Lease state
Ao, Access contral (IAM)
] wem 9/8/2020, 11:52:56 AM Blob Available

€ Tags
/7 Diagnose and solve problems
& Data transfer

Events

& Storage Explorer (preview)

2.5.6.3 Storage Address

You will need the website address of your media files container to configure the web content
management system, later. The website address is automatically generated from your chosen
storage account name and container name.

To get the specific website address as well as to test the configured access permissions, you
can upload a test file to the container.

If the configured access permissions work correctly with public view permissions, the
uploaded image/file should be displayed if you try to open the uploaded file’s “URL” in a

new web browser window.

The “URL” website address should be noted (see 2.5.3 Deployment Checklist & Notes) as it
will be needed to configure the web content management system, later — for example:

https://asbruwcm.blob.windows.net/wem
Optionally, you may want to configure your Domain Name Service (DNS) with an alias
(CNAME) for this website address, so that you can use your own domain for your media
instead of the automatically generated Microsoft Azure Storage website address — for
example:

https://media.yourwebsite.com

Please see the general Microsoft Azure documentation for details.
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Home > asbruwem

= asbruwcm | Custom domain x

Storage account

D search (Ctrl+/) « save piscard () Refresh

- e =
£ Diagnose and solve problems Configure a custom domain for accessing blob data in your Azure starage account, like wiw.contoso.com. There are two methods you can use to set up a custom domain
W Data transfer 1. Create a CNAME record with your DNS provider that points from your domain (like www.contoso.com) to asbruwem.blob.core.windows.net or asbruwem.z33.web.core.windows.net then enter you
domain below. This method is simpler, but results in a brief downtime while Azure verifies the domain regstration.
Events

2. Create a CNAME record with your DNS provider that points from the *asverify* subdomain (like asverify.www.contoso.com) to asverify.asbruwcm.blob.care.windows net or
asverify.asbruwem.z33 web.core.windows.net, After this step completes, enter your domain below (exclude the ‘asverify' subdomain). This method does not incur any downtime. To use this method,
select the 'Use indirect CNAME validation' checkbox.

Storage Explorer (preview)

s,

ettings
Learn more about managing custom domains o
Access keys
Domain name

.

Geo-replication

w.contose.com

&

CORS

Configuration

=]

Encryption

@

Shared access signature

“@ Firewalls and virtual networks

Private endpaint connections
@ Advanced security
[ Static website

! Properties

& Lodks

¥ Export template

Blob service
™ Containers

B custom domain

2.5.6.4 Access Keys

Select Settings / Access Keys and note the storage account name and either the primary or
secondary access key, any one of which is required for the Asbru Web Content Management
system to access the storage.

Home > Microsoft.StorageAccount-20200908113023 > asbruwecm

asbruwem | Access keys X
Storage account
P search (Ctrl+/) < Use access keys to authenticate your applications when making requests to this Azure storage account, Store your access keys securely - for example, using Azure Key Vault - and don't share them, We
recommend regenerating your access keys regularly. You are provided two access keys so that you can maintain connections using one key while regenerating the other.
= Overview
When you regenerate your access keys, you must update any Azure resources and applications that access this storage account to use the new keys. This action will not interrupt access to disks from your
E Activity log virtual machines. Learn more about regenerating storage access keys o
2 Access control (IAM) Storage account name
@ Tags [‘asbruwem n
£ Diagnose and solve problems Blas
& Data transfer -
key1 (0
Events Key
s Storage Explorer (preview) [ 3Kme2kalihnDJcHflqzsje0Ps +LAEBMWQIG70MUPSPZINUThAH+ hoxn2CVoacKSKOREB 1A29MqLpdQP mFgQ== D]
Settings Connection string
‘ D ol=https;Acc uwem;AccountK ey=3KmG2kaljhnDJcHflgz5j qLGtEMWQjG70MupSpZihuThAH+hoxn2CV9acxSKAFEE1A20MqlxpdQPimFgQ== EndpointSuff .. 1) ‘
Access keys
@ Geo-replication key2 ()
@ CORS Key

[ MBx5M1240ckam4QiqBpwOrmm 1 nUbmUrykCZoFigsmEKKO/DAdCFsb2Ba-+n/MpGHBSGSLFb/Pp3mrutyyxBLA==

& Configuration
Connection string

[o ol=httpsAcc uwcmAccountk 124Qckgm4Qiq8pwormminUbmuryke: DAdCHjsb: Fb/PR3MIUtyyxBLA=

m

Encryption

SEndpoints .

@

Shared access signature

2.5.7 Database Server
All website content and other data used by the website and the web content management
system is stored in a database server.

The web content management system supports all the Relational Database Servers currently
provided by Microsoft Azure.

Page 130 of 206



Asbru Web Content
Management System

Installation Guide

NOTE: Currently, Microsoft Azure Web App ASP.NET deployment only supports Microsoft
SQL Database. You cannot use the .NET version of the web content management system with
other databases than Microsoft SQL Database. To use another database than Microsoft SQL
Database, you need to use the Java/JSP or PHP version of the web content management
system for you Microsoft Azure Web App.

2571 Microsoft Azure SQL Database

Microsoft Azure supports a number of different Microsoft SQL Server deployments. All
current Microsoft SQL Server deployments are supported by the web content management
system. Please see the general Microsoft Azure documentation for details on dedicated
Microsoft SQL Server deployments as managed instances and virtual machines. The
following describes deployment of the serverless, cloud Azure SQL Database option.

Select SQL Databases and Create SQL Database to create a database for the web content
management system.

Home

SQL databases =

Default Directory

t add  (© Reservations Edit columns () Refresh

(© Ty our new Azure SOL resource browser! This experience offers  unified view of all your SOL Server resources in Azure as well as improved sorting and filtering. Click here te go to the new experience.

Subscriptions: Pay-As-You-Go

Filter by name... All resource groups ~ | [ Al locations v | [Antags ~ | [ No grouping

0 items
Name T Status Replication role Server Pricing tier Location T, Subscription 4.

5aL

display

Try changing yo

Create SQL database

25711 Settings
The database server instance must be given a unique name.

A master username and password must also be configured for the database server.

The database master username and password should be noted (see 2.4.3 Deployment
Checklist & Notes) as they will be needed to configure the web content management system,
later.

For example:

- Resource Group:
AsbruWCM

The created/selected resource group should be the same for both your App Service and

Database or the two services may not be able to communicate without special
configuration.
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- Database Name:
wem

- Server:
Select existing database server or create a new database server:

o Server:
wem

o Server admin login:
admin

o Password:
secretsecret

o Location:
Should be the same as your App Service for best performance.

The database name, server name/address, server admin login and password should be noted
(see 2.5.3 Deployment Checklist & Notes) as they will be needed to configure the web
content management system, later.

25.7.1.1.1 Database instance type and size
Several database instance type and size options are available and supported by the web
content management system.

A small “Basic” database server may be sufficient for a small, low traffic website. A larger
database server may be needed for a larger, high traffic website. A “serverless” database
server may offer convenience and value for money with automatic scaling (up and down) or
required database server resources. Please see the general Microsoft Azure documentation for
details.

- SQL Elastic Pool:

o Yes — create/use a database server resources pool which can be shared between
your own other app services to host multiple database instances.

o No — use database server resources dedicated to this database.
- Configure database / pool

o Basic/ Standard / Premium / General Purpose: Provisioned / General Purpose:
Serverless / Hyperscale / Business Critical

o Read Scale-Out
Some database configurations provide additional, secondary read-only database
server instances for increased performance and scalability. These configurations
are also supported by the web content management system.

Any additional read-only database server addresses provided should be noted as
they will be needed to configure the web content management system, later.
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Alternatively, some database configurations may require special database
connection string parameters for read-only access. Such special database
connection strings and parameters should be noted as they will be needed to

configure the web content management system, later.

Please see the general Microsoft Azure documentation for details.

Home > SQL databases

Create SQL Database

Microsoft

Project details

Select the subscription to manage deployed resources and costs. Use resource groups like folders ta organize and
manage all your resources.

subscription * © [ Pay-2s-vou-go V]

Resource group * () [Lasbruwem ~
Create new

Database details

Enter required settings for this database, including picking a logical server and configuring the compute and storage
resources

Database name * [[wem ]

server* O [[select a server <]

Create new
@ The value must not be empty.

By default Azure SOL Database backups are stored os RA-GRS storage.
blobs that are replicated to a paired region for protection against outages
impacting backup storage in the primary region. If you plan to keep data
only in a single region, please contact us at
sqlbackuppreview@microsoft.com

‘Want te use SQL elastic pool? * O O ves @ no

Compute + storage * (O

Home > SQL databases

Create SQL Database

Microsoft

Basics Networking  Additional settings  Tags  Review + create

Create a SQL database with your preferred configurations, Complete the Basics tab then go to Review + Create to
provision with smart defaults, or visit each tab to customize. Learn more
Project details

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and
manage all your resources.

subscription * © [ Pay-as-vou-go V]

Resource group * () [(asbruwen v
Create new

Database details

Enter required settings for this database, including picking a logical server and configuring the compute and storage
resources

Database name * [[wem ]

server* O [ inewy asbruwem Kk southy v
Create new

Want to use SQL elastic pool? * © O ves @ Mo

Compute + storage * Basic
2 GB storage
Configure database
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2.5.71.2 Networking and Additional Settings

Use of the database server with the web content management system requires access between
the web content management system and the database server. The database server should be
deployed with a “public endpoint”. Alternatively, the database server can be deployed with a
“private endpoint” within a private virtual network. Please see the general Microsoft Azure
documentation for details.

Home > SQL databases

Create SQL Database

Microsoft

Basis  Networking  Additional settings ~ Tags ~ Review + create

Configure network access and connectivity for your server. The configuration selected below will apply to the selected
server fghfxnxhg’ and all databases it manages. Learn more &

Network connectivity

Choose an aption for configuring cannectivity ta your server via public endpoint or private endpaint. Choosing na
access creates with defaults andl you can configure connection method after server creation. Learn more 2
Connectivity method * O Noaccess

(®) public endpaint

(O erivate endpoint
Firewall rules
Setting "Allow Azure services and resources to access this server' to Ves allows communications from all resources

insicle the Azure boundary, that may or may not be part of your subscription. Learn more
Setting 'Add current client IP acldress' to Vs will add an entry for your client IP address to the server firewall

Allow Azure services and resourcesto  (_ No
access this server *

Add current dlient IP address * @ v )

\ <Previous | | Next:Additional settings >

Home > SQL databases

Create SQL Database

Microsoft

Basis  Networking  Additional settings ~ Tags ~ Review + create
Customize additional configuration parameters including collation & sample data

Data source

start with a blank database, restore from a backup or select sample data to populate your new database.

Use existing data * (@D sacup  sample )

Database collation

Database collation defines the rules that sort and compare data, and cannot be changed after database creation. The
default database collation is SQL Latin1_General_CP1_CLAS. Learn more I3

Collation * (O SQL_Latin1_General_CP1_CI_AS
Find a collation

Advanced data security

Protect your data using advanced data security, a unified security package including data classification, vulnerability
assessment and advanced threat protection for your server. Learn more 2

Get started with a 30 day free trial period, and then 11,179635 GBP/server/month,

Enable advanced data security * 0 ( start free trial ((XEERD)

25713 Create Database
Creating the database server may take some minutes to complete.
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By clicking *Create”, | (2) agree to the legal terms and privacy statement(s) associated with the Marketplace offering(s) listed above: (b) authorize Microsoft to bill my current payment method for the fees associated with the offering(s), with the same
billing frequency as my Azure subscription; and (c) agree that Microsoft may share my contact, usage and transactional information with the provider(s) of the offering(s) for suppert, billing and other transactional activities. Microsoft does nat
provide rights for third-party offerings. For additional details see Azure Marketplace Terms. &

Basics
Subscription
Resource group
Region
Database name

Server

Compute + storage

Networking

low Azure services and resources to
access this server

Private endpoint

Additional settings
Use existing data

Collation

Advanced data security

Tags

reate < Previous

Home

Asbruwem

UK South
wem

(new) asbruwcm

Basic: 2 GE storage

No

None

Blank

501 Latind_General €P1_CIAS

Not now

Download a template for automation

i’ Microsoft.SQLDatabase.newDatabaseNewServer_52a16dfe480b4daf8246b | Overview

Deployment

2 Search (Ctrl+/) <

% Overview
5 Inputs

7= Outputs

Template

Home

@ We'dlove your feedback! =

) Refresh

== Deployment is in progress

Deployment name: Microsoft.SQLDatabase.newDatabaseNewserv..

Subscription: Pay-As-You-Go
Resource group: AsbruwcM

A~ Deployment details (Download)

Resource

No results.

Start time: 9/8/2020, 11:19:42 AM
Correlation ID: 2607be07-7b14-4e21-86e8-30082eb261b5

Type Status Operation details

e Microsoft.SQLDatabase.newDatabaseNewServer_52a16dfe480b4daf8246b | Overview =

Deployment

kearch

% Overview
S Inputs
7= Outputs

2 Template

T Delete

@ We'dlove yourfeedback! =

(T Redeploy

() Refresh

@ Your deployment is complete

Subscription: Pay-As-You-Go
Resource group: ASbruWCh

~ Deployment details (Download)

~ Next steps

0 resource

Deployment name: Microsoft. SQLDatabase.newDatabaseNewserv..

Start time: 9/8/2020, 11:19:42 AM
Correlation ID: 2607be07-7b14-de21-86e8-30082eb261b5
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Home > Microsoft.SQLDatabase.newDatabaseNewServer_52a16dfed80bddaf8246b

= wcm (asbruwem/wem) =

SOL database

2 kearch (ctrl+) < [ copy 'O Restore T export © setserverfirewall [ Delete /” Connectwith.. v < Feedback

Overview A A Essentials

& Adivitylog Resource group (change) : AsbruWCM Server name asbruwem,databasewindows.net
Status Online Elastic pool No elastic pool

¢ Tags P P
Location UK South Connection strings ~ : Show database connection strings

2 Diagnose and solve problems
Subscription (change) ¢ Pay-As-You-Go Pricing tier ! Basic

Quick start - -

Subscription ID i 949f7fa0-be89-4116-8585-932b0d76caTa Earliest restore point | No restore point available

2 Query editor (preview

“ tpreview) Tags (change) . Click here to add tags

25714 Firewall Settings
As default, there may be no access to the database server.

The web content management system should be able to access the database server, which can
be done through “Set server firewall” and enabling “Allow Azure services and resources to
access this server”.

Alternatively, you can configure your own custom firewall rules to control access to the
database server from your web content management system web/application server.

Home > wem (asbruwem/wem)

2] Firewall settings

asbruwem (SQL server)

save X Discard - Add client IP

@ o set Deny Public Network Access, click herete create a new private endpoint.

Minimum TLS Version (0 10 s14 stz )

@ Vou are setting the Minimal TLS Version property for all SOL Database and SOL Data Warehouse
databases associated with the server.Any login attempts from clients sing TLS version less than the
Minimal TLS Version shall be rejected.

Connection Policy (@ED rroxy  Redirect )

Allow Azure services and

resources to access this server ((JfED nNo )

@ Connections from the IPs specified below provides access to all the databases in asbruwem,

Client IP address 77.99.104.119

Rule name Start Ip End IP

No firewall rules configured

Virtual networks + Add existing virtual network + Create new virtual network

Rule name Virtual network subnet Address Range Endpoint status Resource group Subscription State

No wvnet rules for this server,

2.5.7.1.5 Database address

The created database server is automatically assigned a server name address. The
automatically assigned server name address as well as the “Port” number (as default the
Microsoft SQL Database port number is 1433) should be noted (see 2.5.3 Deployment
Checklist & Notes) as they will be needed to configure the web content management system,
later.

For example:
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- Server Name:
asbruwcm.database.windows.net

- Port:
1433

Optionally, “Show database connection strings” may provide you with additional
recommended/required database connection parameters for you to configure the web content
management with custom database connection strings. Typically, you should just configure
the basic database server details for the web content management system and use its
automatically generated database connection string.

Home > Microsoft.SQLDatabase.newDatabaseNewServer_52a16dfe480b4daf8246b > wem (asbruwem/wem)

,5,' wem (asbruwem/wem) | Connection strings

SQL database

2 search (Ctrl+/) <

8 o " ADONET  JDBC ODBC PHP Go
@ Overview

& Activity log ADO.NET (SQL authentication)

€ Tags Server=tcp:ashruwem.database.windows.net,1433;Initial Catalog=wem;Persist Security Info=False;User ID=wem| d={your_passwor Itipl sEncrypt=True;
TrustServerCertificate=False;Connection Timeout=30;
2 Diagnose and salve problems
Quick start

S Query editor (preview)

power Platform Download ADO.NET driver for SQL server

Power Bl (preview)
lesl Power Apps (preview)

L1 Power Automate (preview)

Settings
@ configure
@ Geo-Replication

4 Connection strings

Home > Microsoft.5QLDatabase newDatabaseNewServer_52a16dfed80b4daf8246b > wem (asbruwem/wem)

(& wem (asbruwcm/wcem) | Connection strings

SOL database

A search (Ctrl+/) <

~ ADONET  JDBC ODBC PHP Go

Qverview —_—
B Activity log IDBC (Sl authentication)
€ Tags jdbcisqlserver//asbruwcm.database.windows net:1433; miuser=wem @asbruwcmpassword={your_password_here}encrypt=true trustServerCertificate=false;

ertificate=".datab. indows.netloginTi

£ Diagnose and solve problems
Quick start

S Query editor (preview)

Power Platform Download JDBC driver for SQL server

Pouer Bl (preview)

fee! Power Apps (preview)

L7 power Automate (preview)
Settings

@ Configure

@ Geo-Replication

&7 Connection strings
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Home > Microsoft.5QLDatabase.newDatabaseNewServer_52a16dfed80b4daf8246b > wcm (asbruwem/fwem)

& wem (asbruwecm/wcem) | Connection strings

SOL database

«

g o ~ ADO.NET  JDBC ODBC PHP Go
verview i

ODBC (Includes Node js) (SOL authentication)

@ Activity log
¢ Tags Driver={ODBC Driver 13 for SQL Servery;Server=tep:asbruwern.datab: inclows.net, 1433:D; m;Uid=wem;Pwd={your_password_here} Encrypt=yes:TrustServerCertificate=no;Connection
Timeout=30;
& Diagnose and solve problems
Quick start
Query editor (preview)
Power Platform Download ODBC driver for SQL server
Power Bl (preview)
es) Power Apps (preview)
Ll power Automate (preview)
Settings
@ configure
@ Geo-Replication
& Connection strings
Home > Microsoft.SQLDatabase newDatabaseNewServer_52a16dfed80b4daf8246b > wem (asbruwem/wem
&' wem (asbruwem/wem) | Connection strings
SQL database
‘
_ A ADONET JDBC ODBC PHP Go
@ Overview —
B Adivitylog PHP (SQL authentication)
€ Tags 1 <?php
2 // PHP Data Objects(PDO) Sample Code:
&2 Diagnose and solve problems 3 oty {
Ouick start 4 $conn = new PDO("sglsrviserver - tcp:asbruucm.database.windows.net,1433; Database = wem”, "wem”, "({your_password_here}");
5 $conn->setAttribute(PDO: :ATTR_ERRMODE, PDO::ERRMODE_EXCEPTION);
Query editor (preview) 6 }
7 catch (PDOException Se) {
Power Platform 8 print("Error connecting to SQL Server.
9 die(print_r(se));
Power Bl (preview) w )
11
fe! power Apps (preview) 12 // SQL Server Extension Sample Code:

L) power Automate (preview) ? S orrent
TrustServerCertificate” => 8);

Sett 14 $serverName = "tcprasbruwcm.database.windows.net,1433";
ettings 15 $conn = sqlsrv_connect($serverame, $comnectionInfo);
€ Configure 6 7>

@ Geo-Replication Download PHP driver for SQL server

& Connection strings

25.7.2 Azure Database for MySQL Servers

13 $connectionInfo = array("UID" =» "wem”, “pud” => "{your_password_here}", "Database” =» “wem”, "LoginTimeout” => 3@, "Encrypt” => 1,

Select All Services / Azure Database for MySQL Servers and Create Azure Database For

MySQL Server to create a database for the web content management system.
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All services

Azure Database for MySQL servers

] [t i

Default Directory
+ add % manageview ~ () Refresh % Open query QD Feedback
Subscription == (all) Resource group == all) X Location == (al) X Ty Add filter
Showing 0 to ¢ of 0 records. No grouping
Name Type Ty Status Ty Resource group 4. Location Ty,

No Azure Database for MySQL servers to display

Try changing your filters if

Create Azure Database for MySQL server

2.5.7.21 Settings
The database server instance must be given a unique name.

A master username and password must also be configured for the database server.

The database master username and password should be noted (see 2.4.3 Deployment

Subscription Ty,

Checklist & Notes) as they will be needed to configure the web content management system,

later.
For example:

- Resource Group:
AsbruWCM

The created/selected resource group should be the same for both your App Service and

Database or the two services may not be able to communicate without special
configuration.

- Server Name:
wem-mysql

- Location:
Should be the same as your App Service for best performance.

- Version:

All current MySQL versions should be supported the web content management system.

- Admin Username:
wem

- Password:
secretsecret
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The database server name, admin username and password should be noted (see 2.5.3
Deployment Checklist & Notes) as they will be needed to configure the web content
management system, later.

Note: Microsoft Azure MySQL database access may require “USERNAME@SERVERNAME”
as the database username. For example: “wcm@wcm-mysql”.

2.5.7.2.1.1  Database instance type and size
Several database instance type and size options are available and supported by the web
content management system.

A small “Basic” database server may be sufficient for a small, low traffic website. A larger
database server may be needed for a larger, high traffic website. Please see the general
Microsoft Azure documentation for details.

All services > Azure Database for MySQL servers

Create MySQL server

Microsoft

Basics  Additional settings  Tags  Review * ereate

Create an Azure Database for MySQL server. Learn more @

Project details

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and
manage all your resources.

subscription * © [ pay-as-vou-Go V]
Resource group * () [ sbruwen ~ ]
Create new

Server details

Enter required settings for this server, including picking a location and configuring the compute and storage resources.

server name = [ wem-mysal |
Data source * () (@D sackup )

Location * @ [ €urope) UK south ~]
Version * (@ |57 ~]
Compute + storage © Basic

1 vCores, 50 GB storage
Configure server

‘Administrator account

Admin username * (O

Password * (O

Confirm passward *

et Addional seings -

25.7.22 Create Database
Creating the database server may take some minutes to complete.
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All services > Azure Database for MySQL servers

Create MySQL server X

Microsoft
Basics  Additional settings  Tags  Review + create

Product details

Azure Database for MySQL Estimated cost per month
by Microsoft 25.38 GBP

Terms of use | Privacy policy View pricing detals

Terms

gy clicking "Create", | (2) agree to the legal terms and privacy statement(s) associated with the Marketplace offering(s) listed abeve; (b) authorize Micrasoft to bill my current payment method for the fees asseciated with the offering(s), with the same
billing frequency as my Azure subscription; and (c) agree that Microsoft may share my contact, usage and transactional infarmation with the provider(s) of the offering(s) for suppert, billing and other transactional activities. Microsoft does not
provide rights for third-party offerings. For additional details see Azure Marketplace Terms. B3

Basics

Subscription Pay-As-You-Go
Resource group ASbrUWCM
Server name wem-mysal

Data source None

Server admin login name wem

Location UK South

Version 57

Compute + storage Basic, Gens, 1 vCores, 50 GB Storage
Backup retention period 7 day(s)

gackup redundancy Locally redundant
Storage Auto Grow Enabled

Tags

Donrload atemplate for automation

All services X
== Deployment in progress. 4:46 PN

» Microsoft.MySQLServer.createMySqlServer_0d58f00f7f474e77a056dabd | Overview = Deployment to resource group *AsbruWCM' i in

ad Deployment progress

0 fearch (Ctrl+)) < () Refresh

% Overview €@ Wedlove your feedbackl

S Inputs

= outputs == Deployment is in progress

B Template Deployment name: Microsoft.MySQLServer.createMySqlServer_Od..  Start time: 9/16/2020, 4:46:23 PM

Subscription: Pay-As-You-Go Correlation ID: f4b35bsb-4ff5-4118-abd 2-5fe207d035f2 0

Resource group: AsbruwcM
Security Center
A Deployment details (Download) Secure your apps and infrastructure
Go to Azure security center >
Resource Type Status Operation details
Free Microsoft tutorials

No results, Start learning today >

Work with an expert

Azure experts are service provider partners
who can help manage your assets on Azure
and be your first line of support

Find an Azure expert >

All services

- Microsoft.MySQLServer.createMySqlServer_0d58f00f7f474e77a056dabd | Overview = X

Deployment

Search

< [ Delete (T Redeploy (O Refresh

% Overview @ We'd love your feedback! -

S Inputs
7= outputs @ Your deployment is complete
= Template Deployment name: Microsoft.MySQLServer. - 0d...  Starttime: 9/16/2020, 4:46:23 PM
Subscription: Pay-As-You-Go Correlation 1D: f4b35b8b-4ff5-41f8-ab42-5fe207d035f2 0

Resource group: AsbruW/Ch

Security Center
“ Deployment details (Downloac) Secure your apps and infrastructure

Go to Azure security center »
A Next steps !

Free Microsoft tutorials

start learning today >
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Al services > Microsoft.MySQLServer.createMySqlServer_
o] wem-mysql 2

Azure Database for MySQL server

O search (Ctrl+/) < & Resetpassword 'O Restore [ Delete ¢ Restart O Feedback

& Overview \ Essentials

& Activiylog Resource group (change) : AsbruWCh Server name wem-mysql.mysql.database.azure.com
Status Available Server admin login name  : wem@wem-mysql

2 Access control (1AM) g ysql
Location UK South MySQL version 57

€ Tags
Subscription (change)  : Pay-As-You-Go Performance configuration ! Basic, 1 vCore(s], 50 GB

& Diagnose and solve problems Subscription ID : 949f7fa0-bega-4116-8585-032b0d76ca7a SSL enforce status | ENABLED

settings Tags (change) : Click here to add tags

2.5.7.2.3 Connection Security
As default, there may be no access to the database server.

The web content management system should be able to access the database server, which can
be done through “Connection Security” and enabling “Allow access to Azure services”.

Alternatively, you can configure your own custom firewall rules to control access to the
database server from your web content management system web/application server.

As default the web content management system does not require/use a SSL connection to the
database server, so the “Enforce SSL Connection” should be disabled.

Alternatively, you may need to add the Microsoft Azure SSL Certificate Authority certificate
to your web/application server deployment and configure a custom database connection string
for the web content management system to use a SSL connection to the database server.

All services > Microsoft MySQLServer.createMySqlServer_0d58f00f7#474e77a056dabd > wem-mysdl

(2] wem-mysql | Connection security

Azure Datsbase for MySQL server

O search (Ctrl+/) < [5 save X piscard + Add client 1P

& Overview Firewall rules

& Activity log

B Access control (AM) @ Connections from the IPs specified below provides access to all the databases in wem-mysal.

¢ Tags
Allow access to Azure services 0
£ Diagnose and salve problems

+ Add current client IP address (

Settings
© Connection security Firewall rule name Start IP End IP
W2 Connection strings Firewall rule name ‘ ‘ start Ip ‘ ‘ End 1P
% Server parameters

SSL settings

4 Active Directory admin

% Pricing tier
@ Enforcing SSL connections on your server may require additional configuration te your applications connecting to the server, Larn more
1! properties
a e ge—
0 Llods Enforce SSL connection (Encser (EEINED)

% Export template
TLS setting

Intelligent Performance )
Select the minimum TLS version supported by the server which may require additional configuration to your application

&, Query Performance Insight connecting to the server. Click here to Learn more I3

47 Performance recommendations

2.5.7.24 Database address

The created database server is automatically assigned a server name address. The
automatically assigned server name address as well as the “Port” number (as default the
MySQL Database port number is 3306) should be noted (see 2.5.3 Deployment Checklist &
Notes) as they will be needed to configure the web content management system, later.

For example:
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- Server Name:
wem-mysql.mysql.database.azure.com

- Port:
3306

Optionally, “Connection Strings” may provide you with additional recommended/required
database connection parameters for you to configure the web content management with
custom database connection strings. Typically, you should just configure the basic database
server details for the web content management system and use its automatically generated
database connection string.

All services > Microsoft.MySQLServer.createMySglServer_0d58f00f7f474e77a056dabd > wem-mysgl

& wem-mysql | Connection strings X

Azure Database for MySOL server

2 Search (Ctrl+/) < ADONET

Overview ‘ Server=wem-mysql.mysgl.database.azure.com; Port=3306; Database={your_database}; Uid=wem@wcm-mysql: Pwd={your_password}; SsiMode=Preferred: [ |
E Activity log JDBC
[ string url =*jdbcmysgl//wem-mysql.mysql.database.azur your_s =truesirequireSSL=false’; myDbConn = DriverManager. getConnection(url, "wem@wem-mysql’, fyour_pa... 0 |
“a. Access control (1AM
€ Togs Nodejs
‘ var conn = mysql.createConnection(thast: *wem-mysal.mysl.datab: ure,com”, user: " ysql', passwerd: fyour_password), database: {your database}, port: 3306, sslica:fs.readFileSyn... [ |
2 Diagnose and solve problems
PHP
settings ‘ $con=mysqli_init); mysqli_ss|_set(§con, NULL, NULL, {ea-cert filename}, NULL, NULL); mysqli_real_connect($con, "wem-mysql.mysql.database azure.com”, “wem@wem-mysql", {your_password, {your_ .. [ |
@ Connection security Python
&2 Connection strings ‘ cnx = mysql.connector.connect(user="wem@wcm-mysql’, password=fyour_password), host="wem-mysgl.mysql.database.azure.com", port=3206, database={your_database}, ss| ca={ca-cert filenam ... ) |
& Server parameters Ruby
44 Active Directory admin [ dlient = Mysgl2:Client new(username: "wem@wem-mysql", password: {your_password}, database: {your._databasel, host: *wem-mysql.mysql.database.azure.com", port: 3306, sslcax{ca-cert filename], .. 0 |
£ Pricing tier web App
m Database={your_database}: Data Source=wem-mysql.mysal.database.azure com: User ld=wem@uwem-mysql: Password={your_password} n
Il Properties
MariaDB is a MySQL-compatible database server, which can also be used for the Asbru Web
Content Management System. A MariaDB database should simply be configured as if it is a
MySQL database (see 2.5.7.2 Azure Database for MySQL Servers).
All services
Azure Database for MariaDB servers = X
Default Directory
- add 3 Manage view » () Refresh 5 Open query < Feadback
Subscription == (all) Resource group == (all) X location == (@l X ‘5 Addfilter
Showing 0 to 0 of 0 recards. Mo grouping ~ | [ st view ~
Name Type Ty Status Ty Resource group 4. Location Ty subscription *y.

No Azure Database for MariaDB sery

s to display

Try changing your filters

Create Azure Database for MariaDB server

2574 Azure Database for PostgreSQL Servers
Select All Services / Azure Database for PostgreSQL Servers and Create Azure Database For
PostgreSQL Server to create a database for the web content management system.
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Azure Database for PostgreSQL servers =

Default Directory

- add manage view ~ () Refresh S Open query

Filter by name.

Showing 0 to 0 of 0 records.

Subscription == (all) Resource group == (all) X

Name T Type Ty

Asbru Web Content
Management System
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< Feedback

Location == (all) X Add fitter

No grouping

] [stview

Status T4 Resource group Tu. Location T,

No Azure Database for PostgreSQL ser

vers to display

Try changing your filter

Create Azure Database for PostgreSQL server

subscription T4

A number of different PostgreSQL database server configurations are available (or in Preview

at the time of writing). All current configurations of PostgreSQL are supported by the web

content management system. Please see the general Microsoft Azure PostgreSQL

documentation for details.

All services > Azure Database for PostgreSQL servers

Select Azure Database for PostgreSQL deployment option

Microsoft

How do you plan to use the service?

i Single server i Flexible server (Preview)
G st for broas range of traditional transactional & Best for workdods that require advanced
workloads. customization and cost optimization.

Enterprise ready, fully managed community
PostgresQL server with up to 64 vCares, optional
geospatial support, full-text search and more.

Maximum control with a simplified developer
experience, Supports custom maintenance
windows, zone redundant high availability, and

simple cost optimization. Flexible server is
currently in preview

Create Learn more

Best for ultra-high performance and data needs
beyond 100GB,

(Preview)

Create Learn more

E’ Hyperscale (Citus) server group [, Azure Arcenabled PostgreSQL Hyperscale
©

Best for ultra-high performance and data needs

beyond 100GB on your infrastructure,

\deal for multi-tenant applications and real-time
analytical workloads that need sub-second
response, Supports both transactional/operational
workloads and hybrid transactional analytics
workloads.

Deployed on the infrastructure of your choice(on-
premises/edge/multi-cloud), it is ideal for multi-
tenant applications, transactional/operational
workoads and real-time analytical workloads that

need sub-second response.

Create Learn more

Learn more

25741 Settings

The database server instance must be given a unique name.

A master username and password must also be configured for the database server.

The database master username and password should be noted (see 2.4.3 Deployment
Checklist & Notes) as they will be needed to configure the web content management system,

later.

For example:
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- Resource Group:
AsbruWCM

The created/selected resource group should be the same for both your App Service and
Database or the two services may not be able to communicate without special
configuration.

- Server Name:
wem-pgsql

- Location:
Should be the same as your App Service for best performance.

- Version:
All current PostgreSQL versions should be supported the web content management
system.

- Admin Username:
wem

- Password:
secretsecret

The database server name, admin username and password should be noted (see 2.5.3
Deployment Checklist & Notes) as they will be needed to configure the web content
management system, later.

Note: Microsoft Azure PostgreSQL database access may require
“USERNAME@SERVERNAME" as the database username. For example: “wecm@wcm-

pgsql”.

2.5.74.1.1 Database instance type and size
Several database instance type and size options are available and supported by the web
content management system.

A small “Basic” database server may be sufficient for a small, low traffic website. A larger

database server may be needed for a larger, high traffic website. Please see the general
Microsoft Azure documentation for details.
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All services > Azure Database for PostgreSQL servers

Single server

Microsoft

Basics  Additional settings

Tags  Review + create

Create an Azure Database for PostgreSQL server, Learn more

Project details

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and

manage all your resources.

subscription *

Resource group *

Server details

Select Azure Database for PostgreSQL deployment option

[ Pay-2s-vouGo

]

| Asbruwcn

]

Create new

Enter required settings for this server, including picking a location and cenfiguring the compute and storage resources.

Server name *

Data source * (O

Location *

Version * ()

Compute + Storage

‘Administrator account

Admin username *

Password * (

Confirm password *

+ create

[ wem-pgsal

acan)

[ Europey UK South

Basic
1 vCores, 50 GB storage
Configure server

=

2.5.7.4.2 Create Database

Creating the database server may take some minutes to complete.

All services > Azure Database for PostgreSQL servers

Single server

Microsoft
Basics  Additional settings

Product details
Azure Database for PostgreSQL

by Microsoft
Terms of use | Privacy palicy

Terms

By clicking "Create”, | (3) agree to the legal terms and privacy statement(s) associated with the Marketplace offering(s) listed above; (b) authorize Microsoft to bill my current payment method for the fees associated with the offering(s), with the same
billing frequency as my Azure subscription; and (c) agree that Microsoft may share my contact, usage and transactional information with the provider(s) of the offering(s) for support, billing and other transactional activities. Microsoft does not

Tags  Review + create

Estimated cost per month
25.38 GBP
View pricing details

provide rights for third-party offerings. For additional details see Azure Marketplace Terms,

Basics

subscription

Resource group

Server name

Data source

Server admin login name
Location

Version

Compute + storage
Backup retention period
Backup redundancy
Storage Auto Grow

Tags

reate < Previous

Pay-As-You-Go

Asbruwcm

wem-pgsql

None

wem

UK South

Basic, Gen3, 1 vCores, 50 GB Storage
7 day(s)

Locally redundant

Enabled

Download a template for automation
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All services = Deployment in progress. 218 pC
Microsoft.PostgreSQLServer.createPostgreSqlServer_d1fd168e973f4a | Overview = Deployment to resource graup 'ASbruWCM'is in
Deployment progress.

: © Ganca O st

GIERIED €@ Wedlove yourfeedbackl
2 Inputs
Outputs Deployment is in progress
B Template Deployment name: Microsoft.PostgresQLServer.createPostgresqls..  Start time: 9/23/2020, 4:18:13 PM
Subscription: Pay 0 Correlation ID: SebaBca0-dced-43fb-aed0-a55422a856947 0

Resource group: Asbruwch

Security Center

A Deployment details (Download Secure your apps and infrastructure

Go to Azure security center >

Resource Type status Operation details
Free Microsoft tutorials
No resufts Start learning today >
Allservices @ Deployment succeeded 121000
Microsoft.PostgreSQLServer.createPostgreSqlServer_d1fd168e973f4a | Overview = Deployment

"Microsoft PostgreSQLServer createPostgreSqlServer_d1.
to resource group "AsbruWCh" was successful.

£ (Ctrl+/ 0]} T y O ;
Search (Ctrl+/) 3 [ Delete (1) Redeploy () Refresh P

Deployment

CUETTE €@ We'd love your feedback! =
3 Inputs
Outputs @ Your deployment is complete
=) Template Deployment name: Microsoft.PostgreSQlServer.createPostgreSqlS...  Start time: 9/23/2020, 4:18:13 PM
Subscription: Pay-A u-Go Correlation ID: 5eba8ca0-dce8-43fb-aed0-a55422a86947 0

Resource group: Asbruwch
Security Center
Secure your apps and infrastructure

Go to Azure security center >

v Deployment details (Dow

A~ Next steps

Free Microsoft tutorials
Start learning today >

All services > Microsoft.PostgreSQLServer.createPostgreSqlServer_d1fd168e973f4a

() wem-pgsql £ X

Azure Database for PostgreSQL server

O kearch (ctrl+) « & Resetpassword D Restore  [3] Delete ' Restart < Feedback

& Overview ~ A Essentials

& Activiylog Resource group (change) : Asbruv/Ch Server name wem-pgsgl postgres.database.azure.com
. Access control (1AM) Status : Available Admin username wem@wem-pgsql
Location : UK South Postgresal version 10
€ Tags
Subscription (change) ¢ Pay-As-You-Go Performance configuration © Basic, 1 vCore(s), 50 GB
& Diagnose and solve problems Subscription ID : 945f7fa0-be8a-4116-8585-932b0d76cata SSL enforce status § ENABLED
Settings Tags (change) + Click here to add tags

25.74.3 Connection Security
As default, there may be no access to the database server.

The web content management system should be able to access the database server, which can
be done through “Connection Security” and enabling “Allow Azure services and resources to
access this server”.

Alternatively, you can configure your own custom firewall rules to control access to the
database server from your web content management system web/application server.

As default the web content management system does not require a SSL connection to the
database server, so the “Enforce SSL Connection” can be enabled or disabled.

Alternatively, you may need to add the Microsoft Azure SSL Certificate Authority certificate
to your web/application server deployment and configure a custom database connection string
for the web content management system to use/require a SSL connection with a verified
database server SSL certificate to the database server.
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All services > Microsoft PostgreSQLServer.createPostgreSqlServer_d1fd168e973f4a > wem-pgsq

0 wem-pgsql | Connection security

Azure Datsbase for PostgreSQL server

P search (Ctrl+) « [5 save X piscard + Add client 1P

-
O Overview Firewall rules

@ Activity log
@ Connections from the IPs specified below provides access to all the databases in wem-pgsql.

2 Access control (IAM)

€ Tags

Allow access to Azure services (D
# Diagnose and solve problems

+ Add current client IP address (

Settings
® Connecton securiy Firewall rule name start 1P End 1P
& Connection strings Firewall rule name | [ starti | [End i
% Server parameters

SSL settings

® Replication

i Active Directory admin
@ Enforcing SSL connections on your server may require additional configuration te your applications connecting ta the server, Learn more

% Pricing tier

Properties Enforce SSL connection (enceen (EEIDY
o

B Locks
TLS setting

Intelligent Performance
Select the minimum TLS version supported by the server which may require additional cenfiguration to your application
&, Query Performance Insight connecting to the server. Click here to Learn more B3

47 Performance recommendations

2.5.74.4 Database address

The created database server is automatically assigned a server name address. The
automatically assigned server name address as well as the “Port” number (as default the
PostgreSQL Database port number is 5432) should be noted (see 2.5.3 Deployment Checklist
& Notes) as they will be needed to configure the web content management system, later.

For example:

- Server Name:
wem-pgsql.postgres.database.azure.com

- Port:
5432

Optionally, “Connection Strings” may provide you with additional recommended/required
database connection parameters for you to configure the web content management with
custom database connection strings. Typically, you should just configure the basic database
server details for the web content management system and use its automatically generated
database connection string.
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All services > Microsoft.PostgreSQLServer.createPostgreSqlServer_d1fd168e973f4a » wcm-pgsql

& wem-pgsql | Connection strings X
Azure Database for PostgreSOL server
< aponer
@ overview [ \ Server=wcm-pgsqlpostgres.datab: ure.com;Di 2 rt=5432:User pgsql:Password={your_password}:Ssl q 3‘
@ Adivity log C++ (libpg)
[ host=wem-pgsalpostgres.database azure.com port=5432 - database} user-wem@wem-pgsql password={your_password} sslmode=require D]
A9 Access control (IAh)
¢ g s
‘ ql il |.postgres.datab: ure.comi5432/{your_database}? d={your_password} quir .’:\
& Diagnose and solve problems
Nodejs
Settings [ host= L postgres database azure.com port=5432 - database} user=wem@wem-pgsgl passward={your_password) sslmode=require D]
© Connection security .
&% Connection strings [ host=wem-pgsl postgres database azure.com port=5432 _database} user=wem@wem-pgsgl password={your_password} ssimode=require o]
& Server parameters psal
@ Replication [ psql "host=wem-pgsqlpostares. database.azure.com port=5432 dbname={your_database] user=wem@wcm-pgsql password=fyour_password) ssimode=require” ]
44 Active Directory admin Python
% Pricing tier ‘ dbname="{your_database}' user="wcm@wem-pgsdl’ host="wem-pgsql.postgres database.azure.com' password="{your_password}' port='5432' ssimode="true' [} ‘
1I! Properties Ruby
8 Lo [ host= | postgres database.azure.com; - database} user=wem@wem-pgsql password={your_password} part=5422 ssimode=require |
Web App
Intelligent Performance | Database=(your_database); Data Source=wem-pgsq| posigres.database azure.com; User Id=wem@wem-pgsq; Password={your_passwordy |
B, Query Performance Insight
Optionally, a Cache Server may be deployed for co-ordinated caching of website content and
other data and/or for session manager storage.
The web content management system supports Microsoft Azure Cache for Redis cache
servers.
All services
Azure Cache for Redis = X
Default Directory
{ add {8 manage view () Refresh % Open query Assign tag Q Feedback 2 Leave preview
Subscription == all Resource group == all X location==all X ‘5 Add filter
Showing 010 0 of 0 records No grouping ~ | [ st view ~
Name *+ Location 4 Status T size Ty SKU Ty Subscription 4

No Rediis caches to display

Try changing your f

Create Redis cache

2.5.8.1 Azure Cache for Redis
The cache server instance must be given a unique name.

The cache server should be deployed to the same location as the database server and
web/application server — as created and noted previously.

Any cache type (pricing tier) is supported by the web content management system.
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All services » Azure Cache for Redis

New Redis Cache

Changing Basic options may reset selections you have made, Review all optiens prior to creating the resource,

Basics Networking  Advanced Tags  Review + create

Azure Cache for Redis helps your application stay responsive even as user load increases. It coes so by leveraging the low
latency, high-throughput capabilities of the Redis engine. Learn more
Project details

Select the subscription to manage deployed resources and costs. Use resource groups like foldlers to organize and manage
all your resources.

Subscription * ‘ Pay-As-You-Go ~ ‘

Resource group * ‘ Asbruwcm e ‘
Create new

Instance Details

DNS name * [ wem-redis -]

redis.cachewindows.net
Location * ‘ UK South ~ ‘
Cache type (View full pricing details) * [ Basic C0 (250 MB Cache) v

Use of the cache server with the web content management system requires access between the
web content management system and the cache server. The cache server should be deployed
with a “public endpoint”. Alternatively, the cache server can be deployed with a “private
endpoint” within a private virtual network. Please see the general Microsoft Azure
documentation for details.

All services > Azure Cache for Redis

New Redis Cache

Basis  Networking  Advanced  Tags  Review + create

Network Connectivity

You can connect either publically, via Public IP addresses or service endpaints, or privately, using a private endpoint.

Connectivity methad @ (® public Endpoint

O Pprivate Endpoint

[ < previous | [ ient: Avancea -

Use of Non-TLS port to connect to the cache server should be enabled.

All services > Azure Cache for Redis

New Redis Cache

Basis  Networking ~ Advanced Tags  Review + create

Non-TLS port Enable

Review + create < Previous Next : Tags >
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All services > Azure Cache for Redis
New Redis Cache
Basics  Networking  Advanced Tags  Review + create

Basics

DNS name wem-redis

Subscription

Resource group ASbruwEM
Location UK Sauth
SKU €0_Basic
Advanced

Mon-TLS part Enabled
Redis version 4

Create = Previous

Download a template for autemation

All services

CreateRedis-wem-redis-20201021120419 | Overview =

Deployment
£ Search (Ctri+/) « © cancel () Refresh
Overview L.
==« Deployment is in progress
% Inputs
PP Deployment name: CreateRedis-wem-redis-20201021120412
Outputs Subscription: Pay-As-You-Go
N Resource group: AsbruwChM
2 Template

~ Deployment details (Download

Resource Type

@ wem-redis Microsoft.Cachejredis

All services

CreateRedis-wcm-redis-20201021120419 | Overview =

Deployment

O search (Ctrl+/) « T Delete [T Redeploy () Refresh

Overview .
@ Your deployment is complete
F Inputs
Deployment name: CreateRedis-wcm-redis-20201021120419
Qutputs subseription: Pay-As-¥ou-Go

Resource group: AsbruWchi

2 Template
“ Deployment details (Download)

A Next steps

Go to resource

2.5.8.1.1 Cache server address

Start time: 10/21/2020, 12:07:05 PM

Correlation ID: f77b1445-1185-4a95-8a4b-2b4e5558f02c

status

oK

Start time: 10/21/2020, 12:07:05 PM

Correlation ID: {77b1445-1185-4a95-8a4b-2b4e5558f02¢

Creating the cache server may take some minutes to complete.

Asbru Web Content
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Operation details

Operation details

0

Security Center
Secure your apps and infrastructure
Go to Azure security center >

Free Microsoft tutorials

Start learning today >

0

Security Center
Secure your apps and infrastructure
Go to Azure security center »

Free Microsoft tutorials

start learning today >

The created cache server is automatically assigned an endpoint address. The automatically
assigned “Endpoint” address and “Port” number should be noted (see 2.5.3 Deployment
Checklist & Notes) as they will be needed to configure the web content management system,

later.

For example:
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- Endpoint:
wem-redis.redis.cache.windows.net

- Port:
6379

All services > CreateRedis-wem-redis-20201021120419

g wem-redis  #

Azure Cache for Redis

£ search (Ctrl+/) < Console > Move ~ 1] Delete

A
! QUETIE Azure Cache for Redis TLS certificates are changing. You may need to update your application to use these new ones. Click here to learn more. -
& Acivity log
A Essentials
% Access control (1AM)

Resource group (change) : Asbruwch Hostname  : wemeredis.redis.cache.windowsnet

@ Tags Status Running - Basic 250 ME Ports : Non-S5L port (6379) enabled

& Diagnose and solve problems Location * UK South Keys * Show access keys.

ettings Subscription (change) ¢ Pay-As-You-Go Best practices”  hitpsi//aka.ms/redis/p/bestpractices
Subscription ID  945f7faD-be89-4116-8585-832b0d T 6cata New features* : https://aka.ms/newfeatures

2.5.8.1.2 Cache access keys

The created cache server is automatically assigned two access keys (passwords). One of the
automatically assigned access keys should be noted (see 2.5.3 Deployment Checklist &
Notes) as it will be needed to configure the web content management system, later.

For example:

- Primary:
2CeKWH{fz20RYZj5M8UdqcvgIMImFKQTKvRwbmuzhoeo=

All services » CreateRedis-wcm-redis-20201021120419 > wem-redis
wem-redis | Access keys X
Azure Cache for Redis
O search (Ctrl+/) 3 O Regenerate Primary & Regenerate Secondary
A
& Overview
Primary
& Activity log
‘ 2CeKWHfz20RYZjSM8UdqcvgIMImFKQTKvRwbmuzhoeo= [1s) ‘
2 Access control (IAM)
¢ Tags Secondary
& Diagnose and solve problems \ 5TqYpYKbWLMbNPUMSS4SWyOAQAWUIkY1229YVskbIGo= D ‘
settings Primary connection string (StackExchange Redis)
Access keys [ wern-redis.redis.cache windows.net:6380,passward =2 eKWHfz20RYZjsMBUdgvg MImFKQTK ssl=True,abortc = ]
= Advanced settings
Secondary connection string (StackExchange.Redis)
7 scale
\ wem-redis.redis.cache windows.net:6380, password=sTqYp YKbWLMbNPUMSS4S Wy OAQAWUIKY 1229V skb]Go=,ssI=True,abortConne ct=False n \
B Cluster size
& Data persistence For information on other dients see:
@ schedule updates httpy/faka.ms/redisclients

2.5.9 Web/Application Server

Select App Services and Create App Service to deploy the Asbru Web Content Management
software.
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Home

App Services = X
Default Directory

 Add 2 Manage view » () Refresh % Open query Q Feedback
Subscription == (all) Resource group == (al) <X Location == (al) X i Add fitter

Showing 0 to 0 of 0 records No grouping | | List view v

Name Status ty  Location Ty Pricing Tier ). App Service Plan Ty subscription 1y App Type 1y

Create app service

Enter a Name and other required details for your website.

- Resource Group:
The created/selected resource group should be the same for both your App Service and
Database or the two services may not be able to communicate without special
configuration.

- Name:
The initial deployment/administration URL sub-domain for your website. Another URL
for your website can be added later).

- Publish:
Code

- Region:
Should be the same as your database server for best performance.

2591 Runtime Stack
Depending on your preferred programming language version of the Asbru Web Content
Management System, the appropriate runtime stack must be selected.

If you have no programming language version preference, the JSP programming language
version is recommended.

2591.1.1 JSP, Tomcat, Java

The JSP version of the Asbru Web Content Management System is developed and tested for
the Java 8 and Tomcat 8.5 standard reference implementations of the Java 8 and the Java JSP
2.3 and Servlet 3.1 specifications, which is the recommended environment.

The Asbru Web Content Management System should also work with Java 8 compatible newer
versions and alternative implementations of Java.

The Asbru Web Content Management System should also work with Tomcat 8.5 compatible
newer versions and alternative implementations of the Java JSP 2.3 and Servlet 3.1
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specifications. However, please note that the optional “Memcached/Redis session manager”
software includes a Tomcat 8.5 version specific component (memcached-session-manager-
tc8-x.x.x.jar), which may need to be replaced with another version for use with other Java/JSP
application servers than Tomcat 8.5).

2.59.1.1.2  .NET, 1IS, Windows Server

The .NET version of the Asbru Web Content Management System is developed and tested for
the .NET Framework 4.6.2 and newer, compatible versions of .NET, IIS and Windows Server.
ASP.NET 4.8 is the recommended environment.

Note: The “Sku and size” options for dev/test “shared infrastructure” with limited
minutes/day compute and 1 GB disk storage are not sufficient for deployment of the NET
version of the Asbru Web Content Management and may result in “There is not enough
space on the disk” errors on deployment.

259113  PHP
The PHP version of the Asbru Web Content Management System is developed and tested for
PHP 5.5 or newer. PHP 7.3 is the recommended environment.

Home > App Services

Create Web App

Basics Monitoring  Tags  Review + create

App service Web Apps lets you quickly build, deploy, and scale enterprise-grade web, mobile, and API apps running an
any platform. Meet rigorous performance, scalability, security and compliance requirements while using a fully managed
platform to perform infrastructure maintenance. Learn more B2

Project Details

Select a subscription to manage deployed resources and costs, Use resource groups like folders to organize and
manage all your resources

subscription * © [ pay-as-vou-60 v]

Resource Group * O [ ~]
Create new

Instance Details

Name * Web App name,
.azurewebsites.net

Publish * (® code O Docker container

Runtime stack * Select a runtime stack ™

Region * Central US ™

@ Not finding your App Service Plan? Try a different region.

App Service Plan

App Service plan pricing tier determines the location, features, cost and compute resources associated with your app.
Learn more [2

Select a resource group before selecting a plan.
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Home > App Services

Create Web App

Basics Monitoring  Tags  Review + create

App Service Web Apps lets you quickly build, deploy, and scale enterprise-grade web, mobile, and APl apps running on
any platform. Meet rigorous performance, scalability, security and compliance requirements while using a fully managed
platform to perform infrastructure maintenance, Learn more

Project Details

Select a subscription to manage deployed resources and costs, Use resource groups like folders to organize and
manage all your resources.

Subscription * (O v
Resource Group * © [[(New) Asbruwicm ~
Create new
Instance Details
Name * [asbruwem /

.azurewebsites.net

Publish = ® code O pocker container

Runtime stack * | ASP.NET V4.7 v |
Operating System * (® windows

Region * [ u south -]

@ Not finding your App Service Plan? Try a different region,

App Service Plan

App Service plan pricing tier determines the location, features, cost and compute resources associated with your app.
Learn mare

Windows Plan (UK South) * (New) ASP-AsbrutCM-aaef ~

Create new

Sku and size * Standard S1
100 total ACU, 1.75 GE memory
Change size

2.59.2 Create Web App
Creating the web/application server environment may take some minutes to complete.

Home > App Services

Create Web App

Basis  Monitoring  Tags  Review + create

Summary

B Web App
¥ by Microsoft

Details

Subscription 9497fa0-bess-4116-8585-932b0dT6caTa
Resource Group Asbruwcm

Name asbruwem

Publish Code

Runtime stack ASP.NET V.7

App Service Plan (New)

Name ASP-ASDrUWCM-aaef
Operating System Windows

Region UK South

SKU Standard

Size Small

ACU 100 total ACU
Memory 175 GB memory
Monit;

Application Insights Not enabled

= Previous Download a template for automation
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%, Microsoft.Web-WebApp-Portal-0ef2b871-874c¢ | Overview =

Deployment

O Search (Ctrl+/) < Q cancel () Refresh

é% Overview @ Wed love your feedbackl =

& nputs

Outputs =: Deployment is in progress
2 Template Deployment name: Microsoft.Web-WebApp-Portal-0ef2ba71-874c
Subscription: Pay-As-You-Go
Resource group: AsbruWch

A Deployment details (Download)

Resource Type
No results.
Home
8 Microsoft.Web-WebApp-Portal-0ef2b871-874c | Overview =
Deployment

O search (Ctrl+) < @ Delete (71 Redeploy () Refresh

o EETE @ We'dlove your feedback!
5 Inputs

Outputs @ Your deployment is complete
B Template

Py Deployment name: Microsoft.Web-WebApp-Portal-0ef2ba71-874c

Subscription: Pay-As-You-Go
Resource group: Asbruw/ch

~ Deployment details (Download)

A~ Next steps

Go to resource

o crosoft Web-WebApp-Portal-0ef2b871-874¢ > asbruwem

- 4
@ asbruwecm

App Service

B Overview

B Adivity log
A Essentials

B Access control 1AM)

change) : Asbruwcm

@ Tags Status Running
&* Diagnose and solve problems ocation UK South
Q Security tian (change) Pay-As-You-Go
Events (preview) Subscription 1D 945f7fa0-besg-4116-8585-932b0d76ca7a
Tags (change) ¢ Click here to add tag
Deployment
Quickstart

i Deployment slots

Deployment Center

2.5.9.3 Website Domain Name

Asbru Web Content
Management System
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Start time: 9/8/2020, 10:02:14 AM
Correlation ID: 0e7ff545-e10b-44df-85db-f33a3158ebba

Status Operation details

Start time: 9/8/2020, 10:02:14 AM
Correlation ID: 0e7ff545-e10b-44df-85db-f33a3158ebba

" rowse [] stop (D Restart [@] Delete 1 Get publish profile {) Reset publish profile < Send us your feedback

R hitp:

=t Deployment in progress... 1002 &1
Deployment to resource group *AsDruWCM' is in
progress.

)

Security Center
Secure your apps and infrastructure
Go to Azure securfty center >

Free Microsoft tutorials

Start learning today >

o

Security Center
Secure your apps and infrastructure
Go to Azure security center >

Free Microsoft tutorials
Start learning today >

© NETFramework 48 is coming to App Service starting in late July 2020 and will complete around late September 2020. Click to leam more and see progress on the deployment, =

cm.azurewebsites.net

UWCM-aaef (S

asbruwcmasbruwem

ftp.azurewebsites.windows.net/site/...

ftp azurewebsites.windows.netysite.

The automatically assigned website address can be used to access the website, but for
production use you will probably want to use your own website domain name address.

A new website domain name can be registered through the Azure Portal domain name
registration. Please see the Microsoft Azure documentation for details.

Alternatively, you may want to register a new website domain name or use an existing
website domain name with a third-party domain name registration service and DNS. To use
an existing website domain name for your deployed web/application server environment, you
can configure a CNAME alias through your DNS provider - for example:
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yourwebsite.com CNAME asbruwcm.azurewebsites.com
* yourwebsite.com CNAME asbruwcm.azurewebsites.com

to direct yourwebsite.com and www.yourwebsite.com etc. to your deployed web/application
server environment.

Optionally, you may also want to configure your own website subdomain name for your cloud
storage — for example:

media.yourwebsite.com CNAME asbruwcm.blob.windows.net

Dashboard > Microsoft.Web-WebApp-Portal-5a2f3058-b779 > asbruwcm

= asbruwcm | Custom domains

Service

0 Search (Ctrl+/) < () Refresh /2 Troubleshoot 7 FAQs

"

@ overview
& Activity log ‘ Custom Domains

“a. Access control (IAM)
Configure and manage custom domains assigned to your app Learn more

€ Tags
IP address: ()

2 Diagnose and solve problems [Ssongsast

O security Custom Domain Verification ID: (D
| 479D CAB37DFC508DCAAG1737C3A09AB0GE0BAB 18EFRER39BCOBIEFBD608TACAS |
Events (preview)
HTTPS Only: &
Deployment (® ) off
Quickstart - 4dd custom domain

il Deployment slots
Status Filter

@ Deployment Center (@GP ot Secure () Secure (1) )
@ Deployment Center (Preview) SSL STATE ASSIGNED CUSTOM DOMAINS 55L Binding
settings

1l configuration
Authentication / Authorization
@ Application Insights App Service Domains

Identity .
ty Purchase and manage domains for your Azure services with auto-renew and privacy protection. Learn more

& Backups

‘ —

Custom domains

@ TL5/35L settings DOMAINS EXPIRES STATUS

* Networking No data found

25.9.4 SSL Certificate

As default deployed web/application servers use both encrypted HTTPS and unencrypted
HTTP communication for the automatically assigned website address. It is strongly
recommended to also support encrypted HTTPS communication for your own website domain
(if any). Use of HTTPS requires a Secure Socket Layer (SSL) certificate for your website
domain. A SSL certificate can be issued or imported through the Azure Portal App Service
TLS/SSL Settings.

A certificate should be issued for both your base domain name as well as wildcard
subdomains for it to work with the web content management system subdomain “micro-

websites” functionality - for example:

yourwebsite.com
* yourwebsite.com
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App Service
O search (Ctrl+) < () Refresh &) Buy Certificate /2 Troubleshoot 7 FAQs
- "
@ overview - o o
Bindings  Private Key Certificates (pf)  Public Key Certificates (.cer)
& Activity log —
2 Access control (IAM)
Protocol Settings

€ Tags ittt
£? Diagnose and solve problems Protocol settings are global and apply to all bindings defined by your app.
@ Security

HTTPS Only: on

Events (preview) o

Minimurn TLS Version 0 . 12

Deployment
Ouickstart 0 TLS/SSL bindings

@i Deployment slots Bindings let you specify which certificate to use when responding to requests to a specific hostname over HTTPS, TLS/SSL Binding requires valid private certificate (pfi) issued for the spedific

hostname. Learn more
@ Deployment Center
@ Deployment Center (Preview) + add s einding
Settings [] Host name Private Certificate Thumbprint TLS/SSL Type
1l configuration No TLS/SSL bindings configured for the app.

2.59.5 Configuration

After the initial web/application environment has been deployed, a number of application

settings for the web content management system and the cloud storage, database base server

and optional cache server need to be configured.

The cloud storage, database server and optional cache server must be configured for the web
content management system through the web/application environment’s “Settings -

Configuration”.

Home > asbruwem

11t asbruwem | Configuration

App Service
P search (Cirl+/) < O Refresh
. -

Quickstart Application settings General settings Default documents Path mappings

i, Deployment slots
_ Application settings
7 Deployment Center

Application settings are encrypted at rest and transmitted over an encrypted channel. You can choose to display them in plain text in your browser by using the contrals below. Application
Settings Settings are exposed as environment variables for access by your application at runtime. Learn mare

il configuration

—+ New application setting <@ Show values ¢ Advanced edit
Authentication / Authorization

Y Filter application settings
@ application Insights

Identity Name Value Source
& Backups <

Custom domains

© TLs/ssL settings ., .
Connection strmgs
4> Networking
Connection strings are encrypted at rest and transmitted over an encrypted channel.
7 Scale up (4pp Service plan)

. Scale out (App Service plan) ~+ New connection string <@ Show values 7 Advanced edit
B weblobs Y Filter connection strings
&8 push

Name Value
€% MySQL In App

il Properties
A Locks

¥ Export template

25951 Application Settings

Deployment slot setting

(no application settings to display)

Type Deploym...

(no connection strings to display)

Delete

Delete

The cloud storage, database server and optional cache server must be configured for the web

content management system through the web/application environment’s “Configuration —

Application Settings”.
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Enter the following keys and values into the Application Settings section (and select Save).

2.59.5.1.1  Media Storage
The cloud storage details for the created media storage as noted previously (see 2.5.3
Deployment Checklist & Notes) must be configured for the web content management system
to access it.
- AZURE BLOB ACCOUNTNAME

Your previously chosen Azure storage account name — fx:

asbruwcm
- AZURE_BLOB_ACCESSKEY

One of your generated Azure store account access keys as previously noted above — fx:

rPtM7Vu4CIXbucb/ZksHSApxMI1/Z3fV9+D8X oK 1+ToKX/XpSrJxZGWwUMEWTS562zP
5EIdOILOCgIQMO0al3jncQA==

- AZURE_BLOB_CONTAINER
Your previously chosen Azure storage container name — fx:
wem-media

- AZURE_BLOB_URL

The website address URL for your Azure storage container which should be
https://ACCOUNTNAME .blob.core.windows.net/ CONTAINERNAME — fx:

https://asbruwcm.blob.core.windows.net/wem-media
2.59.5.1.2  Database Connection
The database server details for the deployed database server instance as noted previously (see
2.5.3 Deployment Checklist & Notes) must be configured for the web content management
system to access it.
- RDS_HOSTNAME

The database server address — fx:

asbruwcm.database.windows.net

Note: For database server deployments with both “Writer” and “Reader” database server
instances, this should be the address of the “Writer” database server instance.

- RDS PORT

The database server port — fx:
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RDS_DB_NAME

The database name — fx:

wcem

RDS USERNAME

The database server username — fX:

wcm

RDS_PASSWORD

The database server password — fx:

secretsecret

RDS DRIVER

Optionally, the database driver name to use. ODBC database driver name for .NET.
JDBC database driver class name for JSP. Extension library name for PHP. If left blank,
the web content management will use a default database driver name. Fx:

O

.NET:

ODBC Driver 17 for SQL Server
Microsoft ODBC for Oracle
MySQL ODBC 8.0 Unicode Driver
PostgreSQL Unicode

JSP:

com.microsoft.sqlserver.jdbc.SQLServerDriver
oracle.jdbe.driver.OracleDriver
com.mysql.jdbc.Driver

org.postgresql.Driver

PHP:

mssql
oci8
mysqli
pgsql

For database server deployments with both “Writer” and “Reader” database server
instances, these additional database server properties should also be configured. For
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database server deployments without both “Writer” and “Reader” database server
instances, these additional database server properties should be left blank.

RDS2 HOSTNAME
The database server “Reader” address — fx:
asbruwcm-reader.database.windows.net

Note: For database server deployments with both “Writer” and “Reader” database server
instances, this should be the address of the “Reader” database server instance.

RDS2_PORT
The database server port — fx:
1433
RDS2 DB NAME
The database name — fx:
wem
RDS2 USERNAME
The database server username — fx:
wem
RDS2 PASSWORD
The database server password — fx:
secretsecret
RDS2 DRIVER
Optionally, the database driver name to use. ODBC database driver name for .NET.
JDBC database driver class name for JSP. Extension library name for PHP. If left blank,
the web content management will use a default database driver name. Fx:
o .NET:

ODBC Driver 17 for SQL Server

Microsoft ODBC for Oracle

MySQL ODBC 8.0 Unicode Driver

PostgreSQL Unicode

o JSP:
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com.microsoft.sqlserver.jdbc.SQLServerDriver
oracle.jdbe.driver.OracleDriver
com.mysql.jdbc.Driver

org.postgresql.Driver

o PHP:

mssql
oci8
mysqli
pgsql

Dashboard > asbruwem

1] asbruwem | Configuration

App Service

¢ Add/Edit application setting

-
Overview

Ap|  Name [

Activity log =

Access control (1AM) AP Value |

@
-
B
@ s ;i’ [] Deployment siat setting
2 Diagnose and solve problems

© security

Events (preview)

Deployment
Quickstart
i, Deployment slots

> Deployment Center

Settings
1! configuration

Authentication / Authorization
@ Application Insights

Iclerntity

& Backups

Custom domains

© TLS/SSL settings

Dashboard > asbruwem
11! asbruwcm | Configuration

App Service

P search (Ctrl+/) < O Refresh Save X Discard

-

@ ovenview

Application settings *  General settings ~ Default documents  Path mappings
@ Activity log _—
% Access control (IAM) Application settings
@ Tags Application settings are encrypted at rest and transmitted over an encrypted channel. You can choose to display them in plain text in your browser by using the controls below. Application

Settings are exposed as environment variables for access by your application at runtime, Learn more
£* Diagnose and salve problems

O security —+ New application setting @ Show values 7 Advanced edit
Events (preview)

Y Filter application settings

Deployment

Name Value Source Deployment slot setting Delete Edit

Quickstart AZUE_BLOB_ACCESSKEY @ Hidden value. Click to show value App Config i 7z

#, Deployment slots AZURE_BLOB_ACCOUNTNAME @ Hidden value. Click to show value App Config w V7
. Deployment Center AZURE BLOB_CONTAINER ® Hidden value, Click te show value App Config ) '
Settings AZURE_BLOB_URL @ Hidden value. Click to show value App Config Tir Vi
11! Configuration RDS_DB_NAME @ Hidden value. Click to show value App Config iy P
Authentication / Authorization RDS_HOSTNAME @ Hidden value. Clickto show value App Config i v

@ Application Insights RDS_PASSWORD @ Hidden value. Click to show value App Config i '
Identity RDS_PORT © Hidden value. Click to show value Ape Config Ty V7

& Backups RDS_USERNAME @ Hidden value. Click to show value App Config i &

<

= Custom domains
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Dashboard > asbruwcm

1]t asbruwem | Configuration
App Service

£ Search (Ctrl+/)
[Pseachicien ]« gpre changes

@ overview
< Any changes to applications settings and connection strings will restart your application. Are you sure you want to continue?

@ Adiity log
fa. Access control (1AM)
ags
Settings are exposed as environment Variables for acces

2 Diagnose and solve problems

When the application settings are saved, the web app service will be restarted, which may take
a few minutes to complete.

2.59.5.1.2.1 Custom database connection string
As default, the web content management system will use the configured RDS XXXXX (and
RDS2 XXXXX) properties to connect to the database.

Optionally, if you need to use a specific database driver or special database connection string
parameters then a custom database connection string can be configured.

- JDBC_CONNECTION_STRING
Custom database connection string as used by the web content management system — fx:

mysql:com.mysql.jdbc.Driver:admin:secretsecret@jdbc:mysql://wem-
mysql.mysql.database.azure.com:3306/wecm?useSSL=false

For database server deployments with both “Writer” and “Reader” database server instances,
this additional database server property should also be configured. For database server
deployments without both “Writer” and “Reader” database server instances, this additional
database server property should be left blank.

- JDBC2_CONNECTION_STRING
Custom database connection string as used by the web content management system — fx:

mysql:com.mysql.jdbc.Driver:admin:secretsecret@jdbc:mysql://wem-mysql-
reader.mysql.database.azure.com:3306/wcem?useSSL=false

Note: The RDS XXXXX (and RDS2 XXXXX) properties should still be configured even if
a custom database connection string is configured.

259513  Session Manager
For optional use of shared session manager storage the “SESSION_MANAGER” and
“SESSION_MANAGER_HOST” environment properties must be configured.

Note: If no shared session manager storage is configured, each web/application server
instance will manage its own session data and session data will not be shared between
multiple web/application server instances. In which case website login and web content
management system administration login etc. will only work correctly for single-instance
deployments and for load balanced multi-instance deployments configured with “sticky”
sessions.

Page 163 of 206



Asbru Web Content
Management System

Installation Guide

2.595.13.1 Database

For use of the web content management system database for shared session manager storage
the “SESSION_MANAGER?” environment property value should be the database server type
and the “SESSION_MANAGER _HOST” should be left blank (The database connection
software environment properties RDS HOSTNAME, RDS PORT, RDS DB NAME,

RDS USERNAME and RDS PASSWORD will be used, instead).

- SESSION MANAGER
The database server type — fx:

mysql
pgsql

oracle
mssql
db2

- SESSION_MANAGER_HOST
Should be left blank.

Note: If you are using “mssql” to use your Microsoft Azure SQOL Server database server as
session manager, the separate “aspnet-XXXXX-sessions” database will be created and
initialised when you first access the web content management system_administration.
Creating and initialising the session manager database may take a few minutes, and your
access to the web content management system_administration may fail with a
timeout/unavailable error. In that case, please simply wait a few minutes and try to access
the web content management system_administration again.

2595.13.2  Azure Cache

For use of a cache server for shared session manager storage the “SESSION_MANAGER”
environment property value should be the cache server type and the

“SESSION_ MANAGER HOST” and “SESSION_ MANAGER PORT” should be the cache
server address and port. If authentication is required the

“SESSION_MANAGER PASSWORD?” environment property value should be the cache
server authentication key/password.

- SESSION_MANAGER
The cache server type — fx:
redis

- SESSION _MANAGER HOST
The cache server address — fx:
wem-redis.redis.cache.windows.net

- SESSION_MANAGER PORT
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The cache server port — fx:
6379
- SESSION_ _MANAGER PASSWORD
The cache server authentication key/password (if any) — fx:
2CeKWH{z20RYZj5M8UdqcvgIMImFKQTKvRwbmuzhoeo=

Note: The same Azure Cache service can be used as both session manager and cache server.

SESSION_MANAGER

)

il Configuration edis

SESSION_MANAGER_HOST

&

Authentication / Authorization

SESSION_MANAGER_PASSWORD

9

9 application Insights

B & 5 =

Identity SESSION_MANAGER_PORT

&

259514 Cache Server
For optional use of shared cache server storage the “CACHE_SERVER” environment
property must be configured.
Note: If no shared cache server storage is configured, each web/application server instance
will manage its own memory cache data and cached data will not be shared between multiple
web/application server instances. Added/updated website content may not propagate to all
web/application server instances until their local cached data expires. As default local
memory cache data is configured to expire after 5 minutes, so it may take up to 5 minutes for
added/updated website content to be displayed by all web/application server instances).
- CACHE_SERVER
The cache server type:address:port — fx:
redis:wem-redis.redis.cache.windows.net:6379
If the cache server requires password authentication — fx:
redis:password@wcm-redis.redis.cache.windows.net:6379
If the cache server requires username/password authentication — fx:
redis:username:password@wcm-redis.redis.cache.windows.net:6379
Note: The same Azure Cache service can be used as both session manager and cache server.

il configuration CACHE_SERVER G redis:i2CeKWHF220RYZj5SMBUdqevgIMim  App Config T

25951411  JSPRedis
Optionally, a number of configuration parameters can be provided for the cache server:

- CACHE_SERVER

redis:username:password@host:port?expiry=EXPIRY &suspend=SUSPEND&timeout=T
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IMEOUT&connectTimeout=CONNECTTIMEOUT &database=DATABASE&connectio
nPoolSize=POOLSIZE&connectionMinimumIdleSize=IDLESIZE &retryAttempts=RET
RYATTEMPTS&retryInterval=RETRYINTERVAL

Where the parameters are:

EXPIRY
The number of seconds before cached data expires and is re-read from the database server.
As default the expiry time is 300 seconds (5 minutes).

SUSPEND

The number of seconds for which caching is suspended if connection to the configured
cache server fails. (Failure to connect to the configured cache server may slow down
website response times significantly, so attempts to connect to the cache server are
suspended for a period of time for the cache server to eventually recover).

As default the suspend time is 300 seconds (5 minutes).

TIMEOUT
The response timeout in milliseconds.
As default the timeout time is 2500 milliseconds.

CONNECTTIMEOUT
The connect timeout in milliseconds.
As default the timeout time is 10000 milliseconds.

DATABASE
The database index number to be used.
As default the database index number is 0.

POOLSIZE
The connection pool size.
As default the connection pool size is 64.

IDLESIZE
The minimum idle connection pool size.
As default the idle connection pool size is 24.

RETRYATTEMPTS
The number of failed connection retry attempts.
As default the retry attempts is 3.

RETRYINTERVAL
The time interval between failed connection retry attempts in milliseconds.
As default the retry interval is 1500.

For details on the parameters, please see the general documentation on the Redisson Java
client library.

2.5.9.5.14.1.2 .NET Redis
Optionally, a number of configuration parameters can be provided for the cache server:

Page 166 of 206



Asbru Web Content
Management System

Installation Guide

- CACHE SERVER

redis:username:password@host:port?expiry=EXPIRY &suspend=SUSPEND& ConnectTi
meout=CONNECTTIMEOUT&SyncTimeout=SYNCTIMEOUT&PoolSize=POOLSIZE
&database=DATABASE

Where the parameters are:

o EXPIRY
The number of seconds before cached data expires and is re-read from the
database server.
As default the expiry time is 300 seconds (5 minutes).

o SUSPEND
The number of seconds for which caching is suspended if connection to the
configured cache server fails. (Failure to connect to the configured cache server
may slow down website response times significantly, so attempts to connect to
the cache server are suspended for a period of time for the cache server to
eventually recover).
As default the suspend time is 300 seconds (5 minutes).

o CONNECTTIMEOUT
The connection timeout in seconds.

o SYNCTIMEOUT
The synchronous operations timeout in seconds.

o POOLSIZE
The number of connections to the cache server.

o DATABASE
The cache server database index number.
As default the database is 0.

For details on the parameters, please see the general documentation on the
StackExchange.Redis.Extensions .NET client library.

259.5.1.4.1.3  PHP Redis
Optionally, a number of configuration parameters can be provided for the cache server:

- CACHE_SERVER
redis:username:password@host:port?expiry=EXPIRY &suspend=SUSPEND
Where the parameters are:
o EXPIRY
The number of seconds before cached data expires and is re-read from the

database server.
As default the expiry time is 300 seconds (5 minutes).
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o SUSPEND
The number of seconds for which caching is suspended if connection to the
configured cache server fails. (Failure to connect to the configured cache server
may slow down website response times significantly, so attempts to connect to
the cache server are suspended for a period of time for the cache server to
eventually recover).
As default the suspend time is 300 seconds (5 minutes).

For details on the parameters, please see the general documentation on the Redis PHP Session
Manager functionality.

259515  PHP
Microsoft Azure Web App PHP deployment also requires configuration of the additional
application setting:

PHP_INI_SCAN_DIR

/usr/local/etc/php/conf.d:/home/site/ini

25.9.6 Deployment

The web content management system is provided as Zip file archive software packages. These
can be deployed directly to the Microsoft Azure Web App Service; or they can be unpacked
and uploaded through FTP.

A number of alternative deployment methods are also supported by Microsoft Azure Web
App Service. Please see the general Microsoft Azure documentation for details.

2.5.9.6.1 .NET Zip Deployment (website interface)
The .NET programming language version of the web content management system can be
deployed through the Microsoft Azure website address:

https://XXXXX.scm.azurewebsites.net/ZipDeployUI

Replace “XXXXX” with the automatically assigned website address for your deployed
web app service — fx. “asbruwem”.

Drag-and-drop the AsbruWCM.net.zip file to the deployment web page. Uploading and
deploying the .zip file may take a few minutes.

/wwwroot + 1 items —
Name: Modified Size

70 I nostingstart html 08/09/2020, 10:02:23 4 KB

When the upload and deployment has been completed you can see the folders and files from
the web content management system software package.
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/wwwroot + = 82 items

Name Modifled size
Q9 08/00/2020, 10:18:03
0
0
0
£y
+Q
Q9

08/09/2020, 10:18:06
08/09/2020, 10:18:09
08/09/2020, 10:18:10
08/09/2020, 10:18:10

08/09/2020, 10:18:10

08/09/2020, 10:18:10
YA

Deployment Id : 3¢c49d6f238de496493d099a0132bcb09

© 2020-09-08T09:17:57.789932Z - Created via a push deployment
m 2020-09-08T09:17:58.2862413Z - Updating submodules.
m 2020-09-08T09:17:58.3822526Z - Preparing deployment for commit id *3c49d6238"
© 2020-09-08T09:17:58.5518656 - Generating deployment script.
© 2020-00-08T09:17:59.5211662 - Running deployment command..
m 2020-09-08T09:21:37.017363Z - Running post deployment command(s).
m 2020-09-08T09:21:37.1264828Z - Triggering recycle (preview mode disabled)
m 2020-09-08T09:21:37.2202416Z : Deployment successul

259.6.2 Zip Deployment (command line)
Currently, Azure does not support deployment of JSP and PHP directly through the Azure
Portal. Instead, a command prompt / console shell command such as “curl” must be used.

First, a username and password is required for deployment. In the Microsoft Azure Portal
select Dashboard / XXXXX (App Service) / Deployment Center / FTP / Dashboard (button at
bottom) / User Credentials; and enter a Username and Password and select “Save
Credentials”. Note the Username and Password.

The command prompt / console shell command “curl” command to deploy the web content
management system Zip archive software package is:

- JSP:

curl -X POST —u AZUREUSERNAME
https://XXXXX.scm.azurewebsites.net/api/zipdeploy -T AsbruWCM.jsp.zip

- PHP:

curl -X POST —u AZUREUSERNAME
https://XXXXX.scm.azurewebsites.net/api/zipdeploy -T AsbruWCM.php.zip

You will then be prompted to enter the password for the given username, after which the web
content management system Zip archive software package will be uploaded and deployed.

This may take a few minutes.

Note: If the upload/deployment gives a “server error — invalid response” error message,
simply try again and it should work.
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Dashbboard > wem-jsp

@ wcem-jsp | Deployment Center X

App Service

<
. Q Deployment Center

Adtivity log App Service Deployment Center enables you to choose the location of your code as well as options for build and deployment to the cloud. Leam more

Overview

@

-]

Ao, Access control (IAM)

€ Tags

£ Diagnose and solve problems ‘

O security SOURCE CONTROL
Events (preview)

Deployment Continuous Deployment (Cl / CD)
Quickstart

@i, Deployment slots
Azure Repos

GitHub E Bitbucket

@ Deployment Center (Preview) Configure continuous Configure continuous Configure continuous
integration with an Azure Repo, integration with a GitHub repo. integration with a Bitbucket
part of Azure DevOps Services repa.

(formerly known as VSTS).

& Deployment Center

Settings
Not Authorized Net Authorized

Configuration
Authentication / Authorization
@ application Insights

Identity Local Git

& Backups
Deploy from a local Git repo
= Custom domains
@ TLS/SSL settings
“> Networking

7 Scale up (App Service plan)

Scale out (App Service plan)
Manual Deployment (push / sync)

Push

sl n app B3 ~

& Export template

Use an FTP connection to

1! properties access and copy app files.

& Lodks

App Service plan
By App Service plan

O ouotas v

Dashboard > wem-jsp

] wem-jsp | Deployment Center x

App Service

Search (Cirl+/) «

@ overview

3l FTP

App Service enables you to access your app content through FTP/S, Learn more

-

& Activity log
2 Access control (IAM)

€ Tags FTPS Endpoint - prod-In1-041 it ] Copy

2 Diagnose and solve problems

App Credentials User Credentials
© Security

Events (preview) User Credentials are defined by you, the user, and can be used with all the apps to which you have
access. These credentials can be used with FTP, Local Git and WebDeploy. If you are using User

credentials to connect to your app, the usemame needs to be in the format "wem-jsp\admin” when

Deployment
authenticating from the client. Lear more
Quickstart
Username
Deployment slots
admin
& Deployment Center

Password
Confirm Password

@ Deployment Center (Preview)

Settings

Canfiguration
Authentication / Authorization

@ annlication Insichts
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2.5.9.6.3 FTP Upload
Alternatively, you can unpack the web content management system Zip archive software
package and upload its folders and files to your Azure Web App Service through FTP.

Note the FTP/FTPS Host Name for your Azure website, and use this and your chosen FTP
username and password to access your Azure website (please note that the FTP username is
WEBSITENAME\FTPUSERNAME as noted on the Azure administration page instead of just
the FTP username entered by you).

@ asbruwem 2

W op senvic
" srowse [ stop O Restart  [i] Delete L Get publish profile ) Reset publish profile Send us your feedback

1) S @ NETFramework 4.8 is coming to App Service starting i late July 2020 and will complete around late September 2020. Click to leam more and see progress on the deployment, =
@ Activity log

B Access control (IAM)
@ Tags - : Running
& Diagnose and solve problems cat UK South
Q Security

Events (preview)

Deployment

Quickstart

i Deployment slots ;’

Deployment Center

The Asbru Web Content Management software package’s files and folders should be
uploaded to your Azure website’s “/site/wwwroot/” (NET and PHP) or
“/site/wwwroot/webapps/ROOT/” folder where the Asbru Web Content Management
software package’s “config.aspx”/ “config.jsp”/ “config.php”, “index.aspx”/ “index.jsp”/
“index.php” files and “App_Code” and “webadmin” folders etc. should be located. Please
note that all the Asbru Web Content Management software package’s files and folders should
be uploaded.

Please note that it may take a few minutes to upload the software package depending on your
Internet connection speed.

2.5.9.6.4 PHP Platform Extensions

Currently, Microsoft Azure Web App PHP deployment does not include support for Redis
and does not support automated installation of support for Redis. Support for Redis Session
Manager and/or Cache Server must be installed manually through the Microsoft Azure Web
App console website address (after deployment of the PHP Asbru Web Content Management

software package):
https://XXXXX.scm.azurewebsites.net/webssh/host

Replace “XXXXX” with the automatically assigned website address for your deployed
web app service — fx. “asbruwem”.

Enter the command:
/install-php-redis.sh
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This should download, compile and install the Redis extension required for support for Redis.
After installation the web server is restarted and the connection to the Microsoft Azure Web
App console is closed.

2.510 Asbru WCMS QuickStart Configuration

When the web/application environment has been configured and deployed, the web content
management system should be configured through the automatically given web/application
server address — for example:

http://asbruwcm.azurewebsites.net/webadmin/

Note: If you access the web/application server address and you are redirected to the
“unavailable” error web page then your web/application server has not been configured
correctly or the database server is not available. For example, no database server details or
incorrect database server details have been configured.

2.5.10.1 Step 1: Database
Simply select “Save”.

Note: The automatically generated Database Connection string should not be changed (this
should only be configured through the Azure Web App Service Application Settings)

Note: Database Connection Read Only is only displayed for database server configurations
with separate Writer and Reader database server instances.

Home Browse & Edit

@SBRU WEB CONTENT MANAGEMENT

4 Configuration
B System|

) System

[ Database QuickStart Configuration @
() License A
0 Superadmin _ . kj
) Websits In just a few simple steps you will have your own new website and be ready to browse and edit its content.
) Features
= Content
HJ 'F’”‘ag“ Step0:  Step 1: Step2 | Step3: Stepd:  Step5 | Step6:
Ee-2) Files Sever | Database | Licenses | Superadmin | Comtent | Design | Setings
Database
Please select your database type and enter your database name, username and password (provided fo you by your database/server
administrator) below and select "Save"
Database Connection £
Database type, address, name, username and password J’
Save
Datab Connection

| mssql:Driver={ODBC Driver 17 for SQL Server};SERVER=wcm-mssql.database.windov|

Datab Connection Read Only
[mssql:Driver={ODBC Driver 17 for SQL Server};SERVER=wcm-mssql-reader.database.|

2.5.10.2 Step 2-6: Licenses, Superadmin, Content, Design, Settings
Please see 3 Quickstart Configuration - 3.3 License and onwards for details.

2.5.10.3 Website - Media Storage

Note: The automatically configured Configuration / System / Website / Media Storage
settings should not be changed (these should only be configured through the Azure Web App
Service Application Settings).
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Home Browse & Edit ation admin& | Logout | Help | =

€)sBrU

Configuration

=) System T
) System
O Database Website ~ Website = Email Security | Special  Special | URL Media
j License Design | Seitings & Forms  Seitings  Pages | Setings | Rewiting | Storage
Superadmin
P
) Micra-Websies Media Storage
J Ecommerce Use local disk/network storage (default) or cloud storage for media library images and files.
[) Usage Statistics Leave input fields biank for local diskinetwork storage-
[} Collaboration
m
2 Pectures Cloud Storage
:\, Imag&a Access credentials for the web content managemem SYS‘E’H 1o store media on your cloud S‘OTBQE
2 Files Service
=) Ecommerce 5
[ Databases - none -

O Amazon AWS S3 Storage

@® Microsoft Azure Blob Storage
O Google Cloud Storage

O- other -

Username / Key (Amazon/Microsoft)

[asbruwem |

Password / Secret (Amazon/Microsoft)
|rPtM 7Vu4CIXbuch/ZksHS ApxMI1 /Z3fV9+DBX0K1 +ToKX/XpSrixZGwUMEWT 562P5 EIdD\LO‘

Region (Amazon)

Credentials (Google)

Folder(/Bucket/Container) Name
[vecm

Media URL

‘Web address for the web content management system to refrieve media from your cloud storage.

Media web addresses URL prefix

https://asbruwem. blob. core.windows. net/wem

Publishing
@® Use dynamic web addresses for published pages
O Enable use of static web addresses for published pages
O Publish *ntml and * s and * css as dynamic pseudo-files/folders (default)
O Publish * html and * js and * css as stafic files (faster but disables some functionality)
@® Do not create files for static web addresses (required for cloud storage)
Note: To create/update/deiete files for static web addresses aiter changing this configuration setting you must do a "database upgrade".

2.5.10.4 Connection Timeout

Database initialisation and import may take a number of minutes resulting in a connection
timeout, but the database initialisation and import should continue to run in the background.
You can simply access the web content management system administration database
configuration pages again, and the web content management system may show that the
database initialisation and import is still running. When the database initialisation and import
has completed you can use the web content management system administration.
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Quickstart Configuration

After installing the Asbru Web Content Management system files to your website root/home
directory, access your website using your usual website domain name or IP number. If your
web server and programming/scripting language is working correctly, you should now
automatically get access to the Asbru Web Content Management system’s Quickstart
Configuration web page.

The Quickstart Configuration web page shows a few simple steps to configure and start using
the Asbru Web Content Management system. The next step to be configured is displayed.
Please select/enter the requested quickstart configuration details such as the database
connection string, license keys, superadmin and contact details and the initial website content.

After completing a step or by selecting Home in the left-hand menu, you return to the
Quickstart Configuration web page and continue with the next step.

When the few simple steps have been completed you will see the Asbru Web Content
Management main administration page instead of the Quickstart Configuration page.

3.1 Server

The Asbru Web Content Management system is a pure web application so it should run on
any web server which supports one of the available programming language versions. Apart
from that there are only a few “special” requirements. Primarily, that it is installed in the right
location on the web server, and that the Asbru Web Content Management system has
permissions to create/write files on the web server.

The server quickstart configuration lists and checks a number of different server settings and
requirements:

e  Web Content Management system installation
The Asbru Web Content Management system software must be installed in the website’s
home/root folder - the folder on the web server which your “www.yourwebsite.com”
website domain name address points to, so that
“http://www.yourwebsite.com/webadmin/” gives access to the web content management
system administration web pages.

e  Web Content Management system configuration
The Asbru Web Content Management system uses a number of configuration files, which
it must have permission to create and write — at least initially when the web content
management system is configured.

e  Website file create/write permissions
The Asbru Web Content Management system must have permissions to create and write
files in the “image”, “file” and “upload” to be able to upload images and other files to the
website. To publish content to user-friendly, static filenames on the website as for
example “products.html”, the Asbru Web Content Management system must also have
permissions to create and write files in the website home/root folder and/or in other
folders for content published to static filenames.
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If the Asbru Web Content Management system server check reports any errors (in red text),
you need to check and modify your web server configuration and/or your installation of the
Asbru Web Content Management system. You should also note eventual warnings (in yellow
text) of limitations reported by the Web Content Management system server check.

Home Browse & Edit System C on Login | Help | =

eSBRU WEB CONTENT MANAGEMENT

4 Configuration
a
&) Features

2 Content QuickStart Configuration

& Images
& Files
In just a few simple steps you will have your own new website and be ready to browse and edit its content

(&,
Step0: Stepi | Step2 Step 3 Stepd4.  Steps  Step 6
Server = Database | Licenses | Superadmin = Content Design  Settings

Server
Please check that your web server and the web content management system software is installed and configured
correctly.

Web Content Management system installation \J’
OK Website home/root folder: D\ASDrUWVCMY
OK Website administration folder: DAASDrUWYCMwebadmint

OK Website administration language files:  D)\Asbru\WCMWEB-INF\classes\hardcore. properties
OK Website administration web address:  hitp://127.0.0.1/webadmin/

Web Content Management system configuration

OK Website administration configuration file: DXASDrUWVCMni webadmin.aspx
OK Website configuration file: D:\Asbru\WCM\ini.aspx

OK Website default settings file: DrAsbrulWCMdefaults aspx

Website file create/write permissions

OK Website home/root folder: DASDrUWVCMY

OK Website upload folder permissions: D:\Asbru\WCM\upload\
OK Website image folder permissions: DrASbrUWCMimage
OK Website file folder permissions: D:\Asbru\WWCMyile\

3.2 Database

Everything in the Asbru Web Content Management system is database driven. The first
essential configuration step is to configure, which database the Asbru Web Content
Management system shall use. You must configure your database before using any other
features of the Asbru Web Content Management system. Otherwise, anything you do may
result in errors or may only be applied to a default temporary database and be lost when you
configure your database.

The web content management system needs to be configured with a database connection
string which defines the type of database, the name of the database, the location of the
database, the method to be used to connect to the database and the username and password to
be used to connect to the database.

First, you must create the database to be used by the web content management using your
general system / database administration tools, or your database details may be provided to
you by your web hosting service provider / system administrator.

The database quickstart configuration lists a number of different database connection options
for different types of databases. Select an appropriate option for your database. This will set
the database connection string to the correct format for that type of database and database
connection. Then modify the database name, address, username and password in the database
connection string to match your database details and select Save.
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For details on the different database connection options please see the following database
configuration sections of this user guide. Due to system differences the database configuration
differs depending on which operating system, programming/scripting language and database
product you use for your Asbru Web Content Management system. Please see 3.2.1 Database
Connection for .NET, 3.2.2 Database Connection for JSP, or 3.2.3 Database Connection for
PHP respectively for the programming/scripting language you use. Finally, please continue
with 3.2.4 Database Connection String.

Home Browse & Edit System Configuration Login | Help | =

eSBRU WEB CONTENT MANAGEMENT

«J Configuration
A
3 Features

2 Content QuickStart Configuration

) Images

=) Files
In just a few simple steps you will have your own new website and be ready to browse and edit its
content

r
Step0:  Step 1: Step 2 Step 3: Step4: | Step5 | Step6 %

Server | Database | Licenses ~Superadmin | Content Design | Settings

Database
Please select your database type and enter your database name, username and password (provided fo you by
your database/server administrator) below and select "Save”.

Database Connection Tj

Database type. address, name. usermname and password.
Save

Database Connection

3.21 Database Connection for .NET
If your programming/scripting language is .NET you have the choice between accessing your
database directly or through an ODBC Data Source Name (DSN).

The Asbru Web Content Management system can access all supported database products
directly through a given database driver. To connect to your database directly, your web
hosting provider must provide you with the name of your database instance as well as the
username and password to connect to your database instance. Your web hosting provider must
also have installed and configured the native database driver to be used. Please note that
default direct database driver configuration options are not provided for all database servers.
For other database servers and drivers, please see your database server and database driver for
database connection string details and simply put "mssql:", "mysql:", "oracle:", "db2:" or
"pgsql:" infront of the database connection string.

The Asbru Web Content Management system can access all supported database products
through an ODBC Data Source Name (DSN). To access the database through an ODBC Data
Source Name (DSN) your web hosting provider must configure an ODBC Data Source Name
(DSN) on your web/database server and provide you with the name of the ODBC Data Source
Name (DSN) as well as the username and password to connect to your database instance.

To configure the Asbru Web Content Management system to access your database instance
directly through a native database driver, please select one of the following options:

e  Microsoft SQL Server
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e MySQL Database Server

e Oracle Database Server

e IBM DB2 Universal Database Server
e  PostgreSQL Database Server

To configure the Asbru Web Content Management system to access the database through the
ODBC Data Source Name (DSN) go to the Database section in the System menu and select
the relevant option for your database product. You can choose one of the following options:
e  Microsoft SQL Server - ODBC Data Source Name (DSN)

e  MySQL Database Server - ODBC Data Source Name (DSN)

e Oracle Database Server - ODBC Data Source Name (DSN)

e IBM DB2 Universal Server — ODBC Data Source Name (DSN)

PostgreSQL Database Server — ODBC Data Source Name (DSN)

When you have chosen your database server, please adjust your database connection string as
described in 3.2.4 Database Connection String.

Microsoft SQL Server
Microsoft SQL Server

o LoLEDB:Dat
This default setting uses a Microsoft SQL Server database

Microsoft SQL Server

This default setfing uses a Microsoft SQL Server database

Microsoft SQL Server L

This default setting uses a Microsoft SQL Server database

Microsoft SQL Server - ODBC Data Source Name (DSN)

This default setting uses a Microsoft SQL Server database which has been configured with an ODBC Data Source
Name on your website server.

MySQL Database Server

MySQL Database Server
mysql:Driver={MySQL ODBC 5.2 Unicode Dri Fropariies='OF TION=16387
CHARSET=UTFB

This default setfing uses a MySQL Database Server database

MySQL Database Server - ODBC Data Source Name (DSN)

Thlé default setting uses'a MySQL Database Server database which has been configured with an ODBC Data
Source Name on your website server.

Oracle Database Server
Oracle Database Server

icrosoft ODBC for E s
This default setting uses an Oracle Database Server database

Oracle Database Server

racle in . 3
This default setting uses an Oracle Database Server database

Oracle Database Server - ODBC Data Source Name (DSN)

This default setting uses an Oracle Database Server database which has been configured with an ODBC Data
Source Name on your website server.
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IBM DB2 Database Server
IBM DB2 Database Server

4 D2 opBC : : ;
This default setting uses an IBM DB2 Database Server database

IBM DB2 Database Server - ODBC Data Source Name (DSN)
db2:DSN=dstabaseiUID=usemame;PWD=passnard
This default setting uses an IBM DB2 Database Server database which has been configured with an ODBC Data
Source Name on your website server.

PostgreSQL Database Server
PostgreSQL Database Server

L s
This default setfing uses a PostgreSQL Database Server database.

PostgreSQL Database Server - ODBC Data Source Name (DSN)

This default setfing uses a PostgreSQL Database Server database which has been configured with an ODBC Data
Source Name on your website server.

3.2.2 Database Connection for JSP

If your programming/scripting language is JSP you can connect to your database instance
directly through native database drivers, through an ODBC Data Source Name (DSN) or
through a Java Data Source.

If a Java Data Source has been configured with the name “jdbc/wem” and no other
database connection string has been configured in the web content management system
then the web content management system will automatically use the “jdbc/wem” Java
Data Source.

To connect to your database through a another Java Data Source, your web hosting
provider must configure a Java Data Source for your Java application server and provide
you with the name of the Java Data Source as well as the username and password to
connect to your database instance.

To connect to your database through an ODBC Data Source Name (DSN), your web
hosting provider must configure an ODBC Data Source Name (DSN) on your
web/database server and provide you with the name of the ODBC Data Source Name
(DSN) as well as the username and password to connect to your database instance. Your
web hosting provider must also have installed and configured the
“sun.jdbc.odbe.JdbcOdbeDriver” database driver.

To connect to your database directly, your web hosting provider must provide you with
the name of your database instance as well as the username and password to connect to
your database instance. Your web hosting provider must also have installed and
configured the native database driver to be used.

The Asbru Web Content Management database configuration includes options for the
standard native database drivers such as “oracle.jdbc.driver.OracleDriver”. However, any
JDBC compliant database driver can be used. Simply change the database driver class
name (i.e. “oracle.jdbc.driver.OracleDriver””) and connection parameters (i.e.
“jdbc:oracle:thin:@localhost:1521:database™) parts of the Asbru Web Content
Management database connection string as required for your preferred database driver.

To configure the Asbru Web Content Management system to access your database instance
directly through a native database driver, please select one of the following options:

Microsoft SQL Server
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MySQL Database Server
Oracle Database Server
IBM DB2 Universal Database Server

PostgreSQL Database Server

To configure the Asbru Web Content Management system to access your database instance
through an ODBC Data Source Name (DSN), please select one of the following options:

Microsoft SQL Server - ODBC Data Source Name (DSN)

MySQL Database Server - ODBC Data Source Name (DSN)

Oracle Database Server - ODBC Data Source Name (DSN)

IBM DB2 Universal Database Server — ODBC Data Source Name (DSN)

PostgreSQL Database Server — ODBC Data Source Name (DSN)

To configure the Asbru Web Content Management system to access your database instance
through a Java Data Source, please select one of the following options:

Microsoft SQL Server - Java Data Source

MySQL Database Server - Java Data Source

Oracle Database Server - Java Data Source

IBM DB2 Universal Database Server — Java Data Source

PostgreSQL Database Server — Java Data Source

When you have chosen a database option, please adjust your database connection string as
described in 3.2.4 Database Connection String.

Microsoft SQL Server
Microsoft SQL Server

! 1
This default setting uses the Microsoft SQL Server JDBC driver to connect to a Microsoft SQL Server database.

Microsoft SQL Server - ODBC Data Source Name (DSN)
I:sun,jdb odbe. Jdb

This default setting uses the SUN JDBC ODBC driver to connect to a Microsoft SQL Server database, which has
been configured with an ODBC Data Source Name on your website/database server.

Microsoft SQL Server - Java Data Source
mssgl:username: password@jdbo/database
This default setting uses a Microsoft SQL Server database, which has been configured as a Java Data Source on
your Java application server.
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MySQL Database Server
MySQL Database Server

1 ]
This default setting uses the MySQL JDBC driver to connect to a MySQL Database Server database

MySQL Database Server - ODBC Data Source Name (DSN)
sun jdbe odbe Jab

This default setting uses the SUN JDBC ODBC driver to connect to a MySQL Database Server database, which
has been configured with an ODBC Data Source Name on your website/database server. =

MySQL Database Server - Java Data Source
mysql:username: password @jdbc'dstabase
This default setting uses a MySQL Database Server database, which has been configured as a Java Data Source
on your Java application server.

Oracle Database Server
Oracle Database Server

1521/databe

cle-oradle.jdbad
This default setting uses the Oracle JDBC driver to connect to an Oracle Database Server database.

Oracle Database Server - ODBC Data Source Name (DSN)

cle sun jdbe odbe Jdb
This default setting uses the SUN JDBC ODBC driver to connect to an Oracle Database Server database, which
has been configured with an ODBC Data Source Name on your website/database server.

Oracle Database Server - Java Data Source
oracle:usemame:password@jdbo/database
This default setting uses an Oracle Database Server database, which has been configured as a Java Data Source
on your Java application server.

IBM DB2 Database Server
IBM DB2 Database Server

452.COM ey

462 b
IBM DB2 Database Server

IBM DB2 Database Server
db2:com Jlbm dbz i
IBM DB2 Database Server

IBM DB2 Database Server - ODBC Data Source Name (DSN)

b2 sun jobe odbe b
This default setting uses the SUN JDBC ODBC driver to connect to an IBM DB2 Database Server database, which
has been configured with an ODBC Data Source Name on your website/database server.

IBM DB2 Database Server - Java Data Source
db2:username: password@jdoc/database
This default setting uses an IBM DB2 Database Server database, which has been configured as a Java Data
Source on your Java application server.

PostgreSQL Database Server
PostgreSQL Database Server

—
This default setting uses the PostgreSQL JDBC driver to connect to a PostgreSQL Database Server database

PostgreSQL Database Server - ODBC Data Source Name (DSN)

J:3un jdbc.cdbo Jdbe
This default setting uses the SUN JDBC ODBC driver to connect to a PostgreSQL Database Server database,
which has been configured with an ODBC Data Source Name on your website/database server.

PostgreSQL Database Server - Java Data Source
pasqlusemame password@jdboidatabase
This default setting uses a PostgreSQL Database Server database, which has been configured as a Java Data =
Source on your Java application server.

3.2.3 Database Connection for PHP
If your programming/scripting language is PHP you can connect to your database instance
directly through native database drivers or through an ODBC Data Source Name (DSN):

e To connect to your database through an ODBC Data Source Name (DSN), your web
hosting provider must configure an ODBC Data Source Name (DSN) on your
web/database server and provide you with the name of the ODBC Data Source Name
(DSN) as well as the username and password to connect to your database instance.

e To connect to your database directly, your web hosting provider must provide you with
the name of your database instance as well as the username and password to connect to

your database instance.

To configure the Asbru Web Content Management system to access your database instance
directly through a native database driver, please select one of the following options:

e  Microsoft SQL Server
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e MySQL Database Server

e Oracle Database Server

e IBM DB2 Database Server

e  PostgreSQL Database Server

To configure the Asbru Web Content Management system to access your database instance
through an ODBC Data Source Name (DSN), please select one of the following options:

e  Microsoft SQL Server - ODBC Data Source Name (DSN)
e  MySQL Database Server - ODBC Data Source Name (DSN)
e Oracle Database Server - ODBC Data Source Name (DSN)

e IBM DB2 Universal Database Server — ODBC Data Source Name (DSN)

PostgreSQL Database Server — ODBC Data Source Name (DSN)

When you have chosen a database option, please adjust your database connection string as
described in 3.2.4 Database Connection String.

Microsoft SQL Server
Microsoft SQL Server

This default setting uses a Microsoft SQL Server database.

Microsoft SQL Server - ODBC Data Source Name (DSN)

This default setting uses a Microsoft SQL Server database which has been configured with an ODBC Data Source
Name on your website server.

MySQL Database Server
MySQL Database Server

This default setting uses a MySQL Database Server database

MySQL Database Server - ODBC Data Source Name (DSN)

m

This default setting uses a MySQL Database Server database which has been configured with an ODBC Data
Source Name on your website server.

Oracle Database Server
Oracle Database Server

This default setting uses an Oracle Database Server database.

Oracle Database Server - ODBC Data Source Name (DSN)

This default setting uses an Oracle Database Server database which has been configured with an ODBC Data
Source Name on your website server.

IBM DB2 Database Server
IBM DB2 Database Server - ODBC Data Source Name (DSN)
db2 odbe://usemame: password @I ocalhost/database
This default setting uses an IBM DB2 Database Server database which has been configured with an ODBC Data
Source Name on your website server.

Postgre SQL Database Server
PostgreSQL Database Server

This default setting uses a PostgreSQL Database Server database

PostgreSQL Database Server - ODBC Data Source Name (DSN)

This default setting uses a PostgreSQL Database Server database which has been configured with an ODBC Data
Source Name on your website server.
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3.24 Database Connection String

When you have selected your database connection option, the Database field will display a
default “database connection string”. Replace “database”, “username” and “password” in the
default “database connection string” with the ODBC Data Source Name (DSN) / database
instance name, username and password for your database instance as provided by your web

hosting provider.

Your database server may run on the same computer as your web server or the database server
and web server may run on separate computers depending on your web hosting provider:

e If your database server runs on the same computer as your web server, please leave
“localhost” as it is in your database connection string.

e If your database server runs on a different computer than your web server, please replace
“localhost” in your database connection string with the Internet domain name or IP-
number of the database server as provided by your web hosting provider.

After selecting a database option and adjusting the database connection string please select
Save.

If you get an error please wait a minute and select Save again as the web server may take a
few seconds to recognise the database configuration. If you continue to get an error please
check your database connection string and select Save again.

If the connection to your database instance is working correctly — that is if you do not get an
error when you select Save — you are ready to initialise your database.

Optionally, the web content management system can also be configured to use additional
“read only” and usagelog database instances for increased availability, performance and
scalability. Please see the Configuration Guide — Database Configuration — Database
Connection section for details.

3.3 License

To use the Asbru Web Content Management system you must obtain a license from Asbru
(www.asbrusoft.com) and configure your license key(s). The license may also be provided by
your web hosting provider, if they have provided you with the Asbru Web Content
Management system.

The Asbru Web Content Management system and licenses are available in different editions
with access to different features of the Asbru Web Content Management system.

e Personal
Single-user system for an individual website administrator to create and manage a small
business or personal website.

e  Professional

Full standard system, which supports all business needs for a larger website and multiple
website administrators.
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Enterprise
Extended system, which supports back-end integration with other technical and business
systems.

Hosting
Internet, Hosting and Application Service Provider system, which supports easy hosting
and administration for multiple clients.

A number of Asbru Web Content Management Add-On modules and licenses are also
available:

E-Commerce
Product catalogue, shopping cart, checkout, payment processing, order confirmation,
order notification and order tracking.

Community
User registration, personalisation, message board, chat forum, issue tracker, polls,
mailing list and communication tools.

Databases
Database creation, import/export, synchronisation, database administration and browse &
search.

Statistics
Website usage statistics for monitoring how and how much the website is used.

Experience
Website visitor segmentation and content personalisation, content variants user tests, and
website heatmaps.

To configure your Asbru Web Content Management system and Add-On modules licenses
please copy/enter all the license codes provided by Asbru into the appropriate fields and select
Save.

If you get an error when you select Save please check the license codes and try again.
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Home Browse & Edit Configuratio Login | Help | =

eSBRU WEB CONTENT MANAGEMENT

J Configuration
B
) Features

2 Content QuickStart Configuration

-5 Images

) Files
In just a few simple steps you will have your own new website and be ready to browse and edit its content.

Senver | Database | Licenses | Superadmin | Content | Design Settings

O
Step0: | Step1: Step2: | Step3: Stepd: | Step5:  Step6: i

Licenses
Please enter your web content management system license codes below and select "Save"

Save =
License Tj'
Personal Edition

Professional Edition

Enterprise Edition

Hosting Edition

Add-On Modules

E-Commerce

Community

Databases

Statistics

Experience

3.4 Superadmin
The Asbru Web Content Management superadmin is your main website administrator with
special permissions and access to configure your system.

A username and password as well as an e-mail address must be configured for your
superadmin website administrator. As default the superadmin username and password is
configured to “admin” and “admin”. You should change the password to something else or
anyone can easily get unauthorised access to manage your website.

It is important that you remember your superadmin username and password or you may not be
able to get access to the Asbru Web Content Management system and to manage your
website.

As a safeguard you should also configure a working e-mail address for your superadmin
website administrator and remember to update it if it changes. If you loose your superadmin
username and password the only easy way to retrieve them is to have them e-mailed to the
configured superadmin e-mail address. Otherwise, you will have to access your database
directly and manually to reset or retrieve the superadmin username and password.

An additional email address to which your website contact forms etc. are sent to as default
should also be configured.

If you are using the E-Commerce Add-On module an additional email address to which your
website orders etc. are sent to as default should also be configured.

To configure your Asbru Web Content Management system superadmin and email addresses
please enter your preferred username, password and e-mail addresses and select Save.
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J Configuration
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) Content QuickStart Configuration

-3 Images
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5 E-Commerce In just a few simple steps you will have your own new website and be ready to browse and edit its
[ Databases conten!

Step0:  Step1 Step2. | Step3: Step4:  Step5  Step6:
Sever | Database Licenses = Superadmin = Content = Design  Settings

F %

Superadmin
Please enter your superadmin username, password and email contact addresses below and select "Save".

Save

J

Superadmin
Username

Password

Email

Email

When your website visitors submit a contact form (or guestbook form), an email is sent to you.

Email to (default email address)

Order Forms

When your website customers place an order, an order noification email is sent to you.

Email to

3.5 Website Content

To get you started quickly with your website you can import your existing HTML file-based
website or import one of a number of different example and quickstart websites included with
the Asbru Web Content Management system.

Later, you can reimport your existing HTML file-based website or an example/quickstart
website through the Database Configuration web content administration pages (Please see the
Configuration Guide for details).

3.51 Import Existing Website

If you have an existing HTML file-based website you can select the “Import your existing
website” option. Then you can select an “Editable region for page title” and an “Editable
region for page content”. If your existing website’s HTML files are created using
Dreamweaver templates a number of different “editable regions” extracted from your website
HTML files may be listed and you should select which (if any) of your editable regions
contains your web pages’ title and which (if any) of your editable regions contains your web
pages’ primary content. Otherwise you should simply choose the default “none* and “all”
options. Finally, select “Initialize & Import Website” to import your existing website HTML
files.

The web content management system will then analyze and import “.dwt” files,
“.html”/”,htm” files, images and other files on your website.

Each of your “.html]”/”.htm” files will be stripped of any other content than the region selected
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below and will be imported as a “page” in the web content management system. If there is an
“index.html” file in the website home/root folder this page will become the “Default Page
(Homepage)” in the web content management system.

If there are “.dwt” files on your website they will be imported as “templates” in the web
content management system and these templates will be used for the “pages” created from
your “.html”/”. htm” website files. If there are any additional regions in your “.dwt” files they
will be imported as “classes”/”’elements” in the web content management system.

3.5.2 Import Example/Quickstart Website

Alternatively, the available example and quickstart websites are listed. Some of the listed
example and quickstart websites may be disabled and greyed out depending on your
configured license keys.

e Basic
A blank website with pre-created and pre-configured Special Pages. This is the
recommended option for you to create your own website from scratch.

e Empty
A completely blank website for you to create everything from scratch including all
required Special Pages. (Usually the “Basic” website should be used instead of the
“Empty” website).

e Business Website Professional Suite (recommended)
Advanced example website using a wide selection of the web content management
system functionality.
This is the recommended option for your initial website content for an easy to modify,
ready to use website template with most of the website content and functionality typically
used on a company website. Unwanted website content and functionality can easily be
removed, and the website content and design can easily be modified; and additional
website content and functionality can be added.

o Eagle Golf
Advanced example websites using a wide selection of the web content management
system functionality. A number of different Eagle Golf example websites for the different
editions of the Asbru Web Content Management system are available.

To initialise your website content please select the “Select Website” button for one of the
listed example and quickstart websites and select the “Initialise & Import Website” button to
confirm the website content initialisation (or select the “Step 4: Website Content” tab to list
all the available example and quickstart website options again).

This will import the selected website content data into the web content management system
database. This may take a few minutes or several minutes to complete. Database import
progress information is displayed in your web browser.

If your database initialisation did not complete successfully, you need to reinitialise your
database. Please repeat the database initialisation steps as described above or as described in
detail in the 3.2 Database section. If your imported website content is relatively large and/or
your database server is relatively slow at importing the data your web server may "timeout"
before the database import is completed, and you may need to increase the resources available
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to the website content import. Please see the Configuration Guide — Database Configuration —
Advanced Import section for details.

Home

¢.sBrRU

J Configuration

) Features

#1- {3 Content

T} Images

) Files

=) E-Gommerce
() Databases

QuickStart Configuration

In just a few simple steps you will have your own new website and be ready to browse and edit its
content

Step0: | Step 1: Step 2: Step 3: Step4: | Steps  Step6:
Sener | Database  Licenses = Superadmin  Content ~Design | Settings
Content

Please select the website content fo be used as the initial content for your website below and then select "Initialize &
Import Website". (Select the "Step 4: Website Content” tab above to display all the website content options again).

Website Content
Import your existing website
Select Website

Import your existing website pages, images, files, style sheets and templates.

-basic- -empty-
Select Website Select Website
A blank website with A completely blank website.
pre-created and
pre-configured Special Pages

Logout | Help | =

i

) & (B

3.6 Website Design
To get you started quickly with your website a number of different quickstart website designs
are included with the Asbru Web Content Management system. The available quickstart

website designs are listed.

Please note that your selected/imported Website Content example/quickstart website may also
already have imported a website design in which case this final Website Design quickstart
configuration step will be skipped.

To import your website design please select the “Select Website Design” button for one of the
listed website designs and select the “Import Website Design” button to confirm the website
design import (or select the “Step 5: Website Design” tab to list all the available website
design options again).

This will import the selected website design data into the web content management system
database. This should only take a few seconds or a few minutes to complete. Database import
progress information is displayed in your web browser.
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Home Browse & Edit Configuratio Logged as admn | Logout | Help | =
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iJ Configuration

B
) Features
2 Content QuickStart Configuration
-5 Images
e O
5 E-Commerce In just a few simple steps you will have your own new website and be ready to browse and edit its
[ Databases conten
Step0: | Step 1 Step2: | Step3: Stepd:  Step5:  Step6:
Sener | Database  Licenses = Superadmin Content Design  Settings

Website Design
Please select the website design to be used as the initial design for your website below and then select "Import
Website Design”. (Select the "Step 5 Website Design” tab above to display all the website design options again)

Website Design Tj’

African landscape (pinks and greys) Apple and pear (yellows and greens)
Select Website Design Select Website Design

5 [

Autumn forest 1b|LIE§ and nranges] Beach and children 1Sal’|ﬂ and hlI.IQS]
Select Website Design Select Website Design

3.7 Website Settings

Finally, you can adjust a number of website settings.

The basic website settings are two special HTML headers, which tells web browsers which
version of HTML code and which character set encoding you are using for your website. If
you do not have any preferences for this, simply leave the “HTML DOCTYPE” blank or
select the “HTML 4.01 Transitional” option, and set the “HTML Content-Type charset” to the
default “UTF-8”.

A number of additional website settings may also be listed depending on your imported

Website Content and Website Design. You may simply want to leave these as they are,
initially, and change them later.
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QuickStart Configuration
In just a few simple steps you will have your own new website and be ready to browse and edit its content

Step0: | Stept:  Step2: | Step3: Stepd: | Step5  Step6:
Sever | Database Licenses = Superadmin  Content | Design = Seftings

Website Settings

Please select the website seftings to be used as the initial seftings for your website below and then select "Save".

Save

Website Settings
HTML DOCTYPE

HTML 4.01 Transitional HTML 4.01 Strict © XHTML 1.0 Transitional XHTML 1.0 Strict © XHTML 1.1
- HTML S

HTML Content-Type charset
UTF-8

Installation Guide

Logout | Help
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Installed and Configured

Once you have configured the database, license, superadmin, website content and website
design as described in the previous sections, you are ready to start using the Asbru Web
Content Management system.

There are many further configuration options to customise the Asbru Web Content
Management system and to enable additional features to suit your requirements. You can
reconfigure the Asbru Web Content Management system and enable or disable features at any
time — even after using the system extensively, so there is no need to enable features until you
actually need them. Please see the separate Configuration Guide document for details.

Initially, we recommend you to use the basic web content management features to get familiar
with the basics, which are described in the separate Website Editor Guide and Website
Administrator Guide.

When you configured and initialised the Asbru Web Content Management database, you were
automatically “logged in” as the superadmin website administrator. You can “logout” by
selecting the “Logout” link in the top-right hand corner of the Asbru Web Content
Management administration web page.

When you logout you will see your new example website homepage.

Oniine Shop | Contact Us | Ste Map | Advanced Search | Engish | Danish

.
@ My Business . Q
Login | My Account | Register

My Business Launches
New Products

> Learn More

Discover My Business Latest News

>

== Products & Services

Lorem ipsum dolor sit amet, consectstur adipisicing elit, sed do elusmod

tempor incididunt ut labore et dolore magna aliqua. Ut enim ad minim
| veniam, quis nostrud exercitation. 21 Aug. 2010
Financial News Article 1

> Products & Services News 21 Aug. 2010
> Products & Services 1 Company News Article 1

> More News
About Us Online Shop

Lorem ipsum dolor sit amet, consectetur adipisicing elit, sed do elusmod

tempor incididunt ut labere et dolore magna aliqua. Ut enim ad minim Product 1 Q

veniam, quis nostrud exercitation. Lorem ipsum dolor sit amet, ﬂ:
consectetur adipisicing et {

> Company Profile
> Key Facts & Figures Only £100.00

> More Products
Careers

Lorem ipsum dolor sit amet, consectetur adipisicing elit, sed do elusmod Quick Links
tempor incididunt ut labore et dolore magna aliqua. Ut enim ad minim

¢ >
veniam, quis nostrud exercitation. Store Locator

> Product Support
> Job Search
> Annual Reports

> Why Us

Askipto top
Terms & Conditions | Privacy Policy | RSS | Email Alerts | Accessibilty © 2020 My Business. All rights reserved
This is an example website, which shows the features of the Asbru Web Content Management system.
Login to manage your website: LOGIN
Login to special intranet functionality: LOGIN.
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41 Login

To access the Asbru Web Content Management system to manage your website you must
open your usual website address followed by “/webadmin/”. For example, if you usually
access your website using the address “http://127.0.0.1”, you must use the address
“http://127.0.0.1/webadmin/” to access the Asbru Web Content Management system.

When accessing the Asbru Web Content Management system you must first authenticate
yourself using the configured superadmin or another configured website administrator
username and password to login. Please note that you must enter the username and password
exactly as configured with lowercase/uppercase, spacing and punctuation etc.

Home Browse & Edit

eSBRU WEB CONTENT MANAGEMENT

/4

7

I i 7

y

Login

Username

Password

Asbru Web Content Management

Manage your website with flexibility and power

4.2 Logout

After a successful login you have access to the Asbru Web Content Management system for
your website — and so has anybody else with access to your computer. Before leaving your
computer for a longer or shorter period of time you should logout from the Asbru Web
Content Management system to prevent others from using it to make changes to your website.
This is especially important if you use a computer which other people have access to.

To logout from the Asbru Web Content Management system, please select the “Logout” link
in the top-left hand corner of the Asbru Web Content Management administration and Browse
& Edit pages. After logging out you will see your website homepage.

You will also be logged out automatically after some time depending on the configuration of
your web server. Technically, your login/logout is controlled through so-called “session
variables” on your web server. Your web server may be configured to automatically expire
session variables after anything from a few minutes to a few days.
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Please note that you will need to login again if your web server session variables and thus
your login expire while you are using the Asbru Web Content Management system. E.g. if
you are using a long time to edit the content of one of your web pages and your login expires
before you save, your changes will be lost. If you experience this problem you should make
sure to save your work regularly. Alternatively you can ask your web hosting provider to
“increase the web server session variable expiration time”. Usually your web server
configuration should be fine, but occasionally it may have been configured to expire session
variables after just a few minutes.

4.3 Retrieve superadmin username and password

You should make sure not to forget and loose your superadmin username and password,
which are essential to get full access to the Asbru Web Content Management system for your
website.

However, if you do forget and loose your superadmin username and password you will be
able to retrieve it if you have configured a working superadmin e-mail address.

To retrieve a forgotten and lost superadmin username and password you must open your usual
website address followed by “/webadmin/password/”. For example, if you usually access your
website using the address “http://127.0.0.1”, you must use the address
“http://127.0.0.1/webadmin/password/” to have your superadmin username and password e-
mailed to your configured superadmin e-mail address.

Home Browse & Edit

G‘SBRU WEB CONTENT MANAGEMENT

Your Asbru Web Content Management
superadmin details have been emailed to:

admin@asbrusoft.com

IS

If you have forgotten and lost your superadmin username and password and your configured
superadmin e-mail address is not configured or is not working, there is no other easy way to
retrieve your superadmin username and password.

Alternatively, you must access your Asbru Web Content Management database manually and
reset the superadmin username and password to the default “admin” and “admin” using the
following SQL database command statements:

DELETE * FROM config WHERE configname="superadmin’;
DELETE * FROM config WHERE configname="superadmin_password’;

Page 192 of 206



Asbru Web Content
Management System

Installation Guide

WARNING: This requires specialist technical knowledge and errors may cause loss of part of
or all of your website content etc. Please do not loose your superadmin username and

password.

44 Home

After a successful login to the Asbru Web Content Management system you will see the main
administration page.

Home

C\SBRU ‘ Workspace :. Structure

4 Home

Welcome admin

Browse & Edit Website Content
START HERE: Browse your website in administration mode and
edit your content directly.

Personal Workspace
Access and manage the content items checked out by and
assigned to you

Manage Website Content
Access and manage all the pages/elements of your website

Manage Ecommerce Products and Orders
Access and manage all the products on and orders from your
website.

User Experience Management
>

Access and manage user segments, tests and heatmaps for
your website.

View Usage Analytics
View how your website visitors access your website content.

Add Website Functionality
Import additional website functionality modules.

tent gMedia &Ecommerce ' Databases J’ Experience
b

E &2 O

2 - I

Logout | Hep | =

Configuration

Isers J' Analytics

View User Guide
Introduction to the system and information about advanced
features.

[ )
Manage Website Structure 2 o
Organise the pages and products of your website &
hierarchically.

[}

Manage Media Library
Access and manage all the images, files and hyperlinks for
your website.

Manage Content Databases
Access and manage the additional content databases for your
website.

Manage User Database
Access and manage the user database for your website.

Configure System and Features
Setup the Asbru Web Content Management System.

sbru Web Content Management Sy
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Software Updates

The Asbru Web Content Management system is improved and extended, continuously, and
new releases may be made available for download from the Asbru website
(www.asbrusoft.com).

The current version of the Asbru Web Content Management system is displayed in the footer
at the bottom of all the web content management system administration pages for v6.3 or
newer. (For older versions the current version number is not visible on the web content
management system administration pages, but it can be identified by the web content editor
version number displayed at the bottom of the web content editor help pop-up window).

This section describes the general procedure for upgrading the Asbru Web Content
Management system. However, the upgrade procedure may vary for some releases. Please
make sure to read and follow any special upgrade instructions on the Asbru website.

Upgrading the Asbru Web Content Management should usually never cause any of your
website content and other data to be modified or deleted. However, before upgrading the
Asbru Web Content Management you should always make a backup copy of your existing
program files, data files and database, which you can restore if anything goes wrong with the
upgrade.

5.1 Download and Installation
To download and install a new release of the Asbru Web Content Management system,
simply download a package in an appropriate format, unpack it and copy it to your website
folder in a similar way to your initial installation. The program files in the new release should
replace your existing program files — except for a few files. When upgrading you should not
replace but keep your existing files of the following (located in the root folder of your
website):

ini.aspx and/or ini.jsp and/or ini.php

ini.webadmin.aspx and/or ini.webadmin.jsp and/or ini.webadmin.php

defaults.aspx and/or defaults.jsp and/or defaults.php

These files contain settings for your website. If you accidentally replace these files, your

website may behave erroneously. However, your website settings are not lost but can and

should be restored by opening the following web address in your web browser:
http://127.0.0.1/webadmin/database/upgrade.aspx

if you are using the .NET version of the Asbru Web Content Management system, or:
http://127.0.0.1/webadmin/database/upgrade.jsp

if you are using the JSP version of the Asbru Web Content Management system, or:
http://127.0.0.1/webadmin/database/upgrade.php

if you are using the PHP version of the Asbru Web Content Management system.

Please note that you must replace “127.0.0.1” with your own website address, and that “log

in” using the superadmin administrator username and password for your website is required.

5.2 Database Upgrade
Immediately, after installing a new release of the Asbru Web Content Management system,
you should always “log in” as the superadmin website administrator.
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New releases of the Asbru Web Content Management system may require you to upgrade
your database model. When you “log in” as the superadmin website administrator after
installing a new release of the Asbru Web Content Management system, you may be
presented with a “database upgrade required” message. Simply select the provided link to
upgrade your database, which is done automatically.

Home Browse & Edit n Logout | Help | =

¢>\sBrU

i Configuration

@ {E

) Features

3 Contert Database Upgrade Required

B Images

= Files

T} Links ‘Your Asbru Web Content Management system software has been upgraded to a newer version

=) Users

i [] Versions

E| =) E-Commerce Do not worry, the database upgrade is done very easily and quickly - and does not require any downloads or technical skills.

i+ [ Databases
[] Packages

=[] Bundles

Your Asbru Web Content Management system database needs fo be upgraded fo a newer version. foo.

Click here to upgrade your Asbru Web Content Management system database.

Asbru Web Content Managem
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Internationalisation

The Asbru Web Content Management system supports internationalisation with translations
of all text to other languages than the default (English) and automatic detection of each
website administrator’s language preferences.

6.1 Asbru Web Content Management system texts

All texts in the Asbru Web Content Management system are located in the “/WEB-
INF/classes/hardcore.properties” file. This file contains the default texts used if no specific
language is selected and available.

Additional language files can be created with translations of all texts to other languages. As
default a Danish language translation file is included. The “/WEB-

INF/classes/hardcore da.properties” file contains all texts in the Asbru Web Content
Management system translated to Danish.

To add support for other languages, simply copy the “/WEB-INF/classes/hardcore.properties”
file and translate its contents. The copied file must be named “/WEB-
INF/classes/hardcore xx.properties” where “xx” is the ISO 639 language code such as:

e ar— Arabic

e de - German
e en— English

e s — Spanish

e fr—French

e ja—Japanese
e zh — Chinese

Additional language files for language variations can be created with translations for
individual countries. To add support for language variations, simply copy the “/WEB-
INF/classes/hardcore.properties” file or another language file and translate its contents. The
copied file must be named “/WEB-INF/classes/hardcore _xx_Y'Y.properties” where “xx” is
the ISO 639 language code as described above and where “YY” is the ISO 3166 country code
such as:

AU — Australia

CA - Canada

GB - United Kingdom
US — United States

To change the default language, simply replace the default English “/WEB-
INF/classes/hardcore.properties” file with a copy of another language file.

6.2 Asbru Web Content Editor texts

All texts in the Asbru Web Content Editor are located in the
“/webadmin/webeditor/properties.js” file. This file contains the default texts used if no
specific language is selected and available.
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Additional language files can be created with translations of all texts to other languages. As
default a Danish language translation file is included. The
“/webadmin/webeditor/properties_da.js” file contains all texts in the Asbru Web Content
Editor translated to Danish.

To add support for other languages, simply copy the “/webadmin/webeditor/properties.js” file
and translate its contents (and add the language to the
“/webadmin/webeditor/webeditor.properties.js” as described below). The copied file must be
named “/webadmin/webeditor/properties xx.js” where “xx” is the ISO 639 language code
such as:

e ar— Arabic

e de - German
e en— English
e s — Spanish
o fr—French

e ja—Japanese
e zh - Chinese

Additional language files for language variations can be created with translations for
individual countries. To add support for language variations, simply copy the
“/webadmin/webeditor/properties.js” file or another language file and translate its contents.
The copied file must be named “/webadmin/webeditor/properties xx YY.js” where “xx” is
the ISO 639 language code as described above and where “YY” is the ISO 3166 country code
such as:

AU — Australia

CA - Canada

GB - United Kingdom
US - United States

To change the default language, simply replace the default English
“/webadmin/webeditor/properties.js” file with a copy of another language file.

To add support for new language files, the “/webadmin/webeditor/webeditor.properties.js”
file must be modified. Add the language/country code to the following line at the top of the
file:

var webeditor _languages = "|dalen|";

To add support for a new language file name “/webadmin/webeditor/properties_xx.js” modify
the line to:

var webeditor languages = "|dalen[xx|";

To add support for a new language file name “/webadmin/webeditor/properties xx_YY.js”
modify the line to:

var webeditor languages = "|[dalen|xx_YY|";

The language/country codes must be separated and enclosed by | characters.
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In Microsoft Internet Explorer language preferences can be selected through the Tools —
Internet Options — General — Languages menu/window. Please see the Microsoft Internet
Explorer documentation for details.

Language Preference

Some Weh sites offer content in multiple languages., You can
choose several languages below; they will be treated in order of
priority,

Language:

English {United Kingdom) [en-gb] [aye 1,

Enaglish [en]

Darish [da] o —
Remove
Add...

Menus and dialog boxes are currently displayed

in English {United States).

2%

In Mozilla language preferences can be selected through the Edit — Preferences — Navigator —
Languages menu/window. Please see the Mozilla documentation for details.

X
Categor
Esi | Languages |
[ Appearance
vN_awgator - Languages for Web Pages
*-Histor
. = ‘Web pages are sometimes available in more than one language, Chaose
guages languages for displaying web pages, in order of preference.
: Helper Applications Languages in order of preference:
~Smart Ei
jomart Browsing EnglishjLinited Kingdom [en-gb]
Internst Search English [en]
i+ Tabhed Browsing Diarish [da] [:]
“-Downloads
[» Composer
[» Mail & Mewsgroups
[» Privacy & Security
[» ChatZila
[ Advanced

’— Character Coding

Default Character Coding: [ weskern (150-5859-1)

=

The Asbru Web Content Management system will detect the selected web browser language
preferences and use one of the selected languages if available. If none of the selected
languages are available the default language will be used.
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Add-On Modules and Extensions and programming API scripts

7.1 Custom / Third-Party Add-On Modules
The Asbru Web Content Management system enables you to create your own custom add-on
modules and to use third-party developed add-on modules.

Custom / third-party add-on modules can be integrated with the Asbru Web Content
Management system administration pages and can have their own administration section
and/or add menu-items to the existing administration sections.

Cusom /third-party add-on modules can also be payment service provider modules for use
with the E-Commerce Add-On module

7.1.1 Installation and Configuration
To install an additional add-on module the module files must be copied to the web server (as
default as a new folder under the "/webadmin/module/" folder).

The Asbru Web Content Management system must be configured to load the additional add-
on module by editing the "/webadmin/module/config.xxx" file (where "xxx" is "aspx", "jsp"
or "php" depending on which version of the Asbru Web Content Management system you are
using) and adding an additional line to the bottom of the file. For example to activate the

"example" module add the following lines:

e . NET:
<!-- #include file="example/config.aspx" -->

e JSP:
<% @ include file=" example /config.jsp" %>

e PHP:
<?php include " example /config.php"; 7>

If multiple add-on modules are configured the order of them determines the order their
administration sections and menu items are displayed on the web content management system
administration pages.

7.2 Custom / Third-Party Extensions
The Asbru Web Content Management system enables you to create your own custom
extensions and to use third-party developed extensions.

Custom / third-party extensions can be integrated with the Asbru Web Content Management
system content to include content from other applications and sources than the web content
management system.

7.2.1 Installation and Configuration

To install an additional extension the extension file must be copied to the web server (as
default as a new file under the "/webadmin/extension/" folder). No configuration is required.
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7.3 Product Availability and Delivery Custom /Third-Party Extensions
The Asbru Web Content Management system E-Commerce Add-On module enables you to
create your own product availability and delivery custom extensions and to use third-party
developed extensions.

Product availability and delivery custom / third-party extensions can be integrated with the
Asbru Web Content Management system E-Commerce Add-On module to check product
availability and handle automated product delivery through other applications and sources
than the web content management system.

7.3.1  Product Availability Custom/Third-Party Extensions

Product availability custom/third-party extensions can be used on product, shopping cart and
checkout pages to check if a product is available. For example, to check your own external
stock inventory system to see if a product is in stock; or to check a supplier’s external stock
inventory system to see if a product is in stock and can be ordered; or to check if non-physical
products such as usernames, email addresses and Internet domain names are available or have
already be registered.

7.3.1.1 Installation and Configuration

To install an additional product availability extension the extension file must be copied to the
web server (as default as a new file under the "/webadmin/productavailability/" folder). No
configuration is required.

7.3.2 Product Delivery Custom/Third-Party Extensions

Product delivery custom/third-party extensions can be used to automatically generate digital
products and to update external systems when a product has been ordered. For example, to
update your own external stock inventory system; or place an order with a supplier; or to
generate/deliver non-physical products such as usernames, email addresses and Internet
domain names.

7.3.21 Installation and Configuration

To install an additional product delivery extension the extension file must be copied to the
web server (as default as a new file under the "/webadmin/productdelivery/" folder). No
configuration is required.

7.4 Workflow Action Custom/Third-Party Extensions
The Asbru Web Content Management system enables you to create your own workflow
action custom extensions and to use third-party developed extensions.

Workflow action custom / third-party extensions can be integrated with the Asbru Web
Content Management system to make and log content administration actions through other
applications and sources than the web content management system.

7.4.1 Installation and Configuration

To install an additional workflow action extension the extension file must be copied to the
web server (as default as a new file under the "/webadmin/workflowaction/" folder). No
configuration is required.
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7.5 Web Content Editor Custom/Third-Party Extensions
The Asbru Web Content Management system enables you to create your own web content
editor custom extensions and to use third-party developed extensions.

Web content editor custom / third-party extensions can be integrated with the Asbru Web
Content Management system to use other web content editors than the Asbru Web Content
Editor included in the web content management system.

7.5.1 Installation and Configuration

To install an additional web content editor extension the extension file(s) must be copied to
the web server (as default as a new file under the "/webadmin/webeditors/EXTENSION
NAME/" folder). No configuration is required.

7.6 Programming API Scripts
The Asbru Web Content Management system enables you to create your own custom program
scripts to extend and customize the web content management system’s functionality.

7.6.1 Installation and Configuration
To install programming API scripts they must be copied to the web server (as default as a file
under the "/webadmin/api/" folder). No configuration is required.

7.6.2 External Website Publishing/Archiving Programming API

As default the Asbru Web Content Management system runs on the actual website and
delivers the website content dynamically. However, for special requirements you may want to
program your own program scripts to be executed when a content item is published or
unpublished in the web content management system - for example to copy the file to another
web server or an archive/backup server.

When a new or updated content item with a “static filename” is published the web content
management system will check if a “/webadmin/api/published”,
“/webadmin/api/published.bat” or “/webadmin/api/published.sh” file exists and execute it
with the published content item’s static filename as parameter.

When a content item with a “static filename” is unpublished the web content management
system will check if a “/webadmin/api/unpublished”, “/webadmin/api/unpublished.bat” or
“/webadmin/api/unpublished.sh” file exists and execute it with the published content item’s
static filename as parameter.

7.6.3 File Upload Programming API

As default the Asbru Web Content Management system simply adds uploaded images and
other files as content items in the web content management system. However, for special
requirements you may want to program your own program scripts to be executed when an
“image” or a “file” is uploaded to the web content management system — for example to
check files for virus infections or to convert the files to other formats or sizes.

When an “image” or a “file” is uploaded the web content management system will check if a
“/webadmin/api/image”, “/webadmin/api/image.bat”, “/webadmin/api/image.sh”,
“/webadmin/api/file”, “/webadmin/api/file.bat” or “/webadmin/api/file.sh” file exists and
execute it with the uploaded file’s filename as parameter.
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Depending on what the program script does and what the web content management system
should do the program script must return/output:

e The same filename as passed to the program script as a parameter
If the program script has not renamed, moved or deleted the uploaded file.

e The uploaded file’s new filename
If the program script has renamed or moved the uploaded file. The web content
management system will then update the content item with the new filename.

e Nothing
If the program script has deleted the uploaded file. The web content management system
will then also delete the content item.

When an “image” or a “file” is uploaded the web content management system will also check
if a “/webadmin/api/imagel”, “/webadmin/api/imagel.bat”, “/webadmin/api/imagel.sh”,
“/webadmin/api/image2”, “/webadmin/api/image2.bat”, “/webadmin/api/image2.sh”,
“/webadmin/api/image3”, “/webadmin/api/image3.bat”, “/webadmin/api/image3.sh”,
“/webadmin/api/filel”, “/webadmin/api/filel.bat”, “/webadmin/api/filel.sh”,
“/webadmin/api/file2”, “/webadmin/api/file2.bat”, “/webadmin/api/file2.sh”,
“/webadmin/api/file3”, “/webadmin/api/file3.bat” or “/webadmin/api/file3.sh” file exists and
execute it with the uploaded file’s filename as parameter. Depending on what the program
script does and what the web content management system should do the program script must
return/output:

e The filename of new, alternative copy of the uploaded file
If the program script has created a new, alternative copy of the uploaded file — for
example a small resolution version of an image, or a PDF version of a Microsoft Word
document, or a compressed version of a program file etc. The web content management
system will then create an additional content item for the new file. The original uploaded
file’s content item’s corresponding Additional Content / Image 1 / Image 2 / Image 3 /
File 1 / File 2 / File 3 attribute will point to the new, alternative file’s content item. The
new, alternative file’s content item’s Content Relations / Page Up attribute will point to
the original uploaded file’s content item.

e Nothing
If the program script has not created a new, alternative copy of the uploaded file. No
additional content item will be created by the web content management system.

7.6.4 Validate Content Data Programming API

If you have special requirements for the website content you can program your own program
scripts to validate content when/before it is saved to the web content management system. If a
“/webadmin/api/validatecontent.xxx” (replace “xxx” with your programming language
extensions: “aspx”, “jsp” or “php”) program script exists then that will be executed when an
added or updated content item is saved. The content item’s data will be posted to the program
script as standard HTML POST form data.

The posted content item data can then be validated and the program script should return a
structured response to the web content management system:
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. “OK’J
The content item data are ok and the content item will be saved.

e “OK:ALERT:MESSAGE”
The content item data are ok and the content item will be saved and the “MESSAGE”
will be displayed to the website administrator (replace “MESSAGE” with your own text).

e “ERROR:CONFIRM:MESSAGE”
There is a potential problem with the content item data and the website administrator will
be prompted with the “MESSAGE” to confirm to save or cancel / re-edit the content item
(replace “MESSAGE” with your own text).

e “ERROR:ALERT:MESSAGE”
There is a problem with the content item data and the content item will not be saved. The
“MESSAGE” will be displayed to the website administrator and the website
administrator must re-edit the content before it can be saved (replace “MESSAGE” with
your own text).

7.6.5 Validate User Data Programming API

If you have special requirements for the website user accounts you can program your own
program scripts to validate user data when/before they are saved to the web content
management system. If a “/webadmin/api/validateuser.xxx” (replace “xxx” with your
programming language extensions: “aspx”, “jsp” or “php”’) program script exists then that will
be executed when an added or updated user account is saved as well as when a user registers
on the website. The user account’s data will be posted to the program script as standard

HTML POST form data.

The posted user account data can then be validated and the program script should return a
structured response to the web content management system:

. “OK”
The user account data are ok and the user account will be saved.

e “OK:ALERT:MESSAGE”
The user account data are ok and the user account will be saved and the “MESSAGE”
will be displayed to the website administrator (replace “MESSAGE” with your own text).
For website user registrations the “MESSAGE” will be displayed to the website user.

e “ERROR:CONFIRM:MESSAGE”
There is a potential problem with the user account data and the website administrator will
be prompted with the “MESSAGE” to confirm to save or cancel / re-edit the user account
(replace “MESSAGE” with your own text). For website user registrations the
“MESSAGE” will be displayed to the website user.

e “ERROR:ALERT:MESSAGE”
There is a problem with the user account data and the user account will not be saved. The
“MESSAGE” will be displayed to the website administrator and the website
administrator must re-edit the user account before it can be saved (replace “MESSAGE”
with your own text). For website user registrations the “MESSAGE” will be displayed to
the website user.
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7.6.6 Media Cloud Storage API

As default the Asbru Web Content Management system stores the website images and files on
the website server. If the website and the Asbru Web Content Management system run on a
cluster of website servers they must be setup to use shared or mirrored/replicated file storage
to make the website images and files available on all the website servers. Alternatively, you
may want to use a cloud storage service (or some other type of shared storage service) for
your website images and files.

When the web content management system is configured to use cloud storage through
Configuration / System / Website / Media Storage / Cloud Storage the web content
management system will execute a number of “/webadmin/api/” program scripts when
website images and files are uploaded, copied, moved/renamed, deleted and downloaded:
- /webadmin/api/exists.xxx” (replace “xxx” with: “aspx”, “jsp” or “php”)
The web content managemenet system needs to know if a given website image/file exists
on the cloud storage.
- /webadmin/api/upload.xxx” (replace “xxx” with: “aspx”, “jsp” or “php”)
A new website image/file has been uploaded to the website and should be uploaded to the
cloud storage.
- /webadmin/api/copy.xxx” (replace “xxx” with: “aspx”, “jsp” or “php”)
A website image/file has been copied and should be copied on/to the cloud storage.
- /webadmin/api/move.xxx” (replace “xxx” with: “aspx”, “jsp” or “php”)
A website image/file has been moved/renamed and should be moved/renamed on the
cloud storage.
- /webadmin/api/delete.xxx” (replace “xxx” with: “aspx”, “jsp” or “php”)
A website image/file has been deleted and should be deleted from the cloud storage.
- /webadmin/api/download.xxx” (replace “xxx” with: “aspx”, “jsp” or “php”)
A modified or non-existing website image/file has been accessed and should be
downloaded from the cloud storage.

These “/webadmin/api/” program scripts are included with the web content management
system with support for a number of cloud storage service providers as well as placeholder
comments in the program code for you to add your own custom programming for your own or
other third-party cloud storage service providers. Please see the included “/webadmin/api/”
program scripts for details.

7.6.7 One-Time Password Login Programming API

If you have special requirements for login to the website and or web content management
system administration using one-time passwords you can program your own program scripts
to generate and/or distribute one-time password codes when website users and/or website
administrators login to the website and/or the web content management system.

When a website user or website administrator login to the website or the web content
management system administration, the web content management system will check if a
“/webadmin/api/login”, “/webadmin/api/login.xxx” (replace “xxx” with your programming

EERNT34

language extensions: “aspx”, “jsp” or “php”), “/webadmin/api/login.bat” or
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“/webadmin/api/login.sh” file exists and execute it with the entered login username and
password and one-time password code as well as the user account’s contact details and the
one-time password code generated by the web content management system as parameters.

Depending on what the program script does and what the web content management system
should do the program script must return/output:

e The same one-time password code as passed to the program script as a parameter
If the program script has sent the one-time password code to the website
user/administrator.

e A new one-time password code
If the program script has generated a new one-time password code and sent it to the
website user/administrator.

e Nothing
If the program script has not done anything. The web content management system should
use its own generated one-time password code and email it to the website
user/administrator.

7.6.8 Cloud Deployment API
The Asbru Web Content Management system can be installed on your own servers locally or
with a hosting service provider of your own choise as well as cloud hosting services.

For a cloud hosted installation of the web content management system with dynamic
scalability through addition of additional web servers, the web content management system
installation may need to automatically detect and connect to the configured database server
and media cloud storage when a new web server is added.

As default the Asbru Web Content Management system includes support for a number of
cloud hosting services and database servers with automatic detection and connection to the
database server. To use the web content management with other cloud hosting services and/or
databases than the ones supported as default, you may need to add your own program code to
automatically detect the configured database server and generate the database connection
string to be used by the web content management system to connect to the configured
database server as well as the media cloud storage configuration settings.

The cloud deployment detection and database connection and media cloud storage is handled
by the “/config.cloud.xxx” (replace “xxx” with: “aspx”, “jsp” or “php”) special configuration
program script. To add support for other cloud hosting service providers and database servers,

simply edit this program script and add your own program code to:

- Detect the cloud deployment settings through the server environment variables or any
other way these settings are made available by the cloud hosting services.

- Set the “database” to the database connection string for the configured database server as
it would be entered into the web content management system’s Configuration / System /

Database / Database Connection configuration page.

- Set the "database init" configuration setting to any special SQL commands, which may
be required to create and initialise the database server.
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- Set the "csservice" configuration setting to one of the supported media cloud storage
service providers or to any other unique id/name for your cloud storage service provider
as also used in your Media Cloud Storage API program scripts.

- Set the "csusername", "cspassword", "csrootpath" and "csURLrootpath" configuration
settings to the relevant values as they would be entered into the web content management
system’s Configuration / System / Website / Media Storage configuration page.

7.6.9 Usagelog Data Summarisation

The Asbru Web Content Management system Usage Statistics Add-On module includes
functionality to periodically summarise old usagelog data for reduced database storage space.
This can be done manually through the web content management system administration
pages, or you may want to this automatically. To do this automatically, you can use your
operating system’s general functionality to execute programs periodically to access the web
content management system’s usagelog data summarisation functionality.

IMPORTANT: It is strongly recommended that you only do this locally on the web
server, or using encryption over any network connection:

http://localhost/webadmin/usage/summarise.aspx?username=USERNAME&password=PASS
WORD

https://www.yourwebsite.com/webadmin/usage/summarise.aspx ?username=USERNAME&pa
ssword=PASSWORD

Please note that each access to this will only summarise one configured usagelog data
summarisation period, so this should be done with (at least) the same frequency as your
configured usagelog data summarisation period - although, not more frequently than the
usagelog data summarisation will have time to complete between each access.
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